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Transforming	Open	Source	to		
Open	Access	in	Closed	Applica@ons	
FINDING	VULNERABILITIES	IN	ADOBE	READER’S	XSLT	ENGINE	



Copyright	2016	Trend	Micro	Inc.	2	

Introduc@on	–	Brian	Gorenc	
•  MS	in	SoNware	Engineering	–	Southern	Methodist	University	
•  BS	in	Computer	Engineering	–	Texas	A&M	University	
•  Director	of	Vulnerability	Research	at	Trend	Micro		

–  Leader	of	the	Zero	Day	Ini@a@ve		
–  Organize	Pwn2Own	Hacking	Compe@@on	
–  Focus	on	Vulnerability	Research	and	Discovery		

•  Past	Experiences	
–  Lead	SoNware	Engineer	at	Lockheed	Mar@n	

•  Past	research:	
–  MicrosoN	Bounty	Submission	
–  Patents	on	Exploit	Mi@ga@on	Technologies	
–  Adobe	Reader	Research	

•  TwiZer:	@MaliciousInput	



Copyright	2016	Trend	Micro	Inc.	3	

Introduc@on	-	Abdul-Aziz	Hariri	
•  BS	in	Computer	Sciences	–	University	of	Balamand	
•  Currently	a	Senior	Security	Researcher	at	ZDI	

–  Root	Cause	analysis	/	Vulnerability	Research	/	Exploit	development	
–  Pwn2Own	Prepara@on	/	Judging	entries	

•  Past	Experiences	
–  Bits	Arabia,	Insight-Tech	and	Morgan	Stanley	

•  Past	research:	
–  Pwn4Fun	2014	renderer	exploit	writer	
–  MicrosoN	Bounty	submission	
–  Patents	on	Exploit	Mi@ga@on	Technologies	
–  Adobe	Reader	research	

•  TwiZer:	@abdhariri	



Copyright	2016	Trend	Micro	Inc.	4	

Introduc@on	–	Jasiel	Spelman	
•  BA	in	Computer	Sciences	–	University	of	Texas	
•  Currently	a	Senior	Security	Researcher	at	ZDI	

–  Root	Cause	analysis	/	Vulnerability	Research	/	Exploit	development	
–  Pwn2Own	Prepara@on	/	Judging	entries	

•  Past	Experiences	
–  AlterPoint	

•  Past	research:	
–  Pwn4Fun	2014	Broker	exploit	writer	
–  Windows	Kernel	informa@on	leaks	
–  Adobe	Flash	research	

•  TwiZer:	@WanderingGlitch	



Copyright	2016	Trend	Micro	Inc.	5	

Understanding	the	AZack	Surface	
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Open-source	Components	
•  Integra@ng	open-source	projects	into	large	closed-source	applica@ons	is	

becoming	common	prac@ce	
–  Quick	add	func@onality	without	costly	engineering	efforts	

•  Security	side	effects	not	well	understood	by	vendors	
–  Misunderstood	assump@ons	
–  Poorly	implemented	components	
–  Missing	security	mi@ga@ons	
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Case	Study:	Adobe	Reader	
•  Widely	used	document	reader	

–  Large	number	of	features	to	aid	document	authors	
•  Highlights	some	of	these	interes@ng	security	side	effects	
•  Integrates	several	open-source	projects	

–  Modified	version	of	lib@ff	for	Tagged	Image	File	Forma@on	(TIFF)	
–  Modified	version	of	Sablotron	for	Extensible	Stylesheet	Language	

Transforma@ons	(XSLT)	handling	
•  Sablotron	is	now	abandoned	with	no	community	to	implement	fixes	
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Verifying	Sablotron	in	Reader	
•  Reader	uses	Sablotron	1.0.2	
•  Compiled	into	AXSLE.dll	and	found	in	Reader’s	install	directories	
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XSLT	Overview	
•  Developed	in	1998-1999	

–  Part	of	W3C’s	Extensible	Stylesheet	Language	(XSL)	
•  Used	to	transform	XML	documents	into	other	formats	

–  HTML	
–  Plain	Text	
–  XSL	Formanng	Objects	
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XSLT	Logic	Elements	
•  Used	to	describe	the	transforma@ons	to	be	applied	
•  xsl:for-each

–  Select	every	XML	element	of	a	specified	node-set	
•  xsl:attribute

–  Creates	an	aZribute	node	and	aZaches	it	to	an	output	element	
•  xsl:copy

–  Copies	current	node	from	the	source		
•  xsl:value-of

–  Extract	the	value	of	an	XML	element	and	add	it	to	the	output	
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XPath	Func@ons	
•  XPath	is	a	query	language	used	to	for	nodes	selec@on	and	calcula@ons	

–  /music/artist[1] –	Selects	the	first	ar@st	element	that	is	child	of	music	
element	

•  	XPath	func@ons	add	flexibility	and	power	to	Xpath	
–  Node-Set	
–  String	
–  Boolean	
–  Number	
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<?xml	version="1.0"	encoding="UTF-8"?>	
<catalog>	
		<cd>	
				<@tle>Empire	Burlesque</@tle>	
				<ar@st>Bob	Dylan</ar@st>	
				<country>USA</country>	
				<company>Columbia</company>	
				<price>10.90</price>	
				<year>1985</year>	
		</cd>	
</catalog>	

XSLT	Transforma@on	Example	
<?xml	version="1.0"	encoding="UTF-8"?>	
<xsl:stylesheet	version="1.0"	xmlns:xsl="hFp://www.w3.org/1999/XSL/
Transform">	
<xsl:template	match="/">	
<html>		
<body>	
		<h2>My	CDs</h2>	
		<table	border="1">	
				<tr	bgcolor="#9acd32">	
						<th	style="text-align:leT">Title</th>	
						<th	style="text-align:leT">ArVst</th>	
				</tr>	
				<xsl:for-each	select="catalog/cd">	
				<tr>	
						<td><xsl:value-of	select="Vtle"/></td>	
						<td><xsl:value-of	select="arVst"/></td>	
				</tr>	
				</xsl:for-each>	
		</table>	
</body>	
</html>	
</xsl:template>	
</xsl:stylesheet>	
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Adobe	Reader’s	XSLT	Engine	
•  Uses	a	modified	version	of	Sablotron	
•  XML	and	XSL	can	be	parsed	a	couple	ways	

–  XFA	
–  JavaScript	APIs	
 
var xmlDoc = "<x/>";  
var xslDoc = "<xsl:stylesheet xmlns:xsl=\"http://www.w3.org/1999/XSL/Transform\" 

             version=\"1.0\”> <xsl:template match=\"/\">  <xsl:for-each select=\"a\">       
             <xsl:sort select=\"(/)/*[a()]\"/>       
              </xsl:for-each>   </xsl:template></xsl:stylesheet>";   
 
var x = XMLData.parse(xmlDoc, false);  
var oNode = x.nodes.item(0);  
oNode.applyXSL(xslDoc);
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Sablotron’s	XSLT	Logic	Element	Defini@on	
enum XSL_OP
{
    XSL_APPLY_IMPORTS, XSL_APPLY_TEMPLATES,
    XSL_ATTRIBUTE, XSL_ATTRIBUTE_SET,
    XSL_CALL_TEMPLATE, XSL_CHOOSE,
    XSL_COMMENT, XSL_COPY, XSL_COPY_OF,
    XSL_DECIMAL_FORMAT, XSL_ELEMENT,
    XSL_FALLBACK, XSL_FOR_EACH,
    XSL_IF, XSL_IMPORT,
    XSL_INCLUDE, XSL_KEY,
    XSL_MESSAGE, XSL_NAMESPACE_ALIAS,
    XSL_NUMBER, XSL_OTHERWISE,
    XSL_OUTPUT, XSL_PARAM,
    XSL_PRESERVE_SPACE, XSL_PROCESSING_INSTR,
    XSL_SORT, XSL_STRIP_SPACE,
    XSL_STYLESHEET, XSL_TEMPLATE,
    XSL_TEXT, XSL_TRANSFORM,
    XSL_VALUE_OF, XSL_VARIABLE,
    XSL_WHEN, XSL_WITH_PARAM,
    XSL_NONE
};
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XSLElement	Class	
•  XSLElement::execute	method	handles	the	elements	inside	a	switch	case	

class XSLElement : public Element
{
public:
    XSLElement(Tree& owner_, QName&, XSL_OP);
    virtual eFlag execute(Sit S, Context *c, Bool resolvingGlobals);
    virtual eFlag newChild(Sit S, Vertex*);
    eFlag checkToplevel(Sit S);
    virtual eFlag checkChildren(Sit S);
    void checkExtraChildren(int& k);
    Expression* getAttExpr(XSL_ATT);
    virtual int strip();
    XSL_OP op;
    eFlag checkAtts(Sit S);       
private:
    eFlag makeSortDefs(Sit S, SortDefList &sortDefs, Context *c);
    eFlag make1SortDef(Sit S, SortDef *&def, Context *c);
};
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XPath	Func@ons	
•  Implementa@on	of	these	func@ons	reside	inside	expr.cpp,	inside	the	

Expression::callFunc	method.		
case EXFF_LAST:
{
  checkArgsCount(0);
  retxpr.setAtom( Number(c -> getSize()) );
}; break;
case EXFF_POSITION:
{
  checkArgsCount(0);
  retxpr.setAtom( Number(c -> getPosition() + 1) );
}; break;
case EXFF_COUNT:
{
  checkArgsCount(1);
  checkIsNodeset(0);
  retxpr.setAtom( 
    Number(atoms[0] -> tonodesetRef().getSize()) );
}; break;
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Reader’s	XSLT	Engine	
•  In	2012,	Adobe	fixed	two	vulnerabili@es		

–  Discussed	at-length	on	the	conference	circuit	
•  Community	not	paid	much	aZen@on	since	those	disclosures	
•  In	2015,	Zero	Day	Ini@a@ve	started	receiving	new	vulnerability	

submissions	in	Reader’s	XSLT	Engine	
–  Discovered	using	a	combina@on	of	fuzzing	and	audi@ng	Sablotron	source	

code	
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Vulnerability	Focus	
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Code	Matching	
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Code	Matching	–	Strings	
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Code	Matching	–	Strings	
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Code	Matching	–	Strings	
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Code	Matching	–	Strings	
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Code	Matching	–	Strings	
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Code	Matching	–	Data	structures	
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Code	Matching	–	Data	structures	
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Code	Matching	–	Preprocessor	defines	
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Code	Matching	–	Preprocessor	defines	
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Code	Matching	–	Preprocessor	defines	
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Vulnerability	Analysis	
CASE	STUDIES	
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CVE-2012-1525		
HEAP-BASED	BUFFER	OVERFLOW	
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CVE-2012-1525	–	Root	Cause	
•  Sablotron	parses	XSL	elements	in	XSLElement::execute	

–  Func@on	contains	a	switch	case	that	determines	the	type	of	the	XSL	element	

•  XSL	element	specifically	checks	to	see	if	there’s	a	name	aZribute,	if	it	exists:	
–  Length	of	the	name	is	calculated	using	uv8StrLength	
–  Allocates	spaces	based	on	the	length	
–  AZribute	value	is	converted	to	a	UTF16	string	using	uv8ToUv16	
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CVE-2012-1525	–	Root	Cause	
•  uv8StrLength	has	broken	logic:	

–  Checks	for	ascii	characters	
–  If	there’s	a	non-ascii	character	it	

calculates	the	length	of	the	character	
–  Keeps	incremen@ng	by	1	

•  Things	can	go	wrong	with	special	
Unicode	characters	like	&#xE004D	
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CVE-2012-1525	–	Root	Cause	
•  Miscalculated	size	is	later	used	in	an	

alloca@on	of	a	buffer	
•  uv8ToUv16	is	responsible	for	the	

string	conversion	
•  Ends	up	overflowing	the	allocated	

buffer	
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CVE-2012-1525	–	Pinpoin@ng	in	Adobe	
•  One	of	the	first	bugs	patched	

in	AXSLE.dll	
•  uv8ToUv16	can	be	found	

easily	by	text	searching	for	
DC00h	
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CVE-2012-1525	–	Pinpoin@ng	in	Adobe	
•  There’s	only	one	call	to	uv8ToUv16	

which	is	from	isValidNCName	
•  Trivial	to	find	uv8StrLength	from	

isValidNCName	
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CVE-2012-1525	–	Patch	Analysis	
•  Modified	the	uv8ToUv16	prototype	

and	added	an	extra	argument	
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Finally	Addressed	in	2017	
•  Really	fixed	in	the	January	bulle@n	

release	
–  Assigned	CVE-2017-2948	

•  Actual	correct	fix	is	incremen@ng	the	
counter	by	the	size	of	the	character	
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CVE-2012-1530	
TYPE-CONFUSION	
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CVE-2012-1530	–	Root	Cause	
•  XPath	lang	func@on	is	handled	

inside	the	EXFF_LANG	switch	
case	inside	Expression::callFunc	

•  Checks	if	the	argument	count	is	
exactly	1	

•  Checks	if	the	first	argument	is	a	
string	



Copyright	2016	Trend	Micro	Inc.	41	

CVE-2012-1530	–	Root	Cause	
•  NodeHandle	element	is	casted	to	an	Element	object	using	the	toE	macro	is	

defined	as	follows:	

•  cast()	is	an	interes@ng	macro	
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•  String	matching	technique	works	well	
•  Looking	for	references	to	the	lang	string	will	

yield	three	results	
•  Trivial	to	find	the	right	one	

CVE-2012-1530	–	Pinpoint	in	Adobe	
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CVE-2012-1530	–	Patch	Analysis	
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Finally	Addressed	in	2017	
•  Patched	in	the	January	2017	bulle@n	release	

–  Assigned	CVE-2017-2962	
–  Was	correctly	patched	by	calling	

__RTDynamicCast	
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CVE-2016-6977	
OUT-OF-BOUNDS	READ	
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CVE-2016-6977	–	OOBR	Root	Cause	
•  In	Sablotron,	arguments	passed	to	XPath	func@ons	are	kept	inside	an	ExprList		

–  ExprList	is	simply	a	PList	of	Expressions	
–  PList	is	an	object	that	inherits	from	the	List	object	

•  Sablotron	uses	macros	to	check	if	the	number	of	arguments/types	passed	to	
XPath	func@ons	is	valid:	
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CVE-2016-6977	–	OOBR	Root	Cause	
•  If	no	arguments	are	passed	to	an	XPath	func@on	and	elements	from	atoms	were	

referenced	without	checking	for	the	arguments	count,	then	an	Out-Of-Bounds	
Read	might	occur	

•  That	was	exactly	the	case	with	the	XPath	func@ons	EXFF_SUBSTRING_BEFORE	
and	EXFF_SUBSTRING_AFTER:	
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CVE-2016-6977	–	Pinpoint	in	Adobe	
•  Bug	is	rather	easy	to	spot	with	proper	matching	and	func@on	renaming	
•  Expression::callFunc	is	a	func@on	that	is	composed	of	a	big	switch	case	
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•  This	can	be	found	in	mul@ple	ways.	
•  Searching	for	the	“lang”	string	is	one	

op@on.	

CVE-2016-6977	–	Pinpoint	in	Adobe	
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CVE-2016-6977	–	Patch	Analysis	
•  As	expected,	Adobe	made	sure	to	

check	for	the	arguments	count	before	
referencing.	
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CVE-2016-4198	
OUT-OF-BOUNDS	WRITE	
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CVE-2016-4198	–	OOBW	Root	Cause	
•  List	object	is	constructed	by	senng	

origBlockSize	to	pow(2,logBlocksize_)	
•  Controlling	logBlocksize_	will	lead	to	an	

integer	wrap	when	calling	append	
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CVE-2016-4198	–	OOBW	Root	Cause	
•  createContext	defines	the	

variable	reached		that	is	based	
on	the	number	of	predicates	

•  Number	of	predicates	is	user-
controlled	

•  If	dryRun	is	set	to	false	the	
second	loop	calls	
reached.append(0)	
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CVE-2016-4198	–	Pinpoint	in	Adobe	
•  Find	Expression::createContext	

–  Trivial	to	find	the	EXF_LOCPATH	
switch	case	

•  Find	createLPContext	that	calls	
createLPContextLevel	

•  Two	calls	to	the	Constructor	list	
can	be	found	
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CVE-2016-4198	–	Pinpoint	in	Adobe	
•  List::append	looks	exactly	the	same	

and	haven’t	been	modified	by	Adobe	
•  Allocates	block	based	on	origBlockSize				
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CVE-2016-4198	–	Patch	Analysis		
•  Adobe	patched	this	bug	in	an		

interes@ng	way	
•  Patched	the	append	func@on	

rather	than	anywhere	else	
(specifically	the	way	
origBlockSize	is	being	
ini@alized)	
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CVE-2016-4198	–	Patch	Analysis		
•  A	size	check	was	introduced	

inside	the	append	func@on	
•  If	the	length	>=	0x40000000	

or	<	0,	length	is	set	to	-1	and	
alloca@on	will	fail	
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CVE-2016-6963	
DOUBLE-FREE	
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CVE-2016-6963	–	Root	Cause	
•  Sablotron	has	the	ability	to	

declare	“Guarded	Pointers”	
•  Defined	in	guard.h	

•  operator=	is	interes@ng,	it	
returns	a	raw	pointer	

•  Problem	arises	when	the	
func@on	defining	these	GP	
cannot	guarantee	the	life@me	of	
these	pointers.	
•  Especially	when	having	mul@ple	

pointers	poin@ng	to	the	same	
loca@on	
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CVE-2016-6963	–	Root	Cause	
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CVE-2016-6963	–	Pinpoint	in	Adobe	
•  In	binary,	a	reference	is	retrieved	and	stored	in	a	local	variable	
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CVE-2016-6963	–	Pinpoint	in	Adobe	
•  First	reference	stored	in	var_1c	is	

deleted	
•  Second	reference	stored	in	var_14	

is	also	deleted	triggering	the	
double	free	
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CVE-2016-6963	–	Patch	Analysis	
•  Adobe	removed	the	code	responsible	of	dele@ng	the	second	reference	
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Conclusion	
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Conclusion	
•  Use	of	open-source	components	is	becoming	popular	
•  Poorly	implemented	open-source	allows	aZackers	access	to	

closed	source	systems	
•  New	source-to-binary	matching	techniques	can	help	you	

locate	these	weaknesses	



Copyright	2016	Trend	Micro	Inc.	66	


