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Why Is 1t becoming worse?

® Advanced (“smart”) features
® Microprocessor-based devices

® More COTS hardware/software
® ARM/LInux

® Industrial Protocols
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IS It getting worse?

ICS-CERT advisories snapshot for since 19t March 2019

s [C5A-19-099-01 : Siemens SIMOCODE pro WV EIFP

» [C5A-19-099-02 - Siemens Spectrum Fower 4.7

= [C5A-19-099-03 : Siemens Industrial Products with OPC UA

» [C5A-19-099-04 : Siemens SINEMA Hemote Connect

o [C5A-19-099-05 - Siemens RUGGEDCOM ROX Il

* [C5A-19-099-06 - Siemens CF, SIAMTIC, SIMOCODE, SINAMICS, SITOP, and TIM

« [CSA-19-094-01 - Omron CX-Programmer

s [C5A-13-094-02 - Rockwell Automation Stratix 5400/5410/5700 and ArmorStratix 5700
» [C5A-19-094-03 - Rockwell Automation Stratix 5400/5410/5700/8000/6300 and ArmorStratixc 5700
s [CSA-19-094-04 - Rockwell Automation Stratix 5950

o [CS5A-19-092-01 - Advantech WebAccess/SCADA

e [C5A-13-087-01 - Rockwell Automation PowerFlex 525 AC Drives

o [C5A-19-085-01 - Siemens SCALAMNCE X

s |[C5A-19-085-02 - PHOEMIX CONTACT RAD-80211-XD

= [CSA-19-085-03 : ENTTEC Lighting Controllers

s [C5MA-19-080-01 - Medtronic Conexus Radio Freguency Telemetry Protocol

o [C5A-19-078-01 - AVEVA InduSoft Web Studio and InTouch Edge HMI
ICSA-19-078-02 - Columbia Weather Systems MicroServer

AT NYU Abu Dhabi Center for Cyber Securit
MoMA e Y Y



Attack points

https://ics-cert.us-cert.gov/sites/default/files/Annual_Reports/FY2016_Industrial_Control_Systems_Assessment_Summary_Report_S508C.pdf

REMOTE USERS

55
THREV .
a_e _____ ! Internet DMZ - Level 5
R

Enterprise Zone - Level 4

3}

i

1

I

1

1

: Web Servers Email Servers
1

1

1

1

Authenfication Servers Business Servers

’ Enterprise Deﬁops and BYOD

Manufacturing Zone - ControlCenter/Processing Level 3
CONTROL CENTER LAN

=

OEL | | %
Engineering AVIWSUS/ storian 1 Remote Access
Workstation Patch Server Controller 1 Server

g i
= = =1 _, =
s 8 & 5E
Al = | i
Production/ Database '  1/O Server Historian 3
Application Server Server |

MoMA .z B T e S ”ty



PLC operation In ICS

PLC = Programmable Logic Controller

Engineering
Workstation
(Programming IDE )
LD
FBD
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[PLC Runtime]—»
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Why reverse engineer ICS binaries?

® Analyze PLC
malware

® Recover lost
source code

® Dynamic payload
generation

® No need for C2
server (air-gap)

NYU Abu Dhabi Center for Cyber Security 7



Why are ICS binaries “special™?

® Execution model
® Scan cycle

® 1/0 operations
® How and where are 1/0 operations?

® File formats
® Custom & Proprietary

® Optimizations
® Or lack thereof ...
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Methodology

® Phase 1: ® Phase 2:

1. Binary format ® Binary Analysis
reverse engineering

2. Build knowledge
databases

® Automated
® At-scale analyses

© One-time cost ® Dissect binaries

® Small number of ® Reconstruct CFG
platforms

® Manual or semi-
automated analysis

® Visualize and interact
with results

= NYU Abu Dhabi Center for Cyber Security o
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|ICSREF Instantiation: CODESYS

github.com/momalab/ICSREF

(icsref) mefexample:$ ./icsref.py

ICS Reverse Engineering Framework

f N/ / /
e \_ N/ T
AV Y B S B SR B S R |

/___/\ /7 i /_/

author: Tasos Keliris (@koukouviou)
Type <help> i1f you need a nudge
reversing@icsref:$
reversing@icsref:$% help

Documented commands (type help <topic>):

~_changepid changepid exp pid match history pyscript
__replace_callname cleanup graphbuilder load quit
_relative load cmdenvironment hashmatch pidargs run
analyze edit help py save

set

shell
shortcuts
show

AT NYU Abu Dhabi Center for Cyber Security
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After ICSREF

MoMA .z

e,

GLOBAL_INIT PRELUDE_1 PRELUDE_2 DEBUG_HANDLER
1 I 2 I PLC_PRG PRG_INIT
Y y
PRELUDE_3 PID_FIXCYCLE_INIT R_TRIGinit SysDebugHandler 2 1 1
/ \ PID_FIXCYCLE real_to_long R_TRIG
DERIVATIVE_INIT INTEGRAL_INIT o s
7 6 | real_eq float_to_dword real_ne DERIVATIVE INTEGRAL | \2 |8 5
1/2 2540503 1% 13 1 1
/
real_add real_sub ulong_to_real real_lt real_mul real_div real_gt
NYU Abu Dhabi Center for Cyber Security 12




File format

Memory map

Legend

® Code
@® Data

Header

Global INIT

Sub 1

Sub 2

Sub 3

SYSDEBUG

StaticLib;

StaticLib; INIT

® StaticLib, Statically linked library function n

® StaticLib, INIT | Statically linked library function n initialization
® g User-defined Function Block1
® B,INIT |User-defined Function Block 1 initialization
® s, User-defined Function Blockn
® B, INIT |Userdefined Function Block n initialization
® PLC_PRG  |MainPLCProgram (PRG)
® Memory INIT Program memory initialization I
® Data Data

® Dynamic libs IS):n_a_m_ic: ﬂt;r;r_y_f;r:c_tlgas_ ;l;o_rr_n;\t_io_n ______
®  Daa Data

# Subroutine entry point
MOV R12, SP
STMFD SP!, {R11,R12,LR}
# Code

’//’;;;_—-\\\\\T--_____,—//’

# Call other subroutine

STR Ri, [SP,#-4]!
STR LR, [SP,#-4]1
LDR Ri, =SUB_OFFSET

LDR  Ri, [Ri]
MOV LR, PC
MOV PC, R;

NOP

LDR LR, [SP].#4

LDR Ri, [SP].#4
# Code

# Data section iIn code
B loc Y

# Data
OxCAFEBABE
OxDEADBEEF

,,/—;L;_“*~\\\T\\‘§-____——”//

# Code

# Subroutine exit

LDMDB R11, {R11,SP,PC}
# Data

OxCAFEBABE

OxDEADBEEF




Knowledge databases

® I/0 memory maps ® Function sighatures

FUNCTION X
. STMFD spt, {Hll,R12,LR} STHFD

Target Settings MOV R11, R12 MOV
STR RO, [SP,#-4]¢ STR

MOV R1, #9 MOV

Configuration: | FECETAMGEe R Nou | R, Ho | nov
STR R1, [RY,#4] STR

MOV R1, 9

T arget Platfarrm  Memory Layout lGeneraI] M et STR | R1, [R9,#8] SR
MOV R1, 19 MOY

STR R1, [R9, #16xC] STR

Base MOV R1, #o MOU

STR R1, [R9,10x10] STR

Code : 16823000000 MoV R, #1 MoV
oo EEEE— S77C

Global: | [1E#2aF00000 STR | R1, (R, Hox1s] -
MOV R1, 19 MOV

: STR R1, [R9,HOx1C STR

Memory : | [16#20000000 U L ] o
STRB | R1, [R9,#0x20] STRB

[hput 16HS8CFECOO MOV R1, #o MOV
STR R1, [R9,#0x24a] STR

. LDR RO, [SP],#ta LDR

Output : 16H28CFDE00 pov RO, H6 oMp

: BNE JMP_A BNE
Retair: |'IE#2IIIEIEI4EIEIEI _— NoP NOP
" nop NOP
LDMDB | R11, {R11,SP, PC} LDMDB

; End of function FUNCTION_ X

AT NYU Abu Dhabi Center for Cyber Security
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Finding function arguments

® Arguments passed

on the stack

® Symbolic execution
® Extract parameters

—ACTUAL - REAL
—SET_POINT : REAL
—KP : REAL
—TH : REAL

— TV REAL
—Y_MANUAL : REAL
—Y_OFFSET : REAL
—Y_MIN : REAL
—Y_MAX : REAL
—MAMLIAL - BOOL
—RESET : BOOL

PID

¥ REAL
LIMITS_ACTIVE : BOOL
OVERFLOW : BOOL

MoMA .z

LDR
5TR
LDR
5TR
LDR
STR
LDR
STR
HMou
5TR
LDR
5TR
LDR
STR
LDR
STR
LDR
LDRE
AND
STRE
LDR
STR
HOP
STR
LDR
ADD
5TR
5TR
STR
LDR
LDR
HMou

RO,
RO,
RO,
RA,
RO,
RO,
RO,
RO,
RO,
RO,
RO,
RA,
RO,
RO,
RO,
RO,
R1,
R2,
RA,
RA,
RO,
RO,

R9,
RO,
RO,
R9,
RS,
LR,
RS,
RS,
LR,

[RS,H#0xA4]
[RS,H#-0xF4]
[RS,H#-0x350]
[RS,H#-0xF 0]
[RS,H#-0x34C]
[RS,H#-0xEC]
[RS,#-0x348]
[RS,H#-0xE8]
fto
[RS,H#-0xE4]
[RS,H#0x9C]
[RS,H#-BxE0]
[RS,H#-0x340]
[RS,H#-0xD8]
[RS,#-0x344]
[RS8, #-0xD4]
=Bx28CFEC B4
[R1]

R2, 1
[RS,H#-BxCF]
[RS,#-0x32C]
[RS,#-0xCC]

[SP,H#-u]t
=0xFFFFFEAC
RS, R
[SP,H#-u]t
[SP,H#-u]t
[SP,#-u]*

= 0x128

[R8]

PC

; RB=[0x3488] 5IM xmeas@?

; [Bx3270]=S1IH_xzmeas @7

; RB=[8x3814] Pressure_Setpoint
; [8x3274]=Pressure_Setpoint

;» RB=[8x3818] Pressure KP

; [B=3278]=Pressure KP

» RB=[8x381C] Pressure KI

; [B=x327C]=Pressure KI

: RB=08.08

; [0x3288]=0.8 {Derivative term)
; RB=[8x3488] Pressure_HManual

; [8=3284]=Pressure_HManual

; RB=[8x3824] Pressure_ Output Hin
; [Bx328C]=Pressure Output HMin

> RB=[8x38208] Pressure Output Hax
[Bx3298]=Pressure_ Output Hax
Load from Memory

R2=[ 822BCFECAB4] AP_plc_reset
Rd = Op1 & oOp2

[B23295]=AP plc_reset

; RB=[8x3838] Cycle Time

[ Bx3298]=Cycle Time

Mo Dperation

3tore to Memory

Load from HMemory

R9=8z3218

Store to Memory

Store to Memory

Store to HMemory

PID _FIXCYCLE

Load from Memory

Rd = 0p2

NYU Abu Dhabi

Center for Cyber Security
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|ICSREF correctness evaluation

® In-house binaries

® GitHub

® 5D users
® 127 repositories

® 471 source code
and binaries

® 266 binaries used
for testing

® The other projects
are code stubs or
corrupted

MoMA .z

Vendor

Number of prDjectS

Wago

320

BECKHOFF

71

OWEN

33

STW

Lo
TN

CODESYS SoftPLC

ALTUS

TTCONTROL

1fm electronic

LENZE

Googol

FESTO

Bosch Rexroth

BERGHOF

Total

=I| == ] ] DD D] =T =]

1=
—t
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ICSREF performance

Dell XPS 9360: Intel i7-7500U CPU, 16 GB RAM, Ubuntu 16.04

&0
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1] 100 200 300 400 500 600 Q 100 200 _ 300 400 500 600
Size (KB) Size (KB)
(a) radare2 time (b) angr time
16 100
L ]
14 e,
L]
o
w
E
=
.
20
0 100 200 300 400 500 600 OD 100 200 300 400 500 60(
Size (KB)
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(¢) Other operations (d) Total time
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Case study

Automated payload delivery with ICSREF

MoMA .z

Press the big red button!

NYU Abu Dhabi Center for Cyber Security
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Process-aware attack results

Tennessee Eastman chemical process - Reactor pressure

2900/1 —— Pre-attack — Pre-attack Pressure Limit
—— Post-attack 3000p —— post-attack
o 280017 ©
- s
- © 2950}
o 2700] o
5 5
@ n a
@ 2600 @ 20001
S o1
S 2500 S
5 5 2850f
o o
o 2400} o
2800
2300+
5 10 15 20 25 30 35 40 5 10 15 20 25
t, hr t, hr

Proportional gain attack Integral gain attack

e
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Conclusion

® Methodology for reverse engineering
leveraging characteristics of ICS binaries

® github.com/momalab/ICSREF

® Automated reverse engineering for
CODESYS binaries

® Binary and source code samples for
experimentation

= NYU Abu Dhabi Center for Cyber Security 20
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NYU Abu Dhabi CCS smart city testbed

http://sites.nyuad.nyu.edu/ccs-ad/smart-city-testbed/

® Testbed incorporates
various smart pProcesses
® Smart grid
® Industrial loT
® Intelligent transportation
® Smart house
® Smart building

® Questions?
® Follow me @realmomalab

A NYU Abu Dhabi Center for Cyber Securit 21
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http://sites.nyuad.nyu.edu/ccs-ad/smart-city-testbed/
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