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Evolving Attacker Techniques +
in Cryptocurrency User Targeting ‘.7



About Me

I'm Philip Martin, the CISO at Coinbase
Ex-Palantir, Amazon and US Army

| speak a little Arabic, would love to practice
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About coinbase

Coinbase is one of the largest single store of cryptocurrency in the world.

30 Million Users

coinbase

Security Operations

~2000 reports a day

~50 investigations a
day
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Most Common Techniques

eoe < im} @ mobile1-coinbase.com ¢

Phishing with 2fa theft. ik
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Sign in to Coinbase

e  We see a large volume of attempted
credential phishing. Emai @
e  Coinbase phishing has integrated a 2fa P @
token stealing component (for years) co o

° We've implemented device verification

Forgot password? Don't have an account? Sign Up

Have an issue with 2-factor authentication?

as the main countermeasure to this

kind of attack.
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Most Common Techniques
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Phishing with 2fa theft.

We do see attackers .trying to innovate
around DV, but it has a petty low

effectiveness rate.

) coinbase pro-mrq.com)/device_confirmations R no s =

coinbase

e,

Authorize New Device

It looks like you're signing in to Coinbase from
a computer or device we haven't seen before,
or for some time.

Please copy and paste here the
confirmation link in the email we just sent
you. This s a process that protects the
security of your account.

Note that you need to access this email with
the same device that you are confirming.



° Chaincrypto @Level2bullTim - 13h
O S O I I l I I | O I I e ‘ I l I l I e S 1 will give away 100008 in #electracoin if SECA will be a top 50 coin on 31dec
2018. To participate follow me, retweet and send 25ECA to the following

address:EU6ZWv7SascsSc2r5Q8W43UC6rVhd7Hb1Z to confirm your twitter
account and address. $BTC $ETH $KNC $BNB $XVG $DOGE $DASH $XRP

| electira

ACCEPTED HERE

Social Media Social Engineering

O s 0 s QO 10 &
e  Thisis the second most popular and effective attacker

technique.

DataBlockChain ( Folow ) v
@DBC_IO ek

To all our followers: We would like to warn
you of some scam activity that has been
using our name. DataBlockChain will NOT
give away ETH or any other funds for
sending funds to an address. Do not send

. . your funds to any account claiming to do so.
e  Most commonly, attackers pick anyone who says anything Please remain watchfull

about cryptocurrency and flood the responses to anything s wice GO OOOBEBD

(S 0 e2 Q . ]
they tweet with offers of free crypto currency.

®  Tweet your reph
s your reply

P Murathan Deveci @DeveciMurathan - 11h v
Replying to @DBC_IO

L4
nice

(Online Live) Double your Bitcoins in 10 hours - Fa...
Bitcoin Doubler is the most trusted and the only

legit Bitcoin doubler service provider. Double your
Bitcoins in 10 hours with our fully automated system.

telegra.ph

Q ) Q [}
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Most Common Techniques

- EX‘ 425-111-2222\:’,- v <a

popular technique in the space in general. Phone Company A Phone Company B

Phone Porting / SIM Swapping

e  We've seen a drop off over time in this tactic

targeting Coinbase users, but this is still a very

° Generally used in highly targeted attacks, focusing
on high value targets.
° Mostly a problem in the US because of the laws

regarding phone portability.
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Most Common Techniques

Telephone Scams

coinbase

Tweets  Following  Followers  Likes
3 52 2 3

Tweets Tweets & replies

Coinbase Support

+1(855)750-0786 i

@CoinbaseStaff Coinbase Helpline number +1(855)750-0786

[ Joined January 2018 (S u (VA =
Tweet to Coinbase Support +1(... L 4

- Jan 20

Search Engine Poisoning

Robinhood Support (@AskRobinhood) | Twitter
https://twitter.com/askrobinhood?lang=en v

The latest Tweets from Robit Support (@ i ... future than today when i was trading
stocks over wifi on my phone at 39,000t @RobinhoodApp.

Search Phone 1 88888 16144 Call Robinhood Customer Support ...
https://epson.com/search/?...Phone...Call+Robinhood+Customer+Support+Phone+Nu... v

188 results - Search results for Phone 1 88888 16144 Call Robinhood Customer Support Phone Number
Robinhood Customer Service Number R on Epson US.

18883325033™ Robinhood Support Number Robinhood Support ...
https:/www.coursera.org/courses?...18883325033 ™ %20Robinhood%20support%20n... ¥
Learn 18883325033 ™ Robinhood Support Number Robinhood Support Phone Number Robinhood
Customer Support Number USA Bitcoin Sdbusd online from ...

Robinhood PHONE NUMBER +™1++88888+16144 ¥§Robinhood ...
httos://www.coursera.ora/courses?...robinhood%20PHONE%20NUMBER%20%2B™... v



Up and Coming Techniques

Google Answer Box Pollution

Google Maps Locations

coinbase phone support Q
Al News  Videos  Shopping  Images  More Settings  Tools
About 8,250,000 results (0.62 seconds)
Coinbase | Official Site | Buy & Sell Digital Currency | coinbase.com
www.coinbase.com/Join/Today ~
The World's Most Popular Way to Buy and Sell Bitcoin, Ethereum, and Litecoin
Over 10M+ Users - 10S & Androld App - Most Trusted
Services: Buy Digital Currency, Secure Storage, Set Price Alerts

Live Price Charts New to Bitcoin?

View the Latest Prices Learn How to Get Started

Setup Price Alerts - Signup Today The Easiest Way to Buy Bitcoin
Coinbase / Customer service

Feedback

Coinbase | How can | contact Coinbase Support?
inbs

y i 1o share your pa or
available 24 hours a day, 7 days a week, 365 days a year:
(+) Google Place Discovered 7 days ago
(+) Google Place Discovered 7 days ago
(+) Google Place Discovered 7 days ago
(+) Google Place Discovered 7 days ago

(+) Google Place Discovered 7 days ago

I3

Search 'coinbase' found a new place - "Coinbase Training Canada, Portage Avenue, Winnipeg, MB, Canada"

itps:wonw coinbasecustomerservices.com

Coinbase Customer Services
Support for Coinbase & CryptoCurrencies

*ooME &

Phone Number For Help ble of Contents £
About Coinbase Customer Services and help: - 1. Cainbase Supported Countries
& also one of ‘the internet s

from the last 2-3 years. But wait, before we dwell furthr or ig more ito the topic we need to
Know more about Bitcoins.
Founded on 18 of August, 2008 by isa
a poor-to-poer clectronic cash syste. In other words, Bitcoins are a type of Digtal Gurencies
relying on a Bark,

Trust, or a Mediator.

digital

Iso help in trading. Digital
the Giobe and Coinbase is one of the most famous digital wallet with more than a million traders

Bitcoin (BTC), Litecoin (LTC), Ethereum (ETH), and Bitcoin Cash (BCH),

Search 'coinbase’ found a new place - "Coinbase Of India, Agra Road, Chetak Vihar Colony, Jaipur, Rajasthan, India"

Search 'coinbase’ found a new place - "Coinbase Consulting, Veera Desai Road, Dattaguru Nagar, Azad Nagar, Andheri West, Mumbai, Maharashtra, India"

Search 'coinbase' found a new place - "Coinbase Support, Market Street, San Francisco, CA, USA"

Search 'coinbase' found a new place - "Coinbase, Carrer del Mestre Nicolau, Barcelona, Spain”

3. Maor Tochnical ssues In Coinbase
3.1, Common How-to Questions e

3.1, Coinbase Customer Ser

3.1.2. Horo aro some of ur ¢

3.1.3. Wny Gontact Our 24°7 ¢

3.1.4. List of countries who co



Up and Coming Techniques

wll AT&T LTE 8:07 PM @ 3 42%m )
Bitcoin Wallet - Cryptocurrency -
Blockchain
G 0O @
Cont ieapp purchases 1(410) 200-507

F - Fake Apps and Text Message
other vectors Ry Sieid SMS Phishing

FRM:
78752634645375687623464
57365872634624367
SUBJ:__please verify
MSG:Amount received 7 BTC
http://wx-sas.com 'coinbase’

v

noooooooﬂ

0D ¥4 & 9:20

Fred Ehrsam
last seen recently

This position would also entail that you mine

bitcoins and ethereum fo the company using Teleg ram
company’s materials 843 AM OrCheStrated
You would need a official laptop and a Ant

miner 8:44AM AttaCkS

Ok g.45am v
The condition is that you would have to make
part payment for the materials and training of
$500 8:45AM

How much does you pay? ;.45 .~
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Any Questions?
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