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WHO AM I

• Security Researcher with 27 years of experience

• In 1992 I analyzed my first malware: the “Hi” virus

• Me and my friends got infected playing Wolfenstein

• I had no idea what a virus was

• Plus, there was no antivirus..

• .. So I had to understand what was going on and code a “disinfector”



WHO AM I

• That was the beginning of an awesome journey

• Since 2010 I am a consultant for Romanian National CERT

• At some point someone alterted us on a potential breach

• There was no evidence of attack in the state-of-the-art IDS logs

• But one of their partners caught fraudulent activity originating from their private 
VPN network

• While running the investigation we observed that no direct service attack nor 
spearphishing attacks were performed against the target

• Forensic analysis revealed it was a drive-by download, aka “watering hole” attack



WATERING HOLE ATTACK



WATERING HOLE 
ATTACK PHASES
1. Luring victims, either by spear-

phishing or by regular browsing

2. Victims are fingerprinted (based 

on IP, browser and technologies)

3. Victims of interest are redirected 

to an exploitation server where 

they are attacked based on 

information gathered

4. Not interesting victims are 

redirected to the legitimate 

website



WATERING HOLE ATTACK PHASES



WATERING HOLE ATTACK 
ANATOMY



WATERING HOLE ATTACK

• It is considered “a very dangerous but not 
so common” attack

• Most victims don’t even notice they have 
been attacked

• There is no obvious infection vector

• During forensic investigations on high 
profile networks we found multiple 
occurrences of successful watering hole
attacks

• Most of the times victims have state-of-
the-art security solutions in place
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WATERING HOLE ATTACK 
CASE STUDY 1: THE BANK

• One Romanian bank contacted us for investigating a suspected 

breach

• One major ATM network identified suspicious operations 

originating from bank’s private VPN during out of work hours, 

using legitimate credentials

• State of the art monitoring & detection solution from a major 

vendor was in place



WATERING HOLE ATTACK 
CASE STUDY 1: THE BANK

• No suspicious activities were detected by bank’s intrusion detection 

sensors and firewalls within the past two months logs

• Latest patches & updates were in place

• Forensic analysis on the computer who generated the suspicious 

behavior didn’t reveal any direct service or spear phishing attacks, 

but..

• The memory of the device held a lot of evidence pointing to a 

watering hole attack



WATERING HOLE ATTACK 
EXCERPTS FOUND FROM 
FORENSIC INVESTIGATION ON 
A ROMANIAN BANK



WATERING HOLE ATTACK 
CASE STUDY 1: THE BANK

• Performing further analysis we were able to narrow down the visited 

web sites list

• Performing a Dekeneas scan on those websites we found the culprit: 

a Romanian NGO dedicated to cybersecurity in banking environment

• Certain pages were implanted with malicious Javascript, redirecting 

users to an exploitation server 

• Flash and PDF 0days were used in attacks
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WATERING HOLE ATTACK 
CASE STUDY 1: THE BANK

• Certain pages in the website had separate implants of these 

scripts

• Multi-layered encryption used as protection against static 

analysis

• All implants redirected to the same exploitation server

• Successful exploitation would download a previously unknown 

Carbanak rootkit variant



WATERING HOLE ATTACK 
CASE STUDY 2: THE MEDIA NETWORK
(FROM MALWARE TO CRYPTOJACKING)

• We perform regular Dekeneas scans on Romanian top 100 

websites

• One scan revealed an interesting watering hole attack on a 

major media network

• More than 30 websites totaling 500,000 unique visitors per day

• One of the three load balancers was infected with watering hole 

implants



WATERING HOLE ATTACK 
CASE STUDY 2: THE MEDIA NETWORK
(FROM MALWARE TO CRYPTOJACKING)

• But instead of redirecting users to an exploitation server

• The Javascript would redirect users to a cryptojacking domain

• Our estimation: almost 200,000 users were mining 

cryptocurrencies for attackers every day

• The cryptojacking script was carefully crafted not to use too 

much CPU power in order to avoid detection

• Ransomware attacks have been replaced by Cryptojacking



WATERING HOLE ATTACK 
CASE STUDY 2: THE MEDIA NETWORK
(FROM MALWARE TO CRYPTOJACKING)



WATERING HOLE ATTACK 
MOST COMMON PAYLOADS

• Trojans

• APT rootkits

• Cryptojacking

• Ransomware

• Spyware



WATERING HOLE ATTACK 
TRADITIONAL DETECTION METHODS

• Signature scanning 

• Blacklisting

• Static code analysis

• Dynamic code analysis



WATERING HOLE ATTACK 
WHY TRADITIONAL 
DETECTION METHODS FAIL

• Code is obfuscated 

• Code is rarely reused

• The exploitation server uses either 0day attacks or 1day attacks 

• The domains & IP are rarely reused and most of the times they 

are legitimate & trustworthy websites



WATERING HOLE ATTACK 
WHY TRADITIONAL 
DETECTION METHODS FAIL

• Only certain IP addresses are attacked

• Only certain browsers & underlying technologies are attacked

• The communication with the C2 server is done using covert 

channels

• The C2 server is not always blacklisted



WATERING HOLE ATTACK 
WHY TRADITIONAL 
DETECTION METHODS FAIL

• Various tricks & techniques to identify an instrumentation 

environment (delayed execution, human interaction, virtual 

machine detection, etc.)

• Dynamic code analysis is very time consuming, each HTML 

page requiring from a few tenths of seconds to a few minutes 

for a complete analysis

• Analyzing a single simple website would take hours



WATERING HOLE ATTACK 
PHASES

• Redirecting phase

• Exploitation phase

• Persistency phase



WATERING HOLE ATTACK 
PHASES

• Most technologies protect against the exploitation phase or 

persistency phase

• They attempt to detect exploit signatures, blacklisted IP 

addresses or suspicious communication

• But this protection is not enough against 0day or 1day attacks, 

legitimate IP addresses used as C2 servers or covert channels



WATERING HOLE ATTACK 
OUR APPROACH: DEKENEAS

• Dekeneas is a complex passive scanner using artificial intelligence to 

classify malicious HTML elements

• Focus on detecting phase 1 - redirection

• Parallel processing in a big data environment allows analyzing 1,000,000 

URL in 24 hours

• Contextual analysis – understanding the code without executing it

• No false negatives and almost no false positives

• False positives are used to train further the artificial intelligence algorithm



WATERING HOLE ATTACK 
OUR APPROACH: DEKENEAS

• During my research I analyzed over 20,000 malicious HTML 

elements

• I found certain features that are common amongst all samples

• Those features are fundamental in order for the implant to 

perform



WATERING HOLE ATTACK 
OUR APPROACH: DEKENEAS

• Redirection

• Execution of redirection

• Obfuscation

• Fingerprinting

• Detection of instrumentation environment



WATERING HOLE ATTACK 
OUR APPROACH: DEKENEAS

• For each of the features we identified the according 

instructions and behavior

• We do not only take into account the actual instructions, but 

code constructions



WATERING HOLE ATTACK 
OUR APPROACH: DEKENEAS

• For instance, to perform redirection the attacker needs meta 

refresh tags, iframes, location.href, window.open, etc.

• To execute the redirection the attacker needs instructions such 

as document.write, eval(), etc.



WATERING HOLE ATTACK 
OUR APPROACH: DEKENEAS

• To perform obfuscation the code needs to cycle through large 

chunks of data and apply transformations on that data

• So, we score large vars

• Or many vars

• Or large function parameters



WATERING HOLE ATTACK 
OUR APPROACH: DEKENEAS

• We score transformation instructions such as CharCodeAt(), 

fromCharCode(), unescape(), etc.

• But the score increases if they are present inside loops

• And the score increases if there are multiple instances of 

transformation instructions



WATERING HOLE ATTACK 
OUR APPROACH: DEKENEAS

• We also score delayed execution instructions such as 

setTimeout()

• Or instructions expecting user interaction such as 

onmouseover(), onmouseclick() or onmouseleave()

• We score instructions checking for User Agent

• Or checking local IP address

• Or instructions checking for window.size



WATERING HOLE ATTACK 
OUR APPROACH: DEKENEAS

• We score concatenation

• We score encoding 

• We score whitespaces

• We score new lines

• We score shellcode looking snippets



WATERING HOLE ATTACK 
OUR APPROACH: DEKENEAS

• Everything gets compiled in a dataset with more than 30 

features

• All these features are unique to malicious HTML elements

• Legitimate HTML elements might use some of these features, 

but not in the correlations present in the dataset



WATERING HOLE ATTACK 
OUR APPROACH: DEKENEAS

• The resulted dataset is fed to a Random Forrest classification 

algorithm 

• Uses collections of trees with a random parameter holdout to 

build models 

• Often outperform individual decision trees

• Increased analysis speed



WATERING HOLE ATTACK 
OUR APPROACH: DEKENEAS

• HTML elements flagged as suspicious by the artificial intelligence are 

sent to a Javascript instrumentation sandbox

• And also sent to a high interaction honeypot

• Optionally, it can be integrated with any online or offline sandbox or 

analysis system

• HTML elements flagged as suspicious but not confirmed by the 

instrumentation sandbox or honeypot are submitted for manual 

analysis by a human analyst



WATERING HOLE ATTACK 
OUR APPROACH: DEKENEAS

• Since November 2018 Dekeneas became a startup part of 

Orange Fab Start Up Accelerator



WATERING HOLE ATTACK 

THANK YOU!

Andrei Bozeanu

CEO & Founder DEKENEAS

https://www.dekeneas.com


