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Finding an Idea



Motivation

of digital investigation cases in 
Saudi Arabi involved WhatsApp
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80%>



Acquisition types
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1. Physical acquisition 

Is the process of recovering the binary representation, which allows
the recovery of all files, including deleted files.



Acquisition types
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2. Logical acquisition 

Concerns with retrieving data of interest, such SMS, pictures and text.

a. Sparse acquisition: Which is the same as the logical acquisition but
with an additional capability of retrieving fragments of deleted data.



Acquisition types
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3. Manual acquisition 

Is the process of viewing the mobile device content (Manually) and
document it by taking pictures.
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Point of departure 
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WhatsApp Digger Model
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WhatsApp Digger Model



Are there similar tools ?
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Are there similar tools?
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Guasap
Elcomosft
WhatsApp 
Explorer

WhatsApp 
Key/DB 

Extractor

SalvationData
WhatsApp 
Forensics



Comparison Aspects

16

National Institute of 
Standards and Technology 

Researchers’ 
Criteria 
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NIST Mobile Device Tool 
Test Assertions and Test 
Plan 
Aims to evaluate the tool’s ability to
accurately acquire data objects from mobile
devices

1



NIST Core Test Assertions 

MDT-CA-01
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If a mobile device forensics tool provides the user with an

“Acquire All” data objects acquisition option, then the tool

shall complete the logical/file system acquisition of all

data objects without error.



NIST Core Test Assertions 

MDT-CA-02
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If a mobile device forensics tool provides the user with a

“Select All” individual data objects, then the tool shall

complete the logical/file system acquisition of all

individually selected data objects without error.



NIST Core Test Assertions 

MDT-CA-03
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If the tool provides logical acquisition of “selected”
objects then it should complete the acquisition process

without an error.



NIST Core Test Assertions 

MDT-CA-04
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If an interruption occurs during the acquisition process

due to connectivity error, then the tool should notify the

user with this error.



NIST Core Test Assertions 

MDT-CA-04
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NIST Core Test Assertions 

MDT-CA-05
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The tool should present the acquired data in a usable
format via either preview-pane or generated report.



NIST Core Test Assertions 

MDT-CA-06
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The tool should present information about the target 
device, like IMEI. 



NIST Core Test Assertions 
MDT-CA-06
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NIST Core Test Assertions 

MDT-CA-07
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If the tested tool completes the acquisition successfully,
then all acquired data such as: Audios, pictures, videos,
etc. must be presented in useful format.



NIST Core Test Assertions 

MDT-CA-08
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If the acquisition is done successfully, then non-Latin
character shall be represented in their native format.



NIST Core Test Assertions 

MDT-CA-09
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If the tested tool acquired data successfully, it must report
the hash value of the acquired data objects or overall
case file.



NIST Core Test Assertions 

MDT-CA-10
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If the generated case file or data objects from the tested
tool, are modified by third party tool, the tested tool
should report the modification.



NIST Core Test Assertions 
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Failed 

Not applicable 

No information available  

Passed 

NIST Test Assertions
WhatsApp Forensics tools

Guasap Elcomosft
WhatsApp 
Explorer

WhatsApp 
Key/DB 

Extractor

SalvationDat
a WhatsApp 
Forensics

Core Test 
Assertions 

MDT-CA-01

MDT-CA-02

MDT-CA-03

MDT-CA-04

MDT-CA-05

MDT-CA-06

MDT-CA-07

MDT-CA-08

MDT-CA-09

MDT-CA-10

WhatsApp 
Digger 



Researchers’ Criteria 
Selected based on conducted analysis
to evaluate the tools’ inclusiveness,
compatibility scope and effectiveness
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WhatsApp Artifacts
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Ø Artifacts stored in SQLite database.

Ø SQLite database is encrypted.

Ø The encryption key is not accessible 



Key access methods
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Rooting

Ø Android constitutes of six partitions which are system, user data, cache, 

boot, and recovery. 
Ø System partition contains the original operating system that android boots from

Ø Recovery partition contains the flashed custom operating system (Third party system), 

which allows the investigator to boot Android device from the recovery partition instead of 

the system partition and get root access

Ø Device dependent process 

Ø New SAMSUNG GALAXY S9 comes with locked bootloader and another 

restriction which is 7 days jail which prevents flashing custom ROM 

Ø Affect the evidence integrity while wiping the mobile data



Key access methods
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Downgrading
Ø The process of reverting the current version of WhatsApp to an older version, 

specifically version 2.11.431 

Ø Version 2.11.431 is the last version that allows Android Debugging Bridge (ADB) 

backup 

Ø No longer supported for the newer versions of WhatsApp since current 

WhatsApp version enforces its users to upgrade the application to the latest 

version 



Researchers' Criteria 
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Comparative Features
WhatsApp Forensics tools

Guasap Elcomosft
WhatsApp 
Explorer

WhatsApp 
Key/DB 

Extractor

SalvationData 
WhatsApp 
Forensics 

Works on Windows Platform
Works on Linux Platform
Works on Mac Platform

Support Android Version 8
Does not use rooting 

Does not use downgrading 
WhatsApp

Extracts msgstore.db
Extracts Media folder 

Parses and presents text

Parses and presents pictures

Parses and presents videos
Parses and presents calls

Parses and presents 
locations 

Parses and presents 
documents 

Parses and presents audios
Parses and presents voice 

notes 
Supports Analysis
Logical Acquisition

Supports Acquisition of 
Arabic Characters 

Hashing
Project Arrangement Option

No information available

Not supported 

Supported

Partially supported

WhatsApp 
Digger 



What makes WhatsApp Digger 
Special?
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1. Key Access method  
We came up with our own work around method to get the 

decryption key. 
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What makes WhatsApp Digger 
Special? 



2. Efficiency 
a.Short response time

b.Minimal use of resources 
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What makes WhatsApp Digger 
Special? 

WhatsApp Digger

Device Connectivity 15 seconds

Acquisition 40 seconds 



3. Data Integrity

The hash value of the acquired data matches the resident data hash 
value.

4. Reliability 

5. Ease of use

Consistent with well-known investigation tools

6. Maintainability

WhatsApp Digger is up to date with current mobile forensics tools.
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WhatsApp Digger
Device Connectivity 

Interruption  
7 seconds

Acquisition Interruption  5 seconds

What makes WhatsApp Digger 
Special? 



Secure Hashing Algorithm (SHA-512) 
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Collision Attack
Collision attack in hash algorithms context means that two different

messages or files have the same hash value . The longer the hash output

the lower the possibility for the collision attack to happen, since it

depends on the number of generated samples based on Birthday

Paradox theory.

So, for SHA-512 to have a collision, there should be 2256 generated 

hashes. 



Secure Hashing Algorithm (SHA-512) 
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Collision Attack
To generate this number of hash samples, provided that the attacker

has the ability to calculate 300 quadrillion SHA-512 per seconds, then the

required number of years to find 2256 samples can be calculated as:

!"#$

%&& × (&)#× %*&& × %*+×!,
= 1.22 × 10+! years

This means that with a huge number of files, the possibility that two files

have the same hashes is too low and infeasible to be found, which

indicates that SHA-512 is highly secure in comparison to the hashes with

shorter output.



Challenges
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Challenges

◦ SQLite database structure: WhatsApp SQLite column names are

Vague and doesn’t reflect what it stored.
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Challenge: 

Solution: 

◦ We conducted small experiments by changing one thing at a time
and then acquire the database, after that we compared the
databases with each other to notice the differences.



Challenges

Challenge:

◦ Parse database data: Some media files have no names.
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Challenges

Solution:

◦ Searching the string representation of the binary data.
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Challenges

◦ The laptop was formatted: Using commands to communicate with the
mobile device yields in formatting the laptop for no obvious reason!
WhatsApp Digger codes were erased and many important files.
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Challenge: 

Solution: 

◦ We do a daily backup, and we had to just rewrite the codes that has
been deleted in this day. And most of the files in the laptop were
stored in online drive.



Challenges
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Challenge: 

Solution: 

◦ Saving project data in a propriety format was not that easy, since
there are a lot of options and it needs a careful study to serialize
objects then un-serialize them.

◦ We saved project objects in XML files.



What Next? 
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What Next? 

◦ Creating our own propriety format

◦ Including IOS devices

◦ Retrieving deleted messages and log files
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Conclusion 

50
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Conclusion 

◦ Findings and contribution

There is a shortage in the current tools in both acquisition and analysis.

◦ Limitations

Due to time constraint, deleted messages were not in the scope and neither the
log files.

◦ Technology impact

WhatsApp Digger is of a great value to the mobile investigation field, specifically,
Department of Criminal Evidences.

◦ Lessons Learned

“Two is one, one is none”, always backup your data
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