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Timeline of known SWIFT attacks

Aug-Sept 2013 2014 - 2015 | December 2015 | February 2016 | 2015-2017

Coltlass | UAE, Belgium, Egypt Ecuador Vietham Bangladesh Ukraine, Hong
Kong, Taiwan,
UAE, Thailand,
Oman,
Australia,
Kuwait

Goal Data Exfiltration for intel $12M USD $1.1M $951M USD > $1Bn and

purposes counting

Status Success Success Failed $81M USD Success.
Ongoing.

Actor Equation Group Unknown Lazarus Group Lazarus Group  Russian group.

Name JEEPFLEA MARKET Carbanak
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Blogpost in which SB reveals password New leak (tweet addressed to

to the leaked archive eqgrp-auction- @hackerfantastic)
file.tar.xz.gpg from August 2016. Content: Windows exploits,
implants and framework and
Content: Unix exploits and Linux ops SWIFT hacking ops notes

tools




JEEPFLEA - Modus Operandi

* 1. Infection (QUANTUMINSERT)

e /. Persistence

« 2.1 (From EXTRABACON/ EPICBANANA to BANANAGLEE / BARGLEE
/ZESTYLEAK)

« 2.2 From ETERNAL* exploit suite to SBZ
« FUZZBUNCH exploit framework

e 3. Exfiltrate data from SWIFT Alliance Access servers
« PASSFREELY

* Oracle scripts (e.qg. initial_oracle_exploit.sqgl)

* 4. Erasing traces and leaving
« SCRUBHANDS / POLARCALGON




Stage 1 - Initial infection

* QUANTUMINSERT

e Collect Preliminary Data
TLN: 76695 - (QUANTUM agains- employee network in _ QUANTUMINSERT

Start: 38 May 2813

End: 28 Aug 2813

Tag: http://piezasrazonable.com/manual/embed.php?
display=APBqRQB4AhUYAISRGAKBZRTeMDRAKe7 edtbNiack/yUkZ4L2g38c7Q5FFzLnWU]P
ORMzyIvZEeBnHodL1EwkSWedxrsPOIP1rzdYOmwRCLa+WHb 7VIRWIT2obl sMw]7 nf




Stage 2 - Persistence

"“SWIFT Dates In Database™’ dual;
substr(table name,6,20) SWIFT Dates_In Dat-' _.se
all tables

ot e T s Backdoored oaroLe Backdoored Juniper

IESTYLEAK

Proposed JF_MARKET FIN Traffic Exfil Path

table name not ' %YYYYMMDD% "' g CiSCO AS A Wlth
BANANAGLEE

NetScreen
With BARGLEE and
ZESTYLEAK

S007
LA E > L P
Connections \M
500’?5

BANANAGLEE"

Backdoored servers
with
STRAIGHTBIZARRE




Persistence - Firewalls and VPN

 Access

« EXTRABACON / EPICBANANA
* Cisco ASA Firewalls exploits — Back Aug 2016 by Cisco

e Persistence

 BANANAGLEE / BARGLEE / ZETSYLEAK

* Juniper NetScreen




Persistence - Windows

 Access

» FUZZBUNCH exploit framework
« ETERNAL* remote kernel exploits for the SMB drivers

e Persistence

 KILLSUIT/KISU
« Composed of user-land and kernel-mode modules




kd> u ffdffifl
ffdffifl 3
fdff1f3 4

ffdffifa
ffdff1fs
ffdff1f7
Fdffifc
FRffIff
ffdff204
> u
ffdff205
ffdff20a
ffdff20c
ffdff2ed
ffdff212
ffdff214
ffdff219
ffdff2ic

20
2301000000
eb90
5b
b976010000
ef32
a3fcffdfff
8d4317
31d2

kd> u ffdff

ffdff2ab
ffdff2bo
ffdff2b2
ffdffa2b3
ffdffa2bs
ffdff2bo
ffdffaba
ffdff2bb

TTdtTt39a
ffdff39c
ffdff39d
ffdff39e
ffdff3a4
ffdff3a9
ffdff3aa

ffdff3ab ¢

xor
inc
nop

je
call
pep
pushad

eax,eax
eax

ffdffiff
ffdff2es
24h

ffdff2ab

ffdff2eb
ffdff19c
ebx

ecx,176h

dword ptr ds:[FFDFFFFCh],eax
eax, [ebx+17h]
edx, edx

890453h]

eax,eax
eax

ffdffos9

ffdff3a9
eax

)% (-185,2351)

.H“‘ h“n Ll
mov eax, OFFDOBOBBhH
Command ;
mov [esi+0ABh], eax
kd> dd AFFDEFAARA | 390 o FeciiOABR], cax
Wffdffeas ffdoaebe ffffffff ffdeeebe ffffffff | e
ffdffebe 00000000 COCODECD COOCDDCD COOERECR or edx, OFFFFFFFFh
ffdffece 84a11014 84al1014 00000 mov [esi+@A4h], edx
iijgede 0000R000 00ORRORE 0OBRODRD 00RO MOV [esi+BACh], edx
1) 00020000 00BRO0CE 00B00R00 — oy
Frdffofe 00000000 GOARE000 POREOBEE . dword per Les1+1D8h], @FFDOO1Foh
ffdffiee ooe 00000000 00DDDO00 PVOAE0D mov [esi+1DCh], edx
ffdff110 00000000 0GEO000 GGEOV0CO 0EODBCE0 mov dword ptr [esi+1E8h], OFFDBB2606h
ffdff120 00000000 00000000 0O0O0ORD 00OBA00 O [esi+1ECh], edx
ffdff13e 00000000 000PO0RD 00ED0BE0 BGOOBB0 h 5
ffdff140 00OCNDD0 POONRDOD VORRRERD OARBORV pus
ffdff15e 00000000 000C0000 0OROBE0D 0PRBEO pop ecx
ffdffi6e 00000200 000 00030000 0020000 mov [esi+8], ecx
ffdffi7e B?wmeu?u_ _ea 0000 00 el dword ptr [esi+188h], ©
ffdff180 ©00000R0 _Q20CERNG BRBRVRO
ffdffi9e ooooesel ffdff1f1 §p000000o o eax, BFFDFFOCOh
ffdfflae 00000000 VVDVVVOD 0EEEEERD mov [esi+BCBh], eax
ffdffibe 00000000 GO0C0ORD 0GORBARO mov [esi+BC4h], eax
ffdffico 00000000 00020000 s R T
ffdffide 00000000 ffdee1fe , .
ffd{flee PO0RPRRO ffdegzee |mOV dWOr‘d Dtr‘ |’e51+18(:h'l. 9FFDFF19@hl
ffdffife 40ce3: 06000009 f[mov dword ptr [esi+194h], OFFDFF1Feh] |
ffdff200 000 90eb0000 MOV eax, [edi+1Ch]
add eax, 39Ah
cmp eax, ebx
jbe short copyKernelHandle
L J L 4 _ A 4
& 21
[l sl 5] M IE
push eax push ebx ; int
push 32h push esi ; Memory copyKernelHandler: ; Size
push dword ptr [edi+4Ch] call sub_4156CF push 1ASh
mov [ebp+64h+var_B8], ©DF5D0083h| [mov eax, [ebp+64h+var_BC(C] lea eax, [esi+1F1h]
call sub_404D45 xor esi, esi push offset kernelHandler
add esp, OCh mov [eax], esi push eax ; Dst
Jjmp loc_404984 mov eax, [ebp+64h+var (4] call memcpy
mov [eax], esi push dword ptr [edi+1Ch] ; Siz
mov eax, [ebp+64h+var (8] lea eax, [esi+39Ah]
mov [eax], esi push dword ptr [edi+18h] ; Srg
mov eax, [ebp+64h+var (O] push eax s PsE
push ebx call memcpy
mov [eax], esi mov eax, [ebp+64h+var_BC]

(40,45) 00003D6E 0040496E: sub 40474C+222 (Synchronized with Hex View-1)




DOUBLEPULSAR in Memory

* DOUBLEPULSAR sends commands over SMB, and loads/inject DLLs
from memory only.

SrvTransaction2DispatchTable + (@nl14 *
L1

v!SrvTransaction2DispatchTable

ta

=4
o
tag
O

(50, Nonpaged pool

» Nonpaged pool

> @n24) & Oxff)) & oxff
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Replying to @chrisdoman current status:

: : 1.17 million host scanned
Im using doublepulsar to check for 33.468 found infected.
doublepulsar. NN Tt

there are zero false positives. f e i 27 cormme
- . . ne f - - : 184.19/hrs -

. f . : : 89.79/rs -

| get the unique xor key for each finding : S | o8 TS -
- f - - : 117.9%6/hrs -

, : 163.49/hrs -

: 118.63/hrs -
: 89.22/hrs -
: 112.12/hxrs —
: 118.13/hrs —
: 86.91/rs -
1 97.87/hrs -~
: 182.28/hrs —
: 8§7.64/Mrs -
: 184.19/hrs -
: B3 /Mrs ~
: 182.78/hrs -
1 79.87/hrs -~
: 112 .58/hrs -
: A21.73/hrs -
: 86.28/los —
: 185.58/hrs -

Ping returned

Ping returned Target archit

Ping returned architect (64-bit)
Ping returned Target architec ] ¢ (64-bit)
Ping returned Target {(64-bit)
Ping returned Target architecture: x64 (64-bit)
Ping returned Target architecture (64-bit)
Ping returned Target architecture {64-bit)
Ping returned Target (64-bit)
Ping returned Target architecture 4 (64-bit)
Ping returned Target archit (64-bit)
Ping returned Target architecture ) -bit)
Ping returned Target architecture: :

Ping returned Target architecture: x64 (64-bit)

.
~ ~ o
) O 00 090 .

¢ S S S

12:47 PM - 23 Apr 2017




|£49160: <unknown> -- DanderSpritz 1.3.0.0 (<unknown>)
File Options

HTerminals -}T,PeddleCheap -Q’?Server ASystem

Console

cript_Lp.dll)

Getting remote time
RETRIEVED

command '

bit binary on 64-bit 0S"

tion options

\pi1 options

=8 REl =X

x)




Stage 3 - Exfiltration

 STRAIGHTBIZARRE (5BZ)
e Based on CHIMNEYPOOL/FRIEZERAMP
« RDP-based agent focused on file exfiltration from a PC

* Main target SWIFT Alliance servers
* Bypass Oracle authentication with PASSFREELY implant

 Finds ORACLE*.exe executable in memory and 2-bytes patch jnz -> jmp in memory

 Supports 2635 binary modifications of Oracle Database process, from v7.2 to v10.2
(~386 versions based on strings)

 Runs SQL scripts to dump the entire database of transactions

orig 0 xor = 0xd0000, xorRe|
, va = Oxlda2b5b, origin = 0x482474f6, modified = 0x480074f6, xor = 0x240000, xo

&G
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329
330
331
332
333
334
335
336
337
338
339
340
341
342
343
344
345
34e
347
348
345
350
351
352
353
354
355
356
357
358
35%
380
381
362
383
3ed
385
3ee
3e7
3e8
389
370
371

72
373
374

75

Ta
377
378
3759
4=1i]

.rdata:1000BEE4
.rdata:1000BE38
.rdata:1000BER4
-rdat--1nnnDoDs
-rdat
-rdat

z PASSFREELY

-rdat
-rdat
-rdat

00000014 C
0o0ogoooc C
00000014 C

ARARARTE

W

10.2.0.3 Patch 27
8.1.7.1.%5
10.1.0.5 Patch 23

LG T T T S N P T |

-rdat
-rdat

-rdat he
.rdat

.rdat

.rdat

.rdat

.rdat

.rdat

.rdat

.rdata:1000BA14
.rdata:1000BAZE
.rdata:1000BA3C
.rdata:1000BASO
-rdata:1000BAG4
-rdata:1000BATE
-rdata:1000BABC
-rdata:1000BASE
-rdata:1000BAAC
-rdata:1000BACO
-rdata:1000BAD4
-rdata:1000BAES
-rdata:1000BAFC
-rdata:1000BBOE
-rdata:1000BB1C
-rdata:1000BEZC
.rdata:1000BEB40
.rdatz:1000BE54
.rdata:1000BB&0
.rdata:1000BB&C
.rdata:1000BE7E
.rdata:1000BBEC
.rdata:1000BB3E
.rdata:1000BBAC
.rdata:1000BERE
.rdata:1000BEBC4
.xdata:1000BBDC
-rdata:1000BBFO
-rdata:1000BCO4
-rdata:1000BC1O
-rdata:1000BCZ4
-rdata:1000BC34
-rdata:1000BC40
_rdata-1000BC4AC

NN OO 000nN00o0n000000n0O0000000000000000I°0n0n

d & o4 & 4 o 4 d o o o o o o d o d d d o 4 o o o o o 4

S Patch 10
.Z2.0.7 Patch @
0.2.0.4 Petch 13
Z2.0.g Patch 14
10.1.0.4_0 Base
§.2.0.8 Patch 5
11.1.0.7
§.2.0.7 Patch 11
13.1.0.5 Patch 24
13.Z.0.4 Patch 13
§.2.0.8 Patch Z4
10.1.0.3 Patch 8
8.1.7.2.2
8.1.7.4 Patch Z8
§.2.0.5.0 P1
10.2.0.4 Patch 23

5.Z2.0.
5.Z2.0.
1
3.

5.0.1.4.1 Patch 7
8.0.e.3.2
5.2.0.5.0
7.3.4.4.0
10.1.0.5 Patch l&
8.1.7.2.%5

5.2.0.8 Patch &
7.3.2.2.0
8.l.6.3.%
10.1.0.2.0 Patch 2
5.2.0.7 Patch 15
3.Z2.0.2.1 Patch 1
8.1.7.2.1
10.2_0_.2 Patch 5
$.0.1.3.1 B2
8.1.6.1.3
8.0.5.2.5

9 2 0.2.1 P&

[ I Ny R o B Iy Iy N Y Y A -
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72
73
74
75
76
77
78
79
8e
81
82
83
84
85
86

unused = *((_DWORD *)oracleEntry + 1);

lpBaselddress = va;

if ( !'VirtualProtectEx(hProcess, va, 4u, ©0x46u, &F101dProtect) )
return 12;

ReadProcessMemory(hProcess, va, &readMemValue, 4u, &NumberOfBytesRead);

if ( MumberOfBytesRead != 4 )

return 13;
dwXOR = *{(_DWORD *)oracleEntry + 6);
dwOrigin = *((_DWORD *)oracleEntry + 2);
dwModified = *((_DWORD *)oracleEntry + 4);
dwXOR2 = *({_DWORD *)oracleEntry + 6);
if ( cchMultiByte )

snprintf(

AMultiByteStr,

9x186u,

"\ts ¥Bx, s BBx, ¥s HBx, Ms EBx\n",

&0rig_str,

dwOrigin,

&Modified_str,

dwModified,

&XOR_str,

dwXOR,

&MemValue_str,

readMemValue);
convertString(cchMultiByte, &VultiByteStr);

if ( (readMemValue != dwOrigin || !'a3) && (readMemValue != dwModified || a3) )

break;
if ( enablePatch )
{

readMemValue "= dwXOR2;

WriteProcessMemory(hProcess, lpBaseAddress, &readMemValue, 4u, &NumberOfBytesliritten);
)

if ( NumberOfBytesWritten != 4
return 14;

if ( !'VirtualProtectEx(hProcess, lpBaseAddress, 4u, fl0ldProtect,

return 16;
NextEntry:
oracleEntry += 48;

00003ARF PatchFunction:&6

&v17) )




Stage 4 — Clean up

* POLARCALGON

* Erase logs from Firewalls (Release by ShadowBrokers in 2016)

« HANDSCRUBS
* 14 April ShadowBrokers leak.




What to do ?

* Stay up to date. Recent versions of Windows offer great security
mitigation to raise the bar for exploitation.

* Try to detect QUANTUMINSERT attempts

o https://github.com/fox-it/quantuminsert/tree/master/detection

* Vendors such as SWIFT and Oracle should use protected process
features

 Bengladesh Bank heist was also due to a 2-bytes patch in liborabdb.dll
» ProtectedProcess (CREATE_PROTECTED PROCESS)

* Prevent random memory injection into a process from another user-land process..



https://github.com/fox-it/quantuminsert/tree/master/detection

Appendix

e https://blog.comae.io/the-nsa-compromised-switt-network-
50ec30000195

* hitps://blog.comae.io/passireely-oracle-swift-at-risk-eb6886908227



https://blog.comae.io/the-nsa-compromised-swift-network-50ec3000b195
https://blog.comae.io/passfreely-oracle-swift-at-risk-eb6886908227
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