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Our Financial System is under Attack



Timeline of known SWIFT attacks
Aug-Sept 2013 2014 - 2015 December 2015 February 2016 2015-2017

Countries UAE, Belgium, Egypt Ecuador Vietnam Bangladesh Ukraine, Hong 

Kong, Taiwan, 

UAE, Thailand, 

Oman, 

Australia, 

Kuwait

Goal Data Exfiltration for intel 

purposes

$12M USD $1.1M $951M USD > $1Bn and 

counting

Status Success Success Failed $81M USD Success. 

Ongoing.

Actor Equation Group Unknown Lazarus Group Lazarus Group Russian group.

Name JEEPFLEA_MARKET Carbanak



Timeline

Sat Mon 8 Apr 

2017

Fri 14 Apr 2017

Blogpost in which SB reveals password
to the leaked archive eqgrp-auction-

file.tar.xz.gpg from August 2016.

Content: Unix exploits and Linux ops

tools

New leak (tweet addressed to 

@hackerfantastic)

Content: Windows exploits, 

implants and framework and 

SWIFT hacking ops notes

Sat 13 August 2016 

First Leak



JEEPFLEA - Modus Operandi

• 1. Infection (QUANTUMINSERT) 

• 2. Persistence 
• 2.1 (From EXTRABACON/ EPICBANANA to BANANAGLEE / BARGLEE

/ZESTYLEAK)
• 2.2 From ETERNAL* exploit suite to SBZ

• FUZZBUNCH exploit framework

• 3. Exfiltrate data from SWIFT Alliance Access servers
• PASSFREELY
• Oracle scripts (e.g. initial_oracle_exploit.sql)

• 4. Erasing traces and leaving
• SCRUBHANDS / POLARCALGON



Stage 1 - Initial infection

• QUANTUMINSERT

• Collect Preliminary Data



Stage 2 - Persistence
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Persistence – Firewalls and VPN

• Access

• EXTRABACON / EPICBANANA
• Cisco ASA Firewalls exploits – Back Aug 2016 by Cisco

• Persistence

• BANANAGLEE / BARGLEE / ZETSYLEAK
• Juniper NetScreen



Persistence - Windows

• Access

• FUZZBUNCH exploit framework
• ETERNAL* remote kernel exploits for the SMB drivers

• Persistence

• KILLSUIT/KISU

• Composed of user-land and kernel-mode modules





DOUBLEPULSAR in Memory

• DOUBLEPULSAR sends commands over SMB, and loads/inject DLLs 
from memory only.







Stage 3 - Exfiltration

• STRAIGHTBIZARRE (SBZ)
• Based on CHIMNEYPOOL/FRIEZERAMP

• RDP-based agent focused on file exfiltration from a PC

• Main target SWIFT Alliance servers
• Bypass Oracle authentication with PASSFREELY implant

• Finds ORACLE*.exe executable in memory and 2-bytes patch jnz -> jmp in memory

• Supports 2635 binary modifications of Oracle Database process, from v7.2 to v10.2 
(~386 versions based on strings)

• Runs SQL scripts to dump the entire database of transactions



PASSFREELY



Stage 4 – Clean up

• POLARCALGON
• Erase logs from Firewalls (Release by ShadowBrokers in 2016)

• HANDSCRUBS
• 14 April ShadowBrokers leak.



What to do ?

• Stay up to date. Recent versions of Windows offer great security 
mitigation to raise the bar for exploitation.

• Try to detect QUANTUMINSERT attempts
• https://github.com/fox-it/quantuminsert/tree/master/detection

• Vendors such as SWIFT and Oracle should use protected process 
features
• Bengladesh Bank heist was also due to a 2-bytes patch in liborabdb.dll

• ProtectedProcess (CREATE_PROTECTED_PROCESS)
• Prevent random memory injection into a process from another user-land process..

https://github.com/fox-it/quantuminsert/tree/master/detection


Appendix

• https://blog.comae.io/the-nsa-compromised-swift-network-
50ec3000b195

• https://blog.comae.io/passfreely-oracle-swift-at-risk-eb6886908227

https://blog.comae.io/the-nsa-compromised-swift-network-50ec3000b195
https://blog.comae.io/passfreely-oracle-swift-at-risk-eb6886908227


Questions ? m@comae.io 


