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Let’s Talk About NTLM



• NT LAN Manager: Suite of security protocols NTLM


• Network authentication for Remote Services 


• Challenge-Response authentication mechanism

NTLM Authentication



NTLM Authentication

• Supported by the NTLM Security Support Provider on Windows


• NTLMv1/ NTLMv2/ NTLM2 Session


• HTTP, SMB, LDAP, MSSQL, etc.



NTLM Type 1 Message
Client Request - NTLMSSP_NEGOTUATE

Client Server

NTLMSSP_NEGOTUATE



Server Response - NTLMSSP_CHALLENGE

NTLM Type 2 Message

Client Server

NTLMSSP_CHALLENGE

Challenge



Client Request - NTLMSSP_AUTH

NTLM Type 3 Message

Client Server

NTLMSSP_AUTH

Net-NTLM = f(Challenge, NTLM Hash)

fixed challenge



Difference in NTLMv2 and NTLMv1

NTLMv2 Type 3 Message

Client Server

Add client challenge to NTLMSSP_AUTH

Net-NTLM = f(Challenge, NTLM Hash, Client Challenge)



SMB -> SMB Reflection Attack



NTLM Reflection
SMB Reflection - SMB->SMB

Steps to reproduce: 
Visiting an attacker’s Web site with file:// in HTLM.

The browser will authenticate to attacker automatically.

(There are many ways to get an SMB request)


Relaying the Net-NTLM HASH to the same machine (SMB Reflection) 

ServerAttacker

SMB Request

Relay the hash to the same machine 



NTLM Reflection
SMB Reflection - MS08-068

Microsoft issued a partial fix (MS08-068) 
Stop relaying back to itself finally.


Can not stop Attacker from 
Relaying the Net-NTLM Hash to another machine or

Perform Cross-Protocol Reflection attack.

Active Challenge Table



HTTP -> SMB Reflection Attack
Cross-Protocol Reflection



NTLM Reflection
Hot Potato - HTTP->SMB Reflection

Combined 3 vulnerabilities to perform Privilege Escalation 
1. NetBIOS Name Service Spoofing

2. Web Proxy Auto-Discovery (WAPD)  MITM Attack

3. HTTP->SMB Reflection Attack



NTLM Reflection

6 Steps To Reproduce (Windows 7) 
1. Start NBNS Spoofing to hijack WAPD

2. Start a Web Server on localhost:80

3. Redirect Windows Defender Update request to http//localhost/GETHASHxxx

4. Send 401 Response to Windows Defender Update

5. Windows Defender Update will authenticate to us with SYSTEM account automatically.

6. Send the Net-NTLM Hash to Samba Service

Hot Potato - HTTP->SMB Reflection



NTLM Reflection

Hot Potato

Exploit WAPD

WPAD

HTTP Request for Update

Windows Defender

Hot Potato - HTTP->SMB Reflection



NTLM Reflection

Hot Potato

Send 401 HTTP Response

NTLM Authentication Automatically
Windows DefenderSystem account

Hot Potato - HTTP->SMB Reflection



NTLM Reflection

Hot Potato

Relay Net-NTLM hash to SMB Service

SMB Service

Hot Potato - HTTP->SMB Reflection



NTLM Reflection

MS16-075 
Fix local HTTP->SMB Reflection


MS16-077 
WPAD Name Resolution will not use NetBIOS (CVE-2016-3213)

Does not send credential when requesting the PAC file(CVE-2016-3236)


Hot Potato - HTTP->SMB Reflection



New technology to perform  
NTLM reflection attack



NTLM Reflection
A Journey to bypass MS16-075

Unpatched



NTLM Reflection
A Journey to bypass MS16-075

Patched



A Journey to bypass MS16-075

Flags in Type 2 Message  
Contained in a bitfield within the header

Most of these will make more sense late


NTLM Reflection

Description Content

Signature Null-terminated ASCII "NTLMSSP"

Message Type long 0x02000000

Target Name the name of the authentication target

Flags long

Challenge 8 bytes information about the authentication target

Context  8 bytes

Target 
Information 

security buffer

Version  8 bytes



Fuzzing NTLM Message Flags



A Journey to bypass MS16-075

NTLM Reflection

Get a different Type 3 Message



A Journey to bypass MS16-075

NTLM Reflection

Negotiate Local Call: 

The server sets this flag to inform the 
client that the server and client are on 
the same machine


0



A Journey to bypass MS16-075

NTLM Reflection

VIDEO DEMO



A Journey to bypass MS16-075

NTLM Reflection

Now we bypass Microsoft patch successfully!



Rebirth Hot Potato
HTTP->SMB NTLM Reflection&WAPD Attack



Potato Rebirth - Bypass MS16-075

• MS16-075 
• Fix local HTTP->SMB Relay

• Windows Defender Update Client will send a Net-NTLM hash that can’t 

be exploited

NTLM Reflection



Potato Rebirth - Bypass MS16-075

http://go.microsoft.com/fwlink/?LinkID=121721

NTLM Reflection



NTLM Reflection

MS16-075 Patched

Potato Rebirth



Potato Rebirth - MS16-077

MS16-077: 
WPAD Name Resolution will not use NetBIOS (CVE-2016-3213)

Does not send credential when requesting the PAC file(CVE-2016-3236)


WAPD MITM Attack is Dead!

NTLM Reflection



NTLM Reflection

Compromising IPv4 networks via IPv6  
using mitm6 to abuses the default IPv6 configuration in Windows network to 

spoof DNS replies by acting as a malicious DNS server and redirect traffic to an 

attacker-specified endpoint.


WAPD MITM Attack Rebirth!

Potato Rebirth - MS16-077



NTLM Reflection

Combined 3 vulnerabilities to perform Privilege Escalation   
1. Compromising IPv4 networks via IPv6 to hijack WAPD

2. Use go.microsoft.com to get an authentication 
3. Change flag in NTLM Type 2 Message to bypass MS 16-75 

Hot Potato Rebirth! 

Potato Rebirth - MS16-077



Incidentally
Man-in-the-middle Attack are required before most NTLM attacks 
• Poison DNS

• Spoof NetBIOS/LLMNR

• ARP attack

• Exploit the WPAD

• etc


We always relay to SMB. 
  
We need to wait and wait.



A Whole New perspective In 
SSRF

Ignore Many SSRF defense&Directly lead to RCE Via once exploit



Attacker

New perspective In SSRF
FROM SSRF TO RCE

Network bound

Intranet

DMZ
Pwned

Typical attack method



Attacker

FROM SSRF TO RCE

Network bound

Intranet

DMZ
Pwned

New attack method

New perspective In SSRF



Attack Network Connector 

• Completely ignore most of the SSRF defense solutions.


• Once exploiting can directly lead to the impact of RCE.


• Increasing the risk of many SSRF vulnerabilities which have been 
considered in low impact.

New perspective In SSRF
FROM SSRF TO RCE



Critical Security Issue in JAVA



FROM SSRF TO RCE

Critical Security Issue

URLConnection 
The superclass of all classes that represent a communications link between the application and 

a URL. 

The most of JAVA function use URLConnection to send HTTP request.



FROM SSRF TO RCE

URLConnection

getInputStram

HttpURLConnection

getInputStram

getServerAuthentication

setHeader

NTLMAuthSequence

getNextToken

getAuthHeader

NTLMAuthSequence.c
Java_sun_net_www
_protocol_http_ntlm
_NTLMAuthSequenc

e_getNextToken

InitializeSecurityContext

Win32 API

JNI Method

Critical Security Issue



FROM SSRF TO RCE

static class DefaultNTLMAuthenticationCallback extends NTLMAuthenticationCallback{ 

        DefaultNTLMAuthenticationCallback() {  

         public boolean isTrustedSite(URL var1) { 
                     return true; 
          } 
 }  

The default behavior of Java will not judge the validity of the URL, 
 but always return true.

Critical Security Issue



Relay the Net-NTLM HASH to SMB

SMB Service

FROM SSRF TO RCE

Client

NTLM Authentication Automatically

Exploit an SSRF vulnerability

Critical Security Issue

Java Application
Pwned



VIDEO DEMO

Critical Security Issue
FROM SSRF TO RCE



FROM SSRF TO RCE 

Affects all JDK versions!

NTLM Reflection



FROM SSRF TO RCE

 An SSRF vulnerability is required, is that all?

NTLM Reflection



The new era in NTLM Reflection 



New era in NTLM Reflection 

NTLM Authenticate Automatically 
Security issue in Java basic Class, that means most of JAVA 

application is affected.


Influence Expansion 
Not just SSRF, anything which will send an HTTP request to us is affected.

Over other vulnerabilities, such as XXE, Deserialization, etc.

NTLM Reflection



Java Deserialization



New era in NTLM Reflection 

Deserialization Attack (Affects most of Java application) 
Chris Frohoff and Gabriel Lawrence presented their research into Java object deserialization 

vulnerabilities ultimately resulting in what can be readily described as the biggest wave of 

RCE bugs in Java history.


After two years later, Moritz Bechler releases a tool to achieve code execution during the 

unmarshalling process in 2017.


How to fixed? 
Add a blacklist to mitigate Java Deserialization Attack.


NTLM Reflection



New era in NTLM Reflection 

Bypass all Java Deserialization Blacklist 
Just need to find a gadget that will send an HTTP request to us.


Affected Software 
All Java applications use a class blacklist to mitigate deserialization attack are 

affected.


NTLM Reflection



Bypass all Java Deserialization Blacklist 
Directly lead to RCE



New era in NTLM Reflection 

SSRF


Deserialization


XXE


Database


Sandbox


Java Security Scanner


Java Crawler 


Cloud Service


Man-In-The-Middle


Anything sends an HTTP request to us

NTLM Reflection

HTTP


SMB


LDAP


etc…

Pwned
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