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2016

Rob 

Joyce/TAO 

speech

@USENIX

Enigma Conf

"One of our worst nightmares is that out-of-band network tap that really is 

capturing all the data, understanding anomalous behavior that's going on, 

and someone's paying attention to it. You've gotta know your network. 

Understand your network, because we're going to."

— Rob Joyce, TAO, NSA

https://www.youtube.com/watch?v=bDJb8WOJYdA

https://www.youtube.com/watch?v=bDJb8WOJYdA
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August 2015



NETWORK OPSEC 

2020 #wfh edition
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The basics

• Low profile actors are not a threat

• If hi profile actors want, they can easily 

infect you. It’s a matter of cost justification.



Our assumptions 

and objectives

1. We operate on the idea that we are or will be 

infected. This is a fact. When/if this happens, 

we want to catch it.

2. Infection is a matter of cost. We will try to 

increase the cost as much as possible.

3. Routine <> security. We will keep changing our 

opsec, adapting to latest trends.



1. How to monitor your 

home internet for 

APTs
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Hardware requirements:

Ethernet  internet HUB

Smart switc

MiniPC
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Ethernet HUB

• Hub != Switch

• Hub on eBay

• $10..$15

• 10-100Mbps
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But Costin, we rich people haz gigabit at home ;)

• Meh! Costin’s got 

you covered!

• Instead of HUB:

• Microtik switch

• Model: RB260GPS

• $39.95

• Gigabit switch with 

management

• Runs SwOS

• Made in Latvia

• Available anywhere
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Another option
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MiniPC:

100-300$
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Optional: USB 

network card

• Two network connections

• Tap+access

• You can also do wifi

access

• I use Edimax and Anker 

adapters

• $10-15
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Altogether

Internet

Wifi router

Total budget: $150-$400
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Software

• On the MiniPC, I run Linux

• Suricata 3.x+ (for dns.log)

• Enable dns.log, http.log, fast.log (extended formats)

• Enable tls.log

• Disable stat.log

• pmacctd - log netflow

• tcpdump – if you are paranoid and have disk space ☺

• Idea: “not port 443”



Logs



Logs

DATE, HOSTNAME, IP
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countdns.sh

#!/bin/bash

date --date="1 days ago" +"%Y-%m-%d," |  tr -d '\n' > todaycount.txt

cat /var/log/suricata/dns.log | grep `date --date="1 days ago" +"%m/%d/%Y"` | wc -l  >> 

todaycount.txt

cat /var/log/suricata/dns.log | grep `date --date="1 days ago" +"%m/%d/%Y"` | awk -f 

extractdns.awk > /var/log/suricata/dns/dnslog`date +"%y%m%d"`.txt

cat todaycount.txt >> dnscountsbyday.csv

cat dnscountsbyday.csv | sort -r -u | head -n 10 | mail -s "DNS queries report - "`date --

date="1 days ago" +"%m/%d/%Y"` -r yourmail@mail yourmail2@mail
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Improvement: Network tap + IOCs



More improvements

• Heuristics:

• TLS certificates analysis

• Self signed certificates

• DNS queries frequency 

• Unusual domains / TLDs (eg. .pw .cf .tk)

• Netflow / top traffic IPs



Yeah, but what can 

you find with this?



Yeah, case 1
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Case 1

The mysterious case of secex.info
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Case 1

The mysterious case of secex.info
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Case 1

The mysterious case of secex.info
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Case 1

The mysterious case of secex.info
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Case 1

The mysterious case of secex.info
Unknown, let’s block!
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Case 1

The mysterious case of secex.info

Unknown, let’s block 

ze bastard!
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Case 1

The mysterious case of secex.info

Unknown, let’s block 

ze bastard!

Mystery solved, it was 

Wickr



Yeah, case 2
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Case 2
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Case 2
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Case 2

OMG, malware C2?!
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Case 2

Mystery solved, it was the 

Xtreamer NAS
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Case 2

Buffer overflow in 

response parser  Let’s 

block ze basterds!



Next time:

2. Increasing the cost

2.1 Complicate targeting

2.2 Complicate exploitation
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Take away’s

• You don’t really know what’s flowing through 

your home internet link

• …unless you tap it!

• Can be done with a relatively simple 

hardware configuration 

• Offers a huge level of defense and 

awareness



One last thing…

When you elevate the 

cost of SIGINT, you may 

become a HUMINT target
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Stay foolish, stay GReAT!

Stay in touch: @craiu

www.securelist.com

HAPPY HUNTING! ;)


