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Timeline estimation
Penquin Version comparison
Main commands description
Activation packet

Demo




Build date estimation

« ABI Version

e

 Statically linked library

 Linux Distribution (cron)

Linux Kernel
Version dates

2.6.8
2.6.15
2.6.24
2.6.32
2.6.32
2.6.32
3.2
3.2
3.2

March 6, 2006

April 29, 2010
October 16, 2013
July 16, 2014
August 22, 2016
December 21, 2016
August 14, 2017
January 25, 2018
November 14, 2019

2.0 Penquin_x64
X

AB | Release Date



Build date estimation

« ABI Version

« Statically linked library é-_

 Linux Distribution (cron)

OpenSSL Penquin_x86 Penquin_2.0 Penquin_x64 Year
Version
X

0.9.6 2000

0.9.7.e X 2004

1.0.1j 2014



Build date estimation

« ABI Version

 Statically linked library

Cron SHA-256 First release

« Linux Distribution (cron) é— 3309e8f29e53d56d177ab2ad4b814cd3  >= Ubuntu April 2016 - April 2017
d8215944a0bbe233e4987661d1db5afd 1604
<= Ubuntu
1704

dc17065fac8ce24aabc344a45f12a0d0e  Centos 6.7 Sep 2015- July 2016
3e4928d23b8aabedad769b24f4c7a39 Centos 6.8

3609f24f314d2b95f9d607be8205ed87 Ubuntu October 2013 - April 2014
22b1457897d1eb222d950e38f84aa728 13.10

Ubuntu

14.04




Comparing Architecture and Capabilities

Penquins’ main

. . . -
Penquin_x86 Penquin_2.0 Penquin_x64 _ L
* Passive * Active * Passive

 Hardcoded parameters

 Getcmd parameters (ID, < Hardcoded C2 IP
INT : , (ID, INT)
) * Itisthe only Penquin
* Use command function which does not require Drop/run cron
to process C2 received root privileges (/root/.sess)
data + Use command function ~~ USe do_callback
to process C2 received funcjclon to process €2
data received data



vl = ©;

id_val_masked = id_val & ©x3F;

id_val &= ©x3Fu;
filter_pl = (id_val_mas

Penquins’ main

Penquin_x86

e Passive
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3 << 13) | id_val_masked & 7;

Penquin_2.0

Active

Penquin_x86

rd C2 IP
nly Penquin

_ leges
Penquin_x86

Use command function
to process C2 received
data

id_val masked = id_val & ©x3F;
Penquin_x64

vl7 = id_val & ©x3F;

id_val &= ©x3Fu;

vli8 = v17 & 7;

filter_pl = id_val_masked >>

mov esi, offset dec_str
mov rdi, rsp

F)Eer](q mov cs:dec_str, ' °
mov cs:byte 6986E1,

e Passita cs:byte_6980E2,

-

2, rsp
:byte 6986E3,
mov :byte_69806E4,

(1D, |1 :byte_6980ES5,
mov :byte_ 6986ES6,
= Y mov :byte 6980E7,
(/:EC)mDV :byte 6986ES,
mov :byte 6986E9,

-~
= W

mov

* Hardgg

[ T ]
L I 3 T ) |

L)
(1]

0 D
[P B ) ]

L]
(1)}

° mov cs:byte_6980EA,
Use mov cs:byte_6980EB,
functiy cs:byte_698OEC,

i mov
Frecelysy
mov
mov
call

:byte_6986ED,
:byte_ 6986EE,
:byte_ 6986EF,

:byte_ 6986F0,
rcp Penqum_x64

[ I ]
L I T ]

[ ]

st

-



~
The Command function
* The command function is present in all Penquin versions, there is not much new code in the last version
* The code is arranged differently to change the Penquin behavior
* In the new version some strings are encrypted or obfuscated
4= xrefs to com
Direction  Type Address Text
L= p spawn+2AA call command
=) Down p readfile+182 call command
@ Down p readfile_fgets+16D call command
while ( !feof(v7) <| i
I
T e (&v17, ©, 102408); OK ‘ ‘ Cancel | ‘ Search
receiveData(srvfd, &v17, 1@24e, (int)&CStruct);

command (
fflush(v7)
sendEnd0OfD

7, (int)&cmdtab, 1, srvfd);

L]
ata(srvfd, (int)&CStruct);

Line 1 of 3

-



The Command function

* The command function is present in all Penquin versions, there is not much new code in the last version
* The code is arranged differently to change the Penquin behavior

_makeargs{vll, &v9, &vile);

Penquin_x86

Type , Text

n e .. Luiiimand
W L= Down . 6418 call command
call command

Addess

makeargs(vars@, &vars286C, &vars2860);
( V8 ) Penquin_x64

1)

varse;

Cancel | ‘ Search

= trybuiltin(v5, vars280C, vars28e0);
if ( !'v8 )

LOBYTE(v8) = runcmd((__inté4)v6, (unsigned int)vars280C, (__int64)vars28e0, v4);
return v8;

}

-



The do callback function

It is not present in Penquin_2.0
It is called after the packet activation process if it succeed in Penquin_x64, in the older version i

= gen_sig();

e(fd, &addr, 4u);

fdopenrfd a+");
( 1 = fopen(

read(&v9, 1u, 1, 1

J

fclose(v2);

fclose(1i);

if ( !fork_() )
set_sid_();
chdir("/root");
uudecode( t
vll = &status
walt(a>L‘tu )
unlink(".tmpware");
v4d = execli(" o} -
v5 = prepare_ output str(
spr1ntf'-‘ : A ) B
sprintf(v4, "%lc SHRZY
fclose_caller(v4);

\ .

/2

Ifeof(v

2); fwrite(&v9,

Penquin_x86

v32 gen_sig();
=

wrlte/ srvfd &v32

vl

fd fdopen :srvfd,
for ( i = fopen('

fread(q'g_, 1ull, 1ull,

Ll

fclose(fd, v8, v J
fclose(i, v8, vi4, vis
if ( !fork_call() )
{
setsid();
chdir( pt™) s
uudecode('
wait(&stat_addr);
unlink(
v23 = execli(' e
v27 = prepare_ output str(v
fprlntf&.hj oS » V27);
fprintf(v23, ld\n", v6);
fclose_caller(v23, i -
sleep(5u);
exit(e);

Ifeof(fd);

Functions
Explained

-

fwrite(&v33

Penquin_x64




The do callback function Functions

It is not present in Penquin_2.0 * EXplal ned

It is called after the packet activation process if it succeed in Penquin_x64, in the older version is not directly reacheable

uuencode(1) - Linux man page

2 = gen_sig();
write(::srvfd, &v32
Name H
) ) ) ) fdopen(::srvfd,
uuencode, uudecode - encode a binary file, or decode its representation for ( i = fopen(' | feof (fd); fwrite(&v33, 1
Synopsis

uuencode [-m] [ file ] name

uudecode [-o outfile] [ file ]...

ALl

Description fclose(F

fcl (i, v8
Uuencode and uudecode are used to transmit binary files over transmission mediums that do not support c ?S?'For‘k call()
other than simple ASCII data. E 20 = 2

tsid();

Uuencode reads file (or by default the standard input) and writes an encoded version to the standard zﬁdii o
output. The encoding uses only printing ASCII characters and includes the mode of the file and the operand uudecode( :
name for use by uudecode. If name is /dev/stdout the result will be written to standard output. By default y,.;ait{;szt,r\:;f“,:,;j-j«‘ );
the standard UU encoding format will be used. If the option -m is given on the command line base64 unlink(

encoding is used instead. = execli( C

v SAC - = prepare_output_str
fprintf(v23, "%s\r v
fprintf(v23, 1d\r
fclose_caller(v23,
sleep(5u);
exit(e);

v5 = preparé_output_str(w143;
sprintf(v4,
sprintf(v4,

fclose_caller(v4);

Penquin_x86

Penquin_x64




More and more commands...

Function Description Function Name Description
Name

do_exit Exit returning O do_vslist Send a table to C2 containing specified peer’s file
information
do_setenv Qe a1 A VERERE | Description | FileName | Size | Status |
do_vsupload Upload a local file to specified peer
do_cd Re-implements the cd command logic
do_vsdownlod Download a specified peer’s file locally
do_download Download a file from C2
do_vsstat Get specified peer filesystem information and available
do_upload Upload a file to C2 disk space
do_vsshutdown Likely delete a peer remote file
do_start Download and execute a file from C2 getting pipes
do_vsdelete Just send a message containing a code to specified peer
do_exec Download and execute a file from C2 in
/tmp folder

¥ do_vsstat(IPyge) } 0x15

v

_- . VS filesystem: %s ﬁFS o e o
Operator VS free space: 31lu mo . . _type, sp )
Penquin /



Scenario and Activation steps overview

) /4

HOST-B, PORT XYZ,
SIGNATURE

Sniff packet,
Verify signature

LISTEN: PORT XYZ

TCP-CONNECT HOST-B

L 4

s

RESET SEND PAYLOAD

OPERATOR

-



WOLOLOO

| wanna be a...

« PCAP Filter

(tcp[8:4] & 0xe007ffff = 0x6005bdbd) or (udpl[l2:4] & OxeQ007ffff =
0x6005bdbd)

(tcp[8:4] & 0xe007ffff = 0x6005bebe) or (udp[l2:4] & Oxe00Q07ffff =

0x6005bebe)

UDP

Payload

dport

checksum

TCP
sport dport

Sequence number

Ack number

-



WOLOLOO

=,
(\\

0x6005bebe)

| wanna be a...

» PCAP Filter

(tcp[8:4] & 0xe007ffff = 0x6005bdbd) or (udpl[l2:4] & OxeQ007ffff =
0x6005bdbd)

(tcp[8:4] & 0xe007ffff = 0x6005bebe) or (udp[l2:4] & Oxe00Q07ffff =

sport

length

UDP
dport
checksum

1° dword

2° dword

sport

TCP
dport
1° dword
2° dword

-



First Dword

Second Dword (0xbdbd0560)

d|d d XX | X|[X]|X X X[ X
3121100 1 01101111018765410101 O3 10
P =l P =t S
Source Port
X|X|[X]|X Ss S SSSSSSssssssssss
1 1111|111
08|76 HH‘59 7 slalslal1lol®]8]7]6 3(2(1]0
= et - ©
w)
Final IP (endian-flipped) E
>
Q
S
N XXX
Ny — 4 =" Ol3)2)1 n8 o
|
SIS 8
s 8|7 n5 2
s N\ . n
n; ;9 D) 4@;
als
0|6 n6
a SSSaa .
Ny |3 HHHEE if ((n ®n,®n;)®(n,®&n.®n®n,) ) ==nd
1,0 Ny return success




Internal status flag

GOOD_PKTgatus2

v

X LISTEN: PORT XYZ

f_N
PENQUIN

HOST-B

v

Status=0

-



Internal status flag

GOOD_PKTsatus2

v

-

un -y ¢—--” ,‘_-~\ﬁ
»” - N

POt | A
£ lz/72277227227 )

- ~ ,/
{ -

AT h-—',
-~ (..) ~~--_)\ ***** ’/

Y

f_N
PENQUIN

Status=2

LISTEN: PORT XYZ

HOST-B

-
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