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QUANTUM?
Man-on-the-side at Internet scale



Poor man’s QUANTUM



DNS typosquatting

Character omission

.com - .com (Columbia)

.com - .com (Cameroon)

.net - .net (Niger)

…

Other variant: bitsquatting (2011)

http://dinaburg.org/bitsquatting.html

Typcial uesr in atcion

http://dinaburg.org/bitsquatting.html


1) Get the most popular domain names



2) List all available for sale
https://gist.github.com/x0rz/80b4b93baa5b33ed25e1823d3494f0a8

https://gist.github.com/x0rz/80b4b93baa5b33ed25e1823d3494f0a8




$50 worth of bitcoin later

#585 videoyoum7.com

#614 beytoote.com

#642 namnak.com

#735 telewebion.com

#827 sputniknews.com

#871 scribol.com

#906 stockstar.com

#920 askubuntu.com



3) Set up your waterholing server

• Redirect all domains and sub-domains to your server IP address

• Setup a redirect page + JS payload (be evil, or not)

• …

• Wait for incoming connections



JavaScript
code

(ExploitKit
or

Piwik)

PHP logs

HTML redirect (meta refresh)



IS IT WORKING?!?





Statistics
• 5430 log entries over 40 days

• 1764 (~40/day) without bots/crawlers
• Only 392 unique visitors that load my Piwik JS code

• Ad blockers?

• 80 countries

sputniknews.co                                                      stockstar.co                                             telewebion.co



Statistics



RoI

$0,05 click/pwn



WhatsApp leak



In the wild?



Detection using dnstwist
Domain name permutation engine for detecting typo squatting, phishing and corporate espionage



ns1.storeland.ru sounds shady as fuck

wpengine.com



ns1.storeland.ru sounds shady as fuck

6,389 domains using this 
nameserver

wpengine.com



In the wild

vpengine.com -> wpengine.com

Legit domain



What’s going on?
Typosquatted wpengine.com

AS24940 Hetzner Online GmbH

¯\_(ツ)_/¯



<script>setTimeout("window.location='htt

p://www.shareasale.com/r.cfm?B=394686&U=

1382023&M=41388&urllink=';", 

1);</script><noscript><meta http-

equiv="refresh" 

content="1;url=http://www.shareasale.com

/r.cfm?B=394686&U=1382023&M=41388&urllin

k=" /><a 

href="http://www.shareasale.com/r.cfm?B=

394686&U=1382023&M=41388&urllink=">Click 

here</a> for redirection</noscript>

https://wpengine.com/?SSAID=1382023&utm_source=SAS&utm_m

edium=affiliate&utm_campaign=1382023&utm_content=394686

Cloudflare Gray Affiliate Marketing Network



wpebgine.com 2017-03-28

wpeengine.com 2017-05-16

wpegnine.com 2017-03-28

wpehgine.com 2017-03-28

wpejgine.com 2017-05-11

wpenfine.com 2017-05-16

wpengayne.com 2017-03-28

wpenggine.com 2017-05-16

wpengibe.com 2017-03-28

wpengihe.com 2017-03-28

wpengije.com 2017-03-28

wpengijne.com 2017-03-28

wpengin3.com 2017-03-28

wpengind.com 2017-03-28

wpenginee.com 2017-05-16

wpenginne.com 2017-05-16

wpengins.com 2017-05-11

wpenginw.com 2017-05-16

wpenginy.com 2017-05-06

wpengkne.com 2017-03-28

wpengnie.com 2017-03-28

wpengone.com 2017-05-16

wpengyne.com 2017-03-28

wpenngine.com 2017-05-16

wpentine.com 2017-03-28

wppengine.com 2017-05-16

…

intreserver.net 2017-05-15

intrserver.net 2017-03-21

intterserver.net 2017-05-15

iterserver.net 2017-05-15

itmeweb.ru 2017-05-16

itnerserver.net 2017-05-15

niterserver.net 2017-05-15

nterserver.net 2017-05-15

perfectmoney.date 2017-04-09

perfectmoney.loan 2017-04-09

perfectmoney.online 2017-04-09

perfectmoney.party 2017-04-09

perfectmoney.press 2017-04-09

perfectmoney.racing 2017-04-09

perfectmoney.review 2017-04-09

perfectmoney.site 2017-04-09

perfectmoney.website 2017-04-09

pjurevpn.com 2017-05-11

poorevpn.com 2017-05-16

ppurevpn.com 2017-05-16

pqrevpn.com 2017-05-16

puervpn.com 2017-05-16

pureevpn.com 2017-05-16

purevpnn.com 2017-05-16

purevppn.com 2017-05-16

purevvpn.com 2017-05-16

…

graphicriveer.net 2017-05-15

graphicriverr.net 2017-05-15

graphicrivers.net 2017-05-15

graphicrivir.net 2017-05-15

graphicrivre.net 2017-05-15

graphicrivver.net 2017-05-15

graphicrivyr.net 2017-05-15

graphicriwer.net 2017-05-15

graphicrriver.net 2017-05-15

graphicrvier.net 2017-05-15

graphicryver.net 2017-05-15

graphiicriver.net 2017-05-15

graphikriver.net 2017-05-15

graphiqriver.net 2017-05-15

graphirciver.net 2017-05-15

graphjicriver.net 2017-05-15

graphuicriver.net 2017-05-15

graphycriver.net 2017-05-15

grapihcriver.net 2017-05-15

grapphicriver.net 2017-05-15

grpahicriver.net 2017-05-15

grraphicriver.net 2017-05-15

…



https://github.com/ring0lab/catphish

https://github.com/ring0lab/catphish




Blackhole Networks: an Underestimated Source for Information Leaks, Alexandre Dulaunoy CIRCL - FIRST2017
https://www.circl.lu/assets/files/circl-blackhole-first2017.pdf

https://www.circl.lu/assets/files/circl-blackhole-first2017.pdf


Key takeaways

https://blog.0day.rocks/practical-waterholing-through-dns-typosquatting-e252e6a2f99e

✓Powerful attacks can be cheap
✓Only one hit is necessary to enter your target network: 

statistically typosquatting will work very well using an 
efficient exploit kit
▪ Redteam: abuse those!
▪ Blueteam: monitor those!

https://blog.0day.rocks/practical-waterholing-through-dns-typosquatting-e252e6a2f99e

