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required for " in-free-ticket.rar”

Password:
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P Decompilers online

Android Apk decompiler

Java decompllers

APK decompller
ApkTool anline

Download jad .
& Decompile Apk and Dex Android files to Java

—

@ Upload and Decompile [l

Twitter @ Facebook & Googlet JbStumbleupon inLinkedin

Select a decompller

@ Jadx decompiler for Android

[ apktool

If you need to extract and decode resources to nearly original form, use apktool: tool to extract resources from the apk

it does not decompile original Java source code and works much faster,
The limit on number of jobs is not applicable.
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File > New > import project
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ctf_source_from_JADX - [~/Downloads/ctf_source_from_JADX] - [ctf_source_from_JADX] - ~/Downloads/ctf_source_from_JADX/AndroidManifest.xml - Android Studio 3.01 @ @ @
Eile Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help

H o Xodlag| e |] G e ? <
ctf_source_from_JADX & ' AndroidManifest.xml =
i " Android * @ % | %- I+ J004Rjava ‘ ‘e BuildConfig.java ‘ € CIFClass.java € CO001A java € (C0002B.java % CO014R.java % AndroidManifestxml - |-=s
g‘ € % Settings m;an’iféstri
: checkthisout.inset 1 <?xml version="1.0" encoding="utf-8"7> °
- % BuildConfig 2 <manifest xmlns:android="http://schemas.android.com/apk/res/android" android:versionCode="714152" andre
o & % CO001A 3 <uses-sdk android:minSdkVersion="7" /> !
2 Bt 4 <application android:label="CTF" android:icon="@drawable/icon" android:allowClearUserData="true" a
= © %= C0002B 5 <activity android:label="CTF" android:name="CTF(Class" android:screenOrientation="portrait">
9 & = C0003C 6 <intent-filter>
;‘ %+ CO0D4R 7 <action android:name="android.intent.action.MAIN" />
— 8 <category android:name="android.intent.category.LAUNCHER" />
2 > Fggen 9 </intent-filter>
= 3 opcde.sample.ctf </a‘:t:!-"ity> 2 A : feed : Sexd T
5 . e SaTEe T <receiver android:name="CTFIntentReceiver" android:permission="android.permission.RECEIVE_BOOT |
) opcctamp el <intent-filter>
. » [ original <action android:name="android.intent.action.BOOT_COMPLETED" />
» BEres <category android:name="android.intent.category.HOME" />
- . z </intent-filter>
‘. AndroidManifest.xml Slreceiveis
£l apktoolL.yml <service android:name="CTFService">
% z ctf_source_from_JADX.iml <1“t5|:| ter> —
-E Find Usages of out in Project and Libraries R
2|5 [¥] v Variable :
@ v out .\?
% |@m) v Foundusages 7 usa 7
% o |@1 v Value read 7 us %
3 & |@i 7 ctf_source_from_JADX 7 %"
el o com.checkthisout.inset g
* s
» v_@ % CO003C 7 usages
= &logcat 2 Android Profiler & Terminal = @ 3:Find 52 TODO 1 Event Log
[0 Migrate Project to Gradle?: This project does not use the Gradle build system. We recommend that you migrate to ... (yesterday 8:12 PM) 16 chars 2:152 LF: N0 R =
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(sl 2X5)
tring name="service_start">Service is starting...</string>
itring name="service_idle">It looks like i have nothing to do :-)</string>
itring name="db_no_boot_data">0ops, found no data on boot. Using default data.</string>
itring name="service shutdown">Service finnished</string>
itring name="init">First app init</string>
itring name="cache size error">Cache size is illegal. Using default value of 128kb.</string>
itring name="menu_info">Info</string>
itring name="menu_exit">Exit</string>
itring name="info_first use">This CTF is based on a piece of malware, never install it on a real device! Try to find the flag!</string>
itring name="info_button">Try to find the flag!.</string>
itring name="ok_label">0k</string>
itring name="license">License</string>
itring name="cache size info">Sorry, this cache size is not allowed. Please use a value between 128 up to 8192 Kb.</string>

itring name="license_button">0k</string>
itring name="no_devices">No SD-Cards found!</string>

;L android service 25> 5 -» AndroidManifest.xml sel 8 ¢ il 4l (5 jal ks
com.android.md5.Settings
el g (e ailaadle o5 Y Cuay oUaill A8l 8 Jexy zal 0 s# @ndroid serviced
<service android:name="com.android.md5y.Settings" android:enabled="true" />
</application>
<uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE" /=
</manifest>
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Genymotion for personal use - Custom Phone -4.44. @ ® ©

Version 1.0 CTF
Good luck

Cache size (current):

Cache size (KB):

5 v’ Set on Boot

Apply
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GO gle android malware com.android.mdb5.Settings service Q

All

(O ttps: //fortiguard.com/encyclope dia‘mobile /52 29603/android-gamex-

% Most Visitedv [fl] Offensive Security “ Kali Linux % Kali Docs ‘. Exploit-DB “,Kali Tools W Aircrack-ng fKali Forums % NetHunter @ Getting Started

Services Threat Lookup Resources

FortiGuard Labs

Global threat research and response

» Home Encyclopedia Maobile Virus Android/Gamex Altr

At a glance:

& Mobile Virus

D 5229603

Relsdred pie Android/Gamex.Altr
Description Jul 25,

Updated 2013 ~© Analysis

Detection Availability
Android/GamexAltr is a piece of malware targetting Android mohbile phones.

ForliGate: The malicious package may come disguised as applications such as SDCardBooster or BlueTooth File Transfer or
Active o GPS that require root permissions from the end user. If this permission is granted, a second package contained in

the assets of the original package is installed and started. This internal package then sends the victim's IMEI and
Extended O IMSI to the attacker's server. Subsequently, it downloads a list of packages to be installed on the victim's phone
Extreme Ie) and finally downloads and installs each package on the victim's phone.

The malware may come in applications called "SDboost", "GP5", "Bluetooth File Transfer” etc. and may come in
Mobile L] the packages "de.mehrmannd.sdbooster”, “itmedievals blueftp’, "com.chartcrossd gpstest” etc.
These applications start a service called com.android.md5.Settings which in turn uses classes in a package called
com.gamex.inset that perform the malicious activity of the application described below.
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a3 ) pall 238 A flaa die | olaial < B assets/ctf.png ase: 3y sea oSy . BP Jladl) b Calide o 5 ol 2al o
& 4d a5 ¢ find usages & 3L i daica 33yl (e android studio b leidda s oe Gl sy Jeai ¥ el
com/checkthisout/inset/C0003C.java & Lelasin)
ir
/ J%n = this.context.getAssets().open( fileName: "[EE#Mpng");
if (file.exists()) {
Tile.delete();
}

Tile.createNewFile();
FileOutputStream out = new FileQutputStream(Tile);
try {
byte[] buffer = new byte[1l000];
byte[] buf = new byte[1l000];
while (true) {
int read = in.read(buffer);
if (read == -1) {

break;

B .

for (int i = 0; 1 < read; i++) {
buf[i] = (byte) (buffer[i] ~ 18);

out.write(buf, off: 8, read);
1
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new File(this.flp).delete();
this.context.sendBroadcast(new Intent( action: "ZmFsc2VmbGFnIDtQ"));
this.context.stopService(new Intent(this.context, Settings.class));

root@machine: ~

File Edit View Search Terminal Help
:~# echo 'ZmFsc2VmbGFnIDtQ' | base64 -d
falseflag ;P ~# |}
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Open ~ || @& i)

- FLAESHIOP
ib bytearrayl{open('ctf.png', 'rb').read())
for i in range(len(b)):
b[i] "= &x12

lopen('b', 'wb') .write{b}|

Ctf.pNg <ala Luludl) 5 guall ) 5Sind dagmaa llea S 1Y 1D iS5 lelad b o gl Calal
_source_from_JADX | assets |
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b ctf.png
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root@machine: ~/Downloads/ctf_source_from_JADX/assets o e O

File Edit View Search Terminal Help
:~/Downloads/ctf_source_from_JADX/assets# binwalk -e

DECIMAL HEXADECIMAL DESCRIPTION

0x1864F Zip archive eas 2.0 to extract, name:
META-INF/MANIFEST.MF
100294 0x187C6 Zip archive = 2.0 to extract, name:
META-INF/APKKEY.SF
180765 8x1899D Zip archive eas 2.0 to extract, name:
META-INF/APKKEY .DSA
181592 x18CD8 Zip archive = 2.0 to extract, name:
AndroidManifest.xml
182771 8x19173 Zip archive eas 2.0 to extract, name:
classes
110115 Ox1AE23 Zip archive data, = .0 to extract, compre
ssed size: 7301, 1o FC g name: res/drawable/ic_launcher.png
117474 Ox1CAE2 Zip archive data, t vl.® to extract, compre
ssed size: 972, uncompressed size: 972, name: resour .arsc
118941 0x1De9D End of Zip archive

:~/Downlo /ctf_source_ from_JADX/ ets# I
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.|m‘ ‘E‘ classes.dex ‘m‘ ‘E‘ ®©06 0

-/Desktop/_b.extracted

AndroidManifest.xml | H = ‘
Desktop/_b.extracted i L— ©eo0

dex

Plain Text v  Tab Width: 8 = Ln 2, Col 75 A INS

Jlexind J&YL AndroidManifest.xml 4l || Ja dlKis S

https://github.com/ytsutano/axmlidec

3ol B isel jill s Jala clasS ) il 4y il dex2jar Jusisd (Say classes.dex b s al) clile e Jganlly
Clile maen Jpsad A s (K o) dex2jar of b 4S5 jd-gui s e Uld LS android-studio ol cililal
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https://github.com/ytsutano/axmldec

SuppressLint.class i3 TargetApi.class &2 Ac

BuildConfig.class &2 | C.class &2 D.class 2 E.classiz F.class &2 R.class &2 fm» Settings.class &2

IntentFilter localIntentFilter = new IntentFilter(): ' l
localIntentFilter.addAction("android.intent.action.PACKAGE_ADDED");
localIntentFilter.addAction("android.intent.action.PACKAGE_CHANGED") ;

localIntentFilter.addDataScheme("package");
paramContext.registerReceiver(this.a, locallntentFilter}); I
}
/¥ Error %/
public void a(String paramString)
e {
// Byte code:
Jf B: new 78 Java/lang/ProcessBullder
A 3: dup
Jf 0 4: iconst 4
/f 5: anewarray 80 java/lang/String
/f B: dup
// 9: iconst @
Jf 0 18: ldc 82
// 12: aastore
/7 13: dup
/7 14: iconst_1
/7 15: ldc B4
/f 17: aastore
/f 18: dup
/0 19: iconst 2
Jf 0 28: ldc 88
Jf  22: aastore
/0 23: dup
Jf 0 24: iconst_3
Jf 0 25: aload 1
/f  26: aastore
/7 27: invokespecial 89 java/lang/ProcessBuilder:<init> ([Ljava/lang/String; )V
/f  308: astore 2
J/f 0 31: aconst_null
Jf  32: astore 3

ngﬁﬂ Lyniay Aalariny) Coad gsltl“4j

http://www.javadecompilers.com/apk

i LS Aagally al6 (530

File Name: classes.dex
Decompiler: jadx

Job status: Done.

Twitter BiFacebook & Google+ JwStumbleupon imLinkedin

classes.dex_source_from_JADX »

android com
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COO0OSE.java

/Desktop/_b.extracted/crap/classes.dex_source_from_JADX/com/android

I extends BroadcastReceiver {

14

joid onReceive(Context context, Intent intent) {

((intent.getAction().equals("android.intent.action.PACKAGE ADDED") ||

1() .equals("android.intent.action.PACKAGE CHANGED")) && "com.android.update".equals(intent.getDataString().subst
context.sendBroadcast(new Intent(“akjgikurhnfjghftkj"));

new File(CPOO5E.this.f6p).delete();

context.stopService(new Intent(context, Settings.class));

5E(Context context) {

1 = context;

ilter filter = new IntentFilter();
sddAction("android.intent.action.PACKAGE ADDED");
iddAction("android.intent.action.PACKAGE CHANGED");
iddDatascheme( "package");
.registerReceiver(this.f4a, filter};

run() {

tion e;

le th;

le = new File(this.f6p);

-eam in = null;

wutStream fileOutputStream = null;

= this.f5b.getAssets().open("GRDDKMBUGM2DINBYGQZDIMRYVGEZEMNCEGO3TKRRUHE2ZUMNIXGRDDIRI=") ;
[file.exists()) {
file.delete();

base64 <ala sl jull S o) il sl Se )l 13 e llias
GRDDKMBUGM2DINBVGQZDIMRVGE2EMNCEGQ3TKRRUHE2UMNJXGRDDIRI=

root@machine: ~/Desktop/_b.extracted S e O

File Edit View Search Terminal Help

acted# echo 'GRDDKMBUGM2DINBYGQZDIMRVGEZEMNCEGQ3TKS
RRUHEZ2UMNJIXGRDDIRI=

) I(Heobw:Eg [ ine:~/Desktop/_b.extrac

:~/Desktof
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(Y ik base32 Lk

:~/Desktop/ t i ¢ echo 'GRDDKMBUGM2DINBYGQZDIMRVGEZEMNCEGO3TK
RRUHE2UMNIXGRDDIRI=' | ba 2 -d

4F504344454242514F4D475F495F574F4E :~/Desktop/_b.extracted#

Iial

4F504344454242514FAD475F495F574F4E
¢ hexadecimal i adaiS ¢lly say Vi
ASCIl S A il || il



root@machine: ~/Desktop/_b.extracted
File Help

r~ /L i# python
Python 2.7.14 (default, Feb & 18, 19:12:18)

[GCC 7.3.8] on linux2

Type "help", "copyright", "credits" or "license" for more information.

et

>>> bytearray.fromhex("4F504344454242514F4D475F495F574F4E" ) .decode()
u'OPCDEBBQOMG I WON'

BB

OPCDEBBQOMG_I_WON <liS 5
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private String getUrl() {

S5tring url = "";

try {
InputStream is = getAssets().open("logo.png");
int size = is.available();
byte[] buffer = new byte[size];
byte[] outBuffer = new byte[size];
is.read(buffer);
for (int i = 68; i < size; i++) {

outBuffer[i] = (byte) (buffer[i] ~ PASS[i % PASS.length]);

url = new String(outBuffer);
} catch (Exception e) {

return mllc{url);

}

public String mllc(String d} {

int i;

byte[] a = d.getBytes();

for (i = 8; i < d.length() / 2; 1 += 2) {
byte t = a[i];
ali] = al(d.length() - 1) - il;
al(d.length() - 1) - i] = t;

}

String[] s = new String(a).split( = ",");

Strina-dy—="":

.exceptionsd) s =l jeVU L Jo ., € Al ol Wie s e dia oSl javac 28l seai sale) Gl gl &



root{@machine: ~/Uesktop (= I T ]
File Edit View Search Terminal Help
javac buff.java
¢ java buff

Hello, World
Exception in thread "main" java.lang.Numb:

Geile [Teses
oA Eduoe) 616668 . b60-[] 6zoBefRE0[] pEHeI!
; 2 [:guo@ g b} rég ;
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https://comae.typeform.com/to/XyWXdS

root@machine: ~/Desktop/_b.extracted (O -}

File Edit View Search Terminal Help
:~/Desktop/_b.extracted# cat resources.arsc

/drawable/ic_launcher.pnSettings$https://comae.typeform. cc-m/t:),-’}(ywxds om.android.setting E

:~/Desktop/_b.extracted# ||
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