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Hunting CVE-2020-5902

          



• CTI League Founder #2

• Hacker for 25+ years

• Network engineer for 18 years (10 years @ F5 Networks)

• Network security researcher

• Conference speaker (I miss traveling!)

• https://github.com/n0x08 / @n0x08 on Twitter

• Oh yeah, I ’m a Drum&Bass DJ too =) 

whoami

https://github.com/n0x08


• Load Balancer/SSL VPN/ADC/WAF/DNS LB/DPI

• Big expensive network devices which run in most of Fortune 500 (30k+ customers)

• How expensive? $30k-$750k/each (times 2, since they’re sold in pairs)

• Market cap of ~$9B (50% of Citr ix)

• CentOS Linux + Apache Tomcat for GUI

• They’ve had a few nasty vulns over the years....

What exactly is an F5? 



• Sits in the core of networks with access to everything. 

• Rarely upgraded due to cr it ical ity / poor code qual ity

• SSL/TLS off loading (certs & keys stored on the device!)

• LDAP/Active Directory/TACACS/RADIUS creds

• VPN session data

• Access to al l load-balanced servers

• Modify DNS responses

• They also make great beer taps...

Why an F5 is a high-value target



• Traff ic Management Microkernel (TMM): “Serving Plane” (proprietary)

• CentOS: “Host Management Subsystem”

• No SecureBoot, no f irmware validation tools

• No endpoint security

• API: iControl (proprietary)

• Also a REST version of iControl

• Shel ls: bash aka “advanced shel l”

• TMSH (proprietary)

• Also implemented as JSP

• Zero documentation for JSP version

F5 Internal Architecture



• The Traff ic Management User Inter face (TMUI), also referred to as the Conf iguration uti l i ty, 

has a Remote Code Execution (RCE) vulnerabi l i ty in undisclosed pages (K52145254)

• TL;DR – this is a path traversal vulnerabil ity against the management GUI

• https://$IP/tmui /login.jsp /..;/tmui /locallb /workspace /tmshCmd.jsp?command=ANYTHING

• F5 does advise against exposing this to the internet

• 10k people didn’ t fol low that advice

CVE-2020-5902 – Because security reviews are hard



• Mitigation 1: LocationMatch to block ‘..;/ ’

• Bypassed in ~24 hours

• Mitigation 2: LocationMatch to ALSO block ‘hsqldb ’

• This was retracted a day later

• Un-retracted the fol lowing day

• Advance notice to customers? No

• Coordinated patches? No

• IOC tool: 3 weeks after patches

F5 approach to patching/mitigation



• https://swarm.ptsecurity.com/rce-in-f5-big-ip /

• Mikhail Klyuchnikov also found CVE-2019-19781 (Citr ix RCE)!

• “...take a look at the research “Breaking Parser Logic” by Orange Tsai” (BlackHat 2018)

• The method he used was disclosed 20 months before he found the F5 bug

• CVE-2019-19781 was disclosed 5 months prior

• He didn’ t f ind the tmshCmd.jsp POC

• So who did?

Those who do not learn history are doomed to repeat it

https://swarm.ptsecurity.com/rce-in-f5-big-ip/


• "The security f i rm says i t  has identi f ied more than 8,000 vulnerable devices that are exposed 

directly to the internet, including 40% in the United States, 16% in China and 3% in Taiwan.”

• Now, I ’ve been col lecting F5 re lated Shodan dorks for a whi le....

• https://github.com/n0x08/ShodanTools

• . . . .but I didn’ t have one for their management interface

• Fortunately, a CTI League member had one in his lab

• This was as s imple as an ‘http.tit le:’  query!

• https://youtu.be /i7iYcv1XZjA (BHIL 2020)

• 8640 devices exposed (on July 2 nd)

• This al igned with the blog 👍

CVE-2020-5902 – Hunting techniques

https://github.com/n0x08/ShodanTools
https://youtu.be/i7iYcv1XZjA


• Downloaded al l  exposed systems from Shodan 

• Parsed out IP/ASN/hostnames /SSL cert detai ls

• Members worked through the 4 th of July weekend

• Notif ied dozens of healthcare orgs, Fortune 500’s

• Special thanks:

• @SwitHak, @zero_B_S, Randy Pargman, @emilstahl, Chris F, @mRr3b00 t, Eric Brogdon, 

@tomaszmiklas, David Krause 

• Also thanks to the f ine folks from @NCCGroupInfosec!

CTI League Response



• June 30 th – ‘K52145254: TMUI RCE vulnerabil ity CVE-2020-5902’ publ ished

• July 2 nd – CTI League member David Krause & I f igured out a Shodan dork

• July 4 th – Rich Warren (NCC Group / @buffaloverf low) sees activity in his honeypots

• Rich was kind enough to share the POC with me (good things happen when you ask nicely!)

• July 4 th - I send signatures to Shodan & Greynoise

• July 5 th – ‘someone’ drops the POC into a framework

• July 5 th – Wide-scale compromise begins

• July 20 th – F5 publ ishes IOC script

CVE-2020-5902 – Attack timeline



• tmshCmd.jsp - the “second” exploit was the f irst seen ITW

• Hsqldb – the POC was Java based; this is the “f irst” exploit

• ITW exploits seen 2 days AFTER tmshCmd.jsp variant

• Indiscr iminate /automated attacks seen in error messages

• The requested user  (b ig ipuser3)  a l ready  ex i s t s  in  par t i t ion Common.]  cmd_data=create au th user  b ig ipuser3  

password  **** she l l  bash  par t i t ion -access  add  {  a l l -par t i t ions  {  ro le  admin  }  }

• IOCs checking via grep str ing:

• zgrep -r iE ' (hsqldb%3b|log in. jsp /. .%3b /hsqldb|. . ;/| . .%3b /|hsqldb|big ipuser3|systems|run ut i l  

bash|base64| f5.sh|f5mku|) '  /var/ log /*

• All of this should have been provided in the advisory

CVE-2020-5902 – Two Exploits, One CVE



• Web Shel ls, XMR Miners, PupyRAT & more

• Python port scanners /lateral movement tools

• Indications of advanced knowledge:

• mount -o {rw|ro},remount /usr; (f i lesystem workaround)

• cat /conf ig /bigip /kstore /master (SecureVault device key)

• REST API abused post-compromise once attacker account created

• Mitigations don’ t apply to REST; functionality is ‘by design’ when authenticated

• https://research.nccgroup.com/2020/07/05/rif t -f5-networks-k52145254-tmui-rce-

vulnerabil ity-cve-2020-5902-intel l igence / - the def initive IOC l ist

What we found in the rubble

https://research.nccgroup.com/2020/07/05/rift-f5-networks-k52145254-tmui-rce-vulnerability-cve-2020-5902-intelligence/


• Coordinate your patch releases

• Don’t stagger the f ix across 3 weeks of updates

• Ful ly researched, tested, veri f ied mitigations

• If i t ’s not accurate on disclosure day, it ’s useless

• IOCs (i f  known)

• Don’t have them? Test the POC, provide examples

• Early noti f ication to large customers

• Use NDAs; this is cr it ical infrastructure!

• InfoSec community != proper response strategy

Vulnerability response for mission critical hardware



• Security is hard (seriously!)

• Competing vendors are unl ikely to learn from each other

• Don’t assume $$$$ == better security

• Black box systems bui lt on OSS have IOT-grade f laws

• Know your network, exposure & r isk

• Wear a mask (ACLs)

• Social Distance (network isolation)

• Wash your hands (apply patches)

Closing thoughts
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THANK YOU!

          


