
Ghosts in the Machine: 
Unmasking the Dangers of 
Insecure Firmware

Nate Warfield
Director of Threat Intelligence & Research
Eclypsium



© 2023 Eclypsium 2

/whoami

▪ Network hacker
▪ F5 Networks, Microsoft (MSRC, M365)
▪ WIRED25 2020
▪ CTI League founder
▪ Security researcher
▪ Socials: @n0x08
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What a time to be alive

▪ We are on the precipice of AI

▪ We are unaware of our impact on the future

▪ Our technology may outlive our species

▪ We have evolved human communication

▪ BUT…

▪ We’re losing control of the systems we’ve designed

▪ The foundation of computing is poorly defended

▪ As an industry we aren’t learning from our mistakes

Image: https://twitter.com/MalwareArt/
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Firmware 101
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Unified Extensible Firmware Interface (UEFI)

▪ Replaces BIOS

▪ Provides standardized boot process

▪ GUI for system settings

▪ Secure Boot

▪ CSM: Backwards compatibility

▪ Device initialization

▪ Network stack

▪ Not just for endpoints
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Secure Boot
▪ UEFI firmware contains Platform Key (PK)

▪ PK signs other keys; Key Exchange Key (KEK) & Signature Database (DB) Key

▪ KEK ensures only trusted keys can sign software

▪ DB Key signs boot loaders

▪ During boot signatures are validated

▪ DBX revocation list invalidates signatures

▪ Vulnerable bootloaders

▪ Abused bootloaders
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Network devices
▪ Routers & switches

▪ Load balancers & firewalls

▪ SAN, NAS, IPTV

▪ Most run FreeBSD/Linux variations

▪ Firmware is a full operating system

▪ Favorite target of Nation State actors

▪ UNC3524; Russia (F5, Citrix)

▪ UNC3886; China (Fortinet)

▪ UNC4841; China (Barracuda)



© 2023 Eclypsium 8

Why should we care?
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Firmware is so hot hacked right now
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2023 in firmware
▪ Jan 30: Second set of BMC vulns disclosed

▪ March 1: Black Lotus disclosed

▪ March 16: Fortinet attacks by UNC3886

▪ April 7: MSI breach & stolen source code announced

▪ May 31: Gigabyte backdoor disclosed

▪ June 1: Barracuda announces 0-day attacks

▪ June 13: Binding Operational Directive 23-02

▪ June 14: Harden BMCs

▪ July 25: Citrix 0-day announced

▪ Sept 8: Mandiant details Barracuda backdoors

▪ Sept 27: PRC Cisco router backdoors disclosed
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Endpoints: Gigabyte Backdoor

▪ Initially detected as Cr4sh/SmmBackdoor

▪ Windows binary embedded in UEFI

▪ Loaded into memory during boot

▪ Written to disk on Windows startup

▪ Registers binary as a service

▪ Dropped binary then retrieves payloads

▪ No signature validation

▪ No certificate pinning

▪ Same technique as LoJax, MosiacRegressor
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Endpoints: CosmicStrand
▪ Chinese threat actor

▪ Qihoo found in 2017

▪ Kaspersky rediscovered in 2022

▪ UEFI firmware rootkit

▪ Gigabyte & ASUS motherboards

▪ Hooks boot manger

▪ Modifies kernel loader

▪ Shellcode contacts C2 for secondary payload
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Servers: iLOBleed
▪ HP integrated lights-out

▪ Full management control

▪ Accessible via iLO port OR administrative access

▪ Implant prevented patching

▪ Infected bootloader

▪ Disabled logging

▪ Disk wiping
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Network device implants

• UNC3524 APT29/CozyBear

• F5 Networks & Citrix

• Firmware is Linux/FreeBSD

• No security logging or *DR solutions

• Implants can be hidden in config files 

• Reboot/patch/upgrade proof persistence

• Similar TTPs used by UNC481 on Barracuda ESG
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How to hack an F5 better than APT29

▪ I used CVE-2022-1388, a script* and Sliver C2

▪ *From F5’s knowledge base

▪ One Script To Rule Them All

▪ Check for implant; if not found download

▪ Stores implant in configs

▪ Bypass filesystem “security”

▪ Prevents noisy C2

▪ Persists in config backups

▪ Survives patches & full disk wipes

▪ Uses vendor functionality to execute C2
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Equal opportunity exploitation

▪ FreeBSD was … marginally more difficult

▪ Citrix uses “monit” service 

▪ Sliver compiles for *BSD

▪ Write a service wrapper

▪ Load malware dropper as system service

▪ Load on boot cuz yolo

▪ APTs == Noisy

▪ Me == Stealthy
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Servers: Baseboard Management Controllers
▪ Platform management subsystem

▪ IPMI & Redfish interface

▪ Monitoring system hardware

▪ System power and reset control

▪ Logging and alerting

▪ Inventory of system components

▪ Virtual console (aka iKVM)

▪ Remote media mounting

▪ BIOS update
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Servers: BMC&C Vulnerability Research

▪ CVE-2022-40259 – Arbitrary Code 
Execution via Redfish API

▪ CVE-2022-40242 – Default credentials for 
UID = 0 shell via SSH

▪ CVE-2022-2827 – User enumeration 
via API

▪ CVE-2022-32265 – RCE in qDecoder 
(fixed by maintainer)

▪ CVE-2023-34329 – Authentication Bypass 
via HTTP Header Spoofing

▪ CVE-2023-34330 – Code injection via 
Dynamic Redfish Extension
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Secure Boot: BlackLotus
▪ UEFI Bootkit

▪ All versions of Windows 10 & 11

▪ Exploits Baton Drop (CVE-2022-21894)

▪ “Patched” in January 2022

▪ Patch does nothing without DBX update

▪ No DBX update was published, yolo

▪ Patch v2.0: May 2023 + DBX update

▪ Fix cannot be reverted; will be forced by Microsoft
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Secure Boot: 1 Million device research
▪ 1.1 Million dbx & dbxDefault configs analyzed

▪ Only 0.13% (1453) running even close to current dbx

▪ Origin of dbx lists likely manufacturer, too small to be UEFI.org releases

▪ Every system vulnerable to Black Lotus & One Bootloader attacks
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UEFI: Vulnerabilities everywhere
▪ 138k firmware packages

▪ 198k existing CVEs

▪ CWE-119: Improper Restriction of Operations within the Bounds of a Memory Buffer is 
the most popular CWE

▪ 32k+ firmware images; 16% missing basic protections

ShmooCon: “The UEFI Threat: Or How I Can “Permanently” Brick Your Computer”

https://www.youtube.com/watch?v=i70atz2o8Xc&t=8352s 

https://www.youtube.com/watch?v=i70atz2o8Xc&t=8352s
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Firmware Analysis & Comparison Tool (FACT)

▪ Automated unpacking

▪ Password cracking

▪ Vulnerability identification

▪ QEMU emulation

▪ Database backend

▪ Web interface

▪ Fast(ish) with powerful VM
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EMBedded Analyzer (EMBA)
▪ CLI; web reports only

▪ Known Exploited Vulnerability correlation

▪ Generates SBOM (CycloneDX)

▪ Exploit data; availability, capabilities

▪ Uses semgrep for SAST

▪ ChatGPT integration (experimental)

▪ Active project; responsive maintainers
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ChatGPT for reversing & vulnerability research
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EMBA: Vulnerability Research
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If a vuln doesn’t have a CVE, is it even a vuln?

▪ OneKey blogs reused a screenshot

▪ Firmware contained GUI page & httpd server

▪ Shodan all the things

▪ ‘http.title:”Web Manager’ +lighttpd

▪ RACOM M!DGE2 industrial router

▪ Firmware update shortly after 2nd OneKey blog

▪ Update contained the exact same fix

▪ No CVE assigned; no vulnerability mentioned
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Research roadblocks

▪ Support contract requirements

▪ Embedded memory disks

▪ Proprietary formats

▪ AES-SBox

▪ Password protection

▪ Encrypted images

▪ Reseller-only access

▪ App-based updating

▪ VXWorks
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This is fine...
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Black box vendors
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State of the world: 2023
▪ Everything runs firmware

▪ Millions of new attack points connect daily

▪ Firmware attacks will continue to accelerate

▪ Firmware controls increasingly powerful systems

▪ Small research community without vendor support

▪ Attackers will continue to have the upper hand
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Call to action
▪ Hold vendors accountable:

▪ Implement basic memory protection
▪ Use modern Linux versions
▪ Patch vulnerable daemons
▪ Actual logging of security events
▪ Obscurity != security
▪ Device patching should be automatic

▪ We need more firmware researchers

▪ Vendor support for security research

“Unless someone like you cares a whole awful lot
Nothing is going to get better, it’s not” –Dr. Seuss
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Reference material
▪ https://eclypsium.com/blog/vendor-re-use-opens-the-aperture-on-many-vulnerabilities/

▪ https://eclypsium.com/blog/supply-chain-risk-from-gigabyte-app-center-backdoor/

▪ https://www.welivesecurity.com/2023/03/01/blacklotus-uefi-bootkit-myth-confirmed/

▪ https://www.mandiant.com/resources/blog/fortinet-malware-ecosystem

▪ https://www.mandiant.com/resources/blog/unc3524-eye-spy-email

▪ https://alperovitch.sais.jhu.edu/an-experiment-in-malware-reverse-engineering/

▪ https://securelist.com/cosmicstrand-uefi-firmware-rootkit/106973/

▪ https://research.checkpoint.com/2023/the-dragon-who-sold-his-camaro-analyzing-custom-router-implant/

▪ https://www.cisa.gov/news-events/directives/binding-operational-directive-23-02

▪ https://media.defense.gov/2023/Jun/14/2003241405/-1/-1/0/CSI_HARDEN_BMCS.PDF 

▪ https://www.mandiant.com/resources/blog/unc4841-post-barracuda-zero-day-remediation 

▪ https://blog.assetnote.io/2023/07/21/citrix-CVE-2023-3519-analysis/ 

▪ https://www.youtube.com/watch?v=6T4QsltcZ6k (Ekoparty 2022 talk on hacking F5 & Citrix)

https://eclypsium.com/blog/vendor-re-use-opens-the-aperture-on-many-vulnerabilities/
https://eclypsium.com/blog/supply-chain-risk-from-gigabyte-app-center-backdoor/
https://www.welivesecurity.com/2023/03/01/blacklotus-uefi-bootkit-myth-confirmed/
https://www.mandiant.com/resources/blog/fortinet-malware-ecosystem
https://www.mandiant.com/resources/blog/unc3524-eye-spy-email
https://alperovitch.sais.jhu.edu/an-experiment-in-malware-reverse-engineering/
https://securelist.com/cosmicstrand-uefi-firmware-rootkit/106973/
https://research.checkpoint.com/2023/the-dragon-who-sold-his-camaro-analyzing-custom-router-implant/
https://www.cisa.gov/news-events/directives/binding-operational-directive-23-02
https://media.defense.gov/2023/Jun/14/2003241405/-1/-1/0/CSI_HARDEN_BMCS.PDF
https://www.mandiant.com/resources/blog/unc4841-post-barracuda-zero-day-remediation
https://blog.assetnote.io/2023/07/21/citrix-CVE-2023-3519-analysis/
https://www.youtube.com/watch?v=6T4QsltcZ6k


Questions?
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