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• Analysis of high-profile exploits 

• Implant methodologies

• Living off the land tools
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• Takeaways
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Biography

• Director of Threat Research & Intelligence

• F5 Networks, Microsoft (MSRC, M365)

• Network hacker; 18yr network engineer

• CTI League founder; WIRED25 2020

• Security researcher

• Socials: @n0x08

• Formerly owned a Viking beard
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It’s 2024, how is this new?

• Spoiler Alert: It’s not, it’s just rapidly accelerating

• Operating system exploitation has become hard

• Multi-hundred billion $$ EDR industry

• Attackers are moving lower, into firmware

• Phishing attacks aren’t as successful against enterprises

• Nation state techniques are available to cybercriminals

• Dwell time measured in months vs. days

• Superior access to any other beachhead
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Network attacks 2005-Present
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Shifting sands of APT motives

• Russia: Cyber component to kinetic warfare; psyops

• China: Espionage, IP theft, geopolitical tensions

• North Korea: Revenue generation; espionage

• Iran: Retaliatory attacks, espionage

• United States: Espionage; deterrence

• Israel: No nukes for Iran; espionage

• Ransomware Groups: Money, Fame, Power

• Network infrastructure access supports all these missions
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Why is it worse now?

• Traditionally, network firmware was proprietary

• Hard to exploit, mostly undocumented, very hard to persist

• Cisco IOS: single image, unpacked on boot, low persistent storage

• Today network firmware is a full operating system

• Linux or FreeBSD; some with hypervisors & Kubernetes

• Myriad of 3rd party dependencies; supply chain risk

• OS’s mostly unsupported by EDR vendors
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Vendors are largely to blame

• Black box architecture prohibits security research

• Ancient code has ancient vulnerabilities

• Vendors focus on features, security isn’t sexy

• Device architecture 10-20 years old, we had bigger problems then

• Restricted shells make DFIR difficult/impossible

• Patching ecosystem is woefully immature

• There is no financial motivation for vendors to improve

• There is no “most secure vendor” – they’re all bad
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Exploits
The people who can destroy a thing, they control it.



2022: F5 CVE-2022-1388

• Device capabilities: LB, SSL VPN, WAF, others.

• Vulnerability: Header tampering

• Used Host: header instead of real authentication

• Remote Command Execution

• Widespread exploitation via N-day

• PHP Shells; some APT exploitation
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2023: Barracuda ESG CVE-2023-2868

• Device capabilities: Email security gateway

• Vuln: Code execution via malicious Office attachments

• Allowed complete device takeover

• Exploited as zero day by Chinese actors

• First observed occurrence of backdoored config

• Customers had to replace compromised devices
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2023: Cisco IOS XE CVE-2023-20198 

• Device capabilities: Switches, routers

• Vuln: Unauthenticated administrative access

• Allowed actors to create new administrative users

• Exploited as zero day by unknown actors

• Actors installed BadCandy implant 

• 10’s of thousands of devices breached in days
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2023: Citrix Bleed CVE-2023-4966 

• Device capabilities: SSL VPN appliance

• Vuln: Buffer overflow (seriously)

• Allowed actors to leak VPN session tokens

• Exploited as zero day

• Patch release was flawed; didn’t reset sessions

• Actors could still reuse sessions on patched devices

• Boeing, mortgage companies, ISPs breached
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2024: Ivanti Pulse Secure

• Device capabilities: SSL VPN appliance

• Vulnerability: Path traversal (SERIOUSLY?!)

• Provides root shell to the device

• Exploited as zero day

• Mitgations bypassed; delayed patch release

• CISA required device disconnection

• Integrity checking tool is bypassable
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MITRE Unforgivable Vulnerabilities (2007!)

• 1 – Citrix Bleed

• 3 – Vulnerabilities under CVD (Eclypsium)

• 4 – Ivanti Pulse bypass

• 5 – F5, Pulse, Citrix, Ivanti

• 7 – F5

• 8 – Vulnerabilities under CVD (Eclypsium)

• 9 – F5

• 12 – MegaRAC SPX BMC; IoT Vendors
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Implants
Knowing where the trap is—that's the first step in evading it.



Non-persistent implants

• Implants which cannot survive reboots

• Reverse shells via necat

• Basic Meterpreter payloads

• Basic Sliver payloads

• Web shells on non-persistent storage
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PHP Web shells

• Extremely common as first payload

• Also used as secondary / backup payloads

• APT 29 used them to restart implants

• Dropped into web GUI paths

• Advanced actors will change PHP configs

• Highly detectable
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Credential sniffers

• Javascript added to logon pages

• Used in Citrix Bleed camapaign

• Actors modified SSL VPN login; exfil’d creds

• May or may not be persistent

• Depends on whether GUI gets updated

• MFA protects against them
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Sliver C2

• Powerful, open source C2 framework

• Personal favorite; used in my 2022 research

• Allows easy pivoting into backend networks

• Written in Go; portable across all OS’s

• Runs on all network appliances

• Recently used in Ivanti campaign

• Detectable; large files & few OS’s use Go
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Custom appliance malware

• Chinese APTs are the biggest threat to appliances

• Zero days, custom implants, highly evolved

• Used heavily in 2023 campaigns against Fortinet

• Kernel modules & custom services

• BlackTech Cisco implants

• Barracuda ESG implants

• Ivanti implants
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Living off the Land
Survival is the ability to swim in strange water.



Operating system LOLbins

• All appliances run Linux, FreeBSD or a variant

• Most vendors don’t remove built-in utilities

• Staging: ftp, curl, wget, netcat

• Lateral movement: ssh, telnet, smb utilities

• User enumeration: LDAP tools (Active Directory)

• Development tools: Python, Perl, PHP, bash

• Persistence: systemctl, init.d scripts, rc.local
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LLaMas: pack animals then & now

• ChatGPT can write post exploitation tools for you

• Very good at making use of existing LOLBins

• Can accommodate outdated environments (Python2)

• Tell it “My legacy server only supports Python2”

• Automate the easy stuff

• Focus on the hard stuff

• Bypass known detections
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Stealth is rarely required

• Extremely hard to detect attackers on appliances

• Attacks are detected because they break something

• Don’t break traffic processing? Nobody knows

• 18-24 month dwell time; discovered during DFIR

• Security monitoring barely exists on appliances

• Network engineers are rarely security experts

• (I can say this, I was a network engineer for 18 years)
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Detection techniques
I must not fear. Fear is the mind-killer. Fear is the little-
death that brings total obliteration.



Standard Linux/FreeBSD DFIR

• You probably know appliances better than you think!

• Ever done IR on a Linux or BSD server?

• Congrats; you can perform IR on half of appliances!

• Look for weird logins, ssh brute forcing

• Weird processes running as root

• Logs of process crash/restart (especially web servers)

• New user accounts

• Weird connections to other systems
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Configuration Basslines Baselines

• Establish a baseline of the device configuration

• Store this off device, check regularly (script via cron)

• Configurations don’t change often!

• Look at configuration folder & backup sizes

• Baseline running processes & firewall rules

• Understand what normal network connections are

• Block device-initiated egress connections

• Alert on new user creation if possible

• Alert on process crash
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Device startup scripts

• Vendors add ways to execute commands

• Failover, state change, boot, log messages

• Check for new systemd services

• Check for init.d / rc.local startup commands

• Check crontabs; especially for users with shells

• Any unexpected reboot should be investigated

• Look in startup logs for errors starting things

• Attackers make mistakes; look for them
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Directory checksumming

• ls -alR --full-time /path/to/folder |sha256sum

• This will checksum all files in a folder; save output

• Use this on web, config & binary paths (/bin, /sbin, /etc)

• Can be automated via cron

• False positives will happen in config directories

• Be aware of persistent storage partitions

• Keep track of user home directories

• Look for folders named “ “, “.. “, “…”
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Integrity Checking Tool bypass

• Ivanti distributes an integrity tool

• Python script with a huge list of hashes

• Encrypted .tgz file; utility on device decrypts it

• They ignore most folders on the device

• Including a huge persistent partition

• Sliver went undetected

• Startup script would ensure C2
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Takeaways
I will face my fear. I will permit it to pass over me and 
through me. And when it has gone past, I will turn the inner eye 
to see its path. Where the fear has gone there will be nothing.



The slow blade penetrates the shield

• It’s going to get much worse before it gets better

• Attackers will continue have upper hand for years

• There are hundreds of zero days waiting to be found

• Ransomware and APTs target the same devices

• Vendors need to be held accountable

• Governments will likely have to force their hand

• There is no vendor more secure than any other
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How can we raise the bar?

• Understand that appliances are target #1 today

• They have access to *everything*

• Assume-breach and isolate/segment heavily

• Cross train networking & security teams

• Don’t be afraid, they’re just Linux

• Download free trials and familiarize yourself

• Leadership support for ASAP patching

• Multi-vendor strategy can be somewhat effective
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Thank you HackCon
Slides will be posted to github.com/n0x08



Appendix

• https://www.youtube.com/watch?v=6T4QsltcZ6k (my Ekoparty 2022 talk on hacking F5 & Citrix)

• Cutting Edge: Suspected APT Targets Ivanti Connect Secure VPN in New Zero-Day Exploitation | Mandiant

• Fortinet Zero-Day and Custom Malware Used by Suspected Chinese Actor in Espionage Operation | 
Mandiant

• UNC3524: Eye Spy on Your Email | Mandiant

• The Importance of Patching: An Analysis of the Exploitation of N-Day Vulnerabilities | Fortinet Blog

• Rust Payloads Exploiting Ivanti 0-Days Linked to Sliver Toolkit - Infosecurity Magazine

• Exploitation of Citrix Zero-Day by Possible Espionage Actors (CVE-2023-3519) | Mandiant

• Compromising F5 BIGIP with Request Smuggling –

• It’s 2024 and Over 178,000 SonicWall Firewalls are… | Bishop Fox

• Volt Typhoon targets US critical infrastructure with living-off-the-land techniques | Microsoft Security Blog

• Breaking Fortinet Firmware Encryption | Bishop Fox

• Active exploitation of Cisco IOS XE Software Web Management User Interface vulnerabilities
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https://www.youtube.com/watch?v=6T4QsltcZ6k
https://www.mandiant.com/resources/blog/suspected-apt-targets-ivanti-zero-day
https://www.mandiant.com/resources/blog/fortinet-malware-ecosystem
https://www.mandiant.com/resources/blog/fortinet-malware-ecosystem
https://www.mandiant.com/resources/blog/unc3524-eye-spy-email
https://www.fortinet.com/blog/psirt-blogs/importance-of-patching-an-analysis-of-the-exploitation-of-n-day-vulnerabilities
https://www.infosecurity-magazine.com/news/rust-payloads-ivanti-zero-days/
https://www.mandiant.com/resources/blog/citrix-zero-day-espionage
https://www.praetorian.com/blog/refresh-compromising-f5-big-ip-with-request-smuggling-cve-2023-46747/
https://bishopfox.com/blog/its-2024-and-over-178-000-sonicwall-firewalls-are-publicly-exploitable
https://www.microsoft.com/en-us/security/blog/2023/05/24/volt-typhoon-targets-us-critical-infrastructure-with-living-off-the-land-techniques/
https://bishopfox.com/blog/breaking-fortinet-firmware-encryption
https://blog.talosintelligence.com/active-exploitation-of-cisco-ios-xe-software/
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