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Background

Literally a Viking

CTI League founder

• Network hacker
• Security researcher
• F5 Networks – 10yrs
• Microsoft (MS17-010. You’re welcome)
• Not a red teamer



Motivation

First red-centric 

conference 

presentation

Load 

Balancer 

vulns started 

CTI League

F5 DFIR for 

Microsoft & 

CTIL

Mandiant 

report 

inspired me

Nobody 

seems to 

understand 

this space



A brief history of F5 exploitation

▪ CVE-2012-1493 – root ssh key exposed

▪ CVE-2020-5902 - ..;/ path traversal → admin shell

▪ CVE-2022-1388 – header tampering → admin shell

▪ All attacking management interface

▪ Commonly exposed to the internet

▪ Exploits fit in a tweet



UNC3524: Eye Spy on Your Email (Mandiant)



I was … unimpressed

No persistence

Their malware wouldn’t survive an 

upgrade

Strangely inept for an APT

There are far better ways to 

accomplish the same result

Unreliable

They deployed a web shell purely to 

restart their implants

Weird tooling flex

Why not use something more robust



Could I do better?

Narrator: Yes, yes he could



Questionable design decisions

▪ GUI+SSH default enabled on all device IPs

▪ Management & Traffic planes share routes

▪ Multiple by-design methods to run scripts

– On startup & config install

– On failover state change

– Log messages

▪ Configs are stored in a tar file

– Huge directory structure, lots of places to hide

– Zero integrity checks on stored files



Hack all the things get all the money

▪ I used CVE-2022-1388, a script* and Sliver C2

– *From F5’s knowledge base

▪ One Script To Rule Them All

– Check for implant; if not found download

– Hackity hack the filesystem

▪ Writes to failover system for persistence

▪ Tests for running C2; never start >1 instance

▪ Persistence files get backed up



Architecture allows pivoting

▪ BIG-IP doesn’t allow server egress by default

– Requires SNAT on egress interface

▪ All management traffic allowed by default

▪ Sliver pivots allow chains of implant connections

▪ F5 lets you bind C2 listener to failover IP

▪ Interface ACLs can be modified w/o alerting admins

▪ Any default gateway – mgmt. or traffic – will route C2



Low-level persistence

▪ Backups contain most of /config directory

▪ Documentation tells you what files are/not included

▪ ANYTHING in an archived directory will be saved

▪ Abused scripts are included in config backup

– /config/startup

– /config/failover/*

– /config/user_alert.conf

▪ Upgrade/patching copies config archive to new install

▪ /usr/bin is wiped on upgrade; C2 script fixes this



Demo time!



Demo time!



Thank You




