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/whois

Nate Warfield
• Network hacker

• Security researcher

• WIRED25 2020

• Former Microsoft (MSRC & Defender)

• 8th BlueHat; 3rd speaking appearance

• Twitter/Mastodon: @n0x08



Agenda
Firmware 101

Firmware attack trends

Implants and backdoors

MegaRAC vulnerability research

Analysis with FACT & EMBA

Enterprise connected systems

Takeaways



Firmware - Computing



Firmware – Network

• Routers

• Switches

• Firewalls

• Load balancers

• Wifi AP

• iLO & BMC

• IoT 



Firmware – Enterprise systems

• Power distribution

• IP KVM

• Ethernet->Serial adapters

• Door access controls

• Security cameras

• Network video recorders

• Fire suppression

• Environmental control



Attack trends



APT capabilities for all

• Low-level persistence

• Invisible to most security tools

• High privileges & rarely updated

• Historically nation state / APT

• Plenty of Open-Source tools exist

• Ransomware & cyber criminals

• Research proves circa 2000 

vulnerabilities exist in 2022 code





Known exploited vulnerabilities (CISA)

• Started 11/1/22

• Instructs US Gov. on 
patching deadlines

• Attacks increase 
over time

• Firmware 
vulnerabilities 
have become the 
most exploited



Implants



CosmicStrand

• Chinese threat actor

• Qihoo found in 2017

• Kaspersky rediscovered in 2022

• UEFI firmware rootkit

• Gigabyte & ASUS motherboards

• Hooks boot manger

• Modifies kernel loader

• Shellcode contacts C2 for secondary payload
Image source: https://securelist.com/cosmicstrand-uefi-firmware-rootkit/106973/



TrickBoot

• TrickBot banking trojan

• Ryuk delivery via Emotet

• 2020: UEFI capabilities

• Check BIOS WP in SPI

• Read, write, erase firmware

• Uses RWEverything, 

RwDrv.sys (like LoJax and 

Slingshot)
Image source: https://eclypsium.com/2020/12/03/trickbot-now-offers-trickboot-persist-
brick-profit/



iLOBleed

• HP integrated lights-out

• Full management control

• Accessible via iLO port OR 
administrative access

• Implant prevented patching

• Infected bootloader

• Disabled logging

• Disk wiping
Image source: https://threats.amnpardaz.com/en/2021/12/28/implant-arm-ilobleed-a/



Load balancer research

• UNC3524 (Mandiant)

• F5 Networks & Citrix

• Firmware is Linux/FreeBSD

• Full shells increase attack 
surface

• Reboot/patch/upgrade 
proof persistence

Ekoparty 2022: I am become loadbalancer, owner of your network

https://www.youtube.com/watch?v=6T4QsltcZ6k



AMI MegaRAC



Baseboard management controllers

• Platform management subsystem

• IPMI & Redfish interface

• Monitoring system hardware

• System power and reset control

• Logging and alerting

• Inventory of system components

• Virtual console (aka iKVM)

• Remote media mounting

• BIOS update



Research process

• RansomEXX IP leak

• Top of the supply chain

• Remotely accessible APIs

• Redfish API

• Default user accounts

• Command injection



Vulnerabilities (December 2022)

• CVE-2022-40259 – Arbitrary Code Execution 
via Redfish API (CVSS 9.9)

• CVE-2022-40242 – Default credentials for 
UID = 0 shell via SSH (CVSS 8.3)

• CVE-2022-2827 – User enumeration 
via API (CVSS 7.5)

• CVE-2022-32265 – RCE in qDecoder
(fixed by maintainer)

• Low exposure on Shodan

• False negatives due to OEM rebranding

• Higher risk inside a datacenter

• Zero exploitation to date (Greynoise)



Vulnerabilities (January 2023)

CVE-2022-26872 - Password reset 

interception via API (CVSS 8.3)
MegaRAC devices that expose normal HTTP API, for which SMTP 

integration is also configured, are vulnerable to a password reset 

interception. Due to how the password reset is implemented, the 

API does not require any sort of a token in addition to OTP code 

sent to email.

CVE-2022-40258 - Weak password hashes 

for Redfish & API (CVSS 5.3)
MegaRAC uses either md5 hashing with a global salt (same salt 

for all passwords) for older devices, or sha512 with unique salts 

(which is called “Strong” hashing internally) for newer devices.



Analysis tools



Firmware Analysis & Comparison Tool (FACT)

• Automated unpacking

• Password cracking

• Vulnerability identification

• QEMU emulation

• Database backend

• Web interface

• Fast(ish) with powerful VM



EMBedded Analyzer (EMBA)

• CLI; no database

• More tests than FACT

• KEV data

• Exploit information

• Finds things FACT misses 
(sometimes)

• Resource intensive

• More complex but tunable



Research challenges

• Proprietary formats

• AES-SBox

• Password protection

• Encrypted images

• Reseller-only access

• App-based updating

• VXWorks



ChatGPT + IDA

• Cisco ISO images

• Linux tool to decrypt FW

• IDA Free

• ChatGPT

• 1 hour

https://alperovitch.sais.jhu.edu/an-experiment-in-malware-reverse-engineering/



Here be dragons



IP KVM / Terminal servers

• Passwordless accounts 

• Shell scripts as shells

• Serial to Ethernet

• Passwords displayed 
in banner

• Vulnerable OpenSSL



Security cameras & cell routers

• Shellshock (!)

• Heartbleed

• Default creds

• SMB vulnerabilities



Access control systems

• Busybox CVEs

• Default credentials

• Ancient Linux kernels

• Extremely hard to obtain 
firmware images



Untestable vendors



Takeaways
Everything runs firmware

Anything on a network is a target

Attack cadence is increasing

Attackers are always a step ahead

Visibility & research are hindered

Vendors need better accountability
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