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/whois

Nate Warfield

« Network hacker

« Security researcher

- WIRED25 2020

« Former Microsoft (MSRC & Defender)
 8th BlueHat; 3rd speaking appearance
« Twitter/Mastodon: @n0x08
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Agenda

Firmware 101

Firmware attack trends
Implants and backdoors
MegaRAC vulnerability research
Analysis with FACT & EMBA
Enterprise connected systems
Takeaways




Firmware - Computing

RAM / Memory
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Firmware — Network

ROUTER CONTROL PLANE
Route Engine Zero ) m\
- Routers o
° g Embedded
« Switches P
. GenerglPU -
. urpose PFE
« Firewalls e
oute Engine Une o

- Load balancers
- Wifi AP

« ILO & BMC

« JoT
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Firmware — Enterprise systems

- Power distribution

« |P KVM

- Ethernet->Serial adapters
- Door access controls

« Security cameras

-  Network video recorders
« Fire suppression

- Environmental control

BLUEHAT

Latest Firmware Submissions
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Attack trends
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APT capabilities for all

Low-level persistence

Flrmware
backdoors

Invisible to most security tools
High privileges & rarely updated
Historically nation state / APT
Plenty of Open-Source tools exist
Ransomware & cyber criminals

Research proves circa 2000
vulnerabilities exist in 2022 code

+
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2011

Mebromi

One of the first observed malware to attack
the BIOS directly.

2015-2017

Equation Group & Vault 7 Leaks

Two separate instances led to tools and
techniques for firmware attacks being
leaked to the public. In 2015 we leamed of

. Later in 2017,
we learned of Dark Matter and

MosaicR

Researchers at Kaspersky disclosed a

new UEF! implant being used in the wild
dubbed MosaicRegressor. This implant

has been used in targeted attacks as a way
to maintain a persistent foothold in target
organizations and evade most detection
controls while delivering malicious payloads
to compromised systems. You can find
more information about

September

2021

FinSpy

A UEF component belonging 1o the
FinFisher surveillance toolset. Although
researchers have tracked the spy tool since
at least 2011, the bootkit didn't surface
until 2021. You can find our full write-up,
including a video breakdown, of FinSpy

o

January

2022

MoonBounce

Discovered in January and attributed to
APT41, or an actor closely affiliated to the
group, which researchers say is part of the
Winnti Umbrella.

July

2022

CosmicStrand

One of the most recent examples of
malware that "hooks” UEFI at an early stage
to infect all subsequent operations in the
boot process. The end result is malware
steaithy infecting the Windows kemel,
evading most protections. You can find our
write-up on CosmicStrand

2015

cking Team

Hacking Team had a UEFI rootkit that was
used to maintain persistent access to
target systems. It is believed that this was
installed with physical access, however, it
is possible that physical access was not
required to implant the malware

Russian hacking group Fancy Bear is

found using a UEFI rootkit to install Lojax,
independent of the kernel and operating
system, even a complete wipe of the hard
drive will not remove the malware (patched
UEFI modules of the LoJack anti-theft
software (also known as Computrace)
were used). (You can find our discussion of
LoJax )

December

2020

Trickboot

Trickbot contains code to read, wnite, and
erase firmware dubbed Trickboot. This was
discovered in a collaborative research effort
between Advanced Intelligence {Advintel)
and Eclypsium

October

2021

ESpecter

A bootkit persisting in the EFI System
Partition that can bypass Windows Driver
Signature Enforcement to load its own
unsigned driver. You can find our article on

June

2022

Conti Group Found Actively Looking
For Firmware Vulnerabilities

Leaked chat logs show that the Conti
ransomware group is actively looking for
firmware vulnerabilities, specifically in Intel
ME technologies.

October

2022

BlackLotus

Researchers observed a UEFI bootkit sold
online called "BlackLotus”. Commanding
a 55,000 price tag the sellers claim this
malware can bypass Secure Boot

BLUEHAT




Known exploited vulnerabilities (CISA)

unt of Vuln. Category

Started 11/1/22

Instructs US Gov. on
patching deadlines

Attacks increase con
over time
Firmware

vulnerabilities

have become the
most exploited qE
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Implants
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CosmicStrand

« Chinese threat actor

« Qihoo found in 2017

« Kaspersky rediscovered in 2022
« UEFI firmware rootkit

« Gigabyte & ASUS motherboards
« Hooks boot manger

- Modifies kernel loader

 Shellcode contacts C2 for secondary payload

BLUEHAT
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TrickBoot

+ TrickBot banking trojan

« Ryuk delivery via Emotet

oo o D
« 2020: UEFI capabilities oo °© E
o

° C h eC k B | O S W P | N S P | PowerShell Empire Conti Ransomware
iﬁl

« Read, write, erase firmware o

Trickbot Malware
 Uses RWEverything, 2

RwDrv.sys (like LoJax and
Slingshot)

Cobalt Strike Ryuk Ransomware
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ILOBleed

» HP integrated lights-out
» Full management control

ILO

« Accessible via iILO port OR Firmware mage
administrative access

+ Implant prevented patching sasses d

- |Infected bootloader |

- Disabled logging

) DiSk Wlping ILO Start  — Boot Loader _

+
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Load balancer research

« UNC3524 (Mandiant)
« F5 Networks & Citrix
« Firmware is Linux/FreeBSD

« Full shells increase attack
surface

« Reboot/patch/upgrade
proof persistence

Ekoparty 2022: | am become loadbalancer, owner of your network
https.//www.youtube.com/watch?v=6T4QsltcZ6k

+
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AMI MegaRAC
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Baseboard management controllers

DDR4 Channel E

«  Platform management subsystem
- |IPMI & Redfish interface S Haswel

el (Socket

CPUO
Haswell BEEZEEUET

EP EP
(Socket  [EALE
R3)

DDR4 Channel H

«  Monitoring system hardware

DDR4 Channel D

«  System power and reset control o |
: erti ==
« Logging and alerting
Weﬂg:urg e
« Inventory of system components co12 =
I
. . S HEHEE B
«  Virtual console (aka iKVM) I
TPM / Debug Header
« Remote media mounting Aspeed
AST2400/

AST1400

«  BIOS update

+
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Research process

Gigabyte Technology

RansomEXX IP leak o/ gigabyte.com

Gigabyte Technology is a Taiwanese manufacturer and distributor of computer hardware. Gigabyte's

TO p Of th e S u p p |y C h a i n Fnrincipal busin.ess is motherboards.

Read more

¢ Qe m Ote |y a CceSS i b | e A P | S published: 2021-08-12, visits: 834809, leak size: 46GB
« Redfish API

WT Microelectronics
« Default user accounts s/ hvimescom

WT Microelectronics Co., Ltd. develops and markets integrated circuits (IC) products. The Company's
products include linear IC, applied IC, admixture semaphore IC, logic IC, image detecting IC, and

C O m m a n d I nJ e Ctl O n memory IC. Wintech acts as an agent for Texas Instruments, Fairchild, ST Microelectronics, Marvell,

Wolfson, and Bowoon.

Read more

published: 2021-07-01, visits: 908085, leak size: 31.18GB

+
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Vulnerabilities (December 2022)

CVE-2022-40259 - Arbitrary Code Execution
via Redfish APl (CVSS 9.9)

CVE-2022-40242 — Default credentials for
UID = 0 shell via SSH (CVSS 8.3)

CVE-2022-2827 — User enumeration
via APl (CVSS 7.5)

CVE-2022-32265 — RCE in gDecoder
(fixed by maintainer)

L]

Gigabyte -

Hewlett Packard Enterprise —

nspur confirmed they are

niel —

L]

Lenovo —
Low exposure on Shodan

NetApp —

NVIDIA is impacted and wi

L]

False negatives due to OEM rebranding

Higher risk inside a datacenter

Zero exploitation to date (Greynoise)
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Vulnerabilities (January 2023)

CVE-2022-26872 - Password reset

Interception via APl (CVSS 8.3)

MegaRAC devices that expose normal HTTP API, for which SMTP
integration is also configured, are vulnerable to a password reset
interception. Due to how the password reset is implemented, the
API does not require any sort of a token in addition to OTP code
sent to email.

CVE-2022-40258 - Weak password hashes
for Redfish & API (CVSS 5.3)

MegaRAC uses either md5 hashing with a global salt (same salt
for all passwords) for older devices, or sha512 with unique salts
(which is called “Strong” hashing internally) for newer devices.

BLUEHAT v

& Microsoft




Analysis tools

BLUEHAT = Microsoft



Firmware Analysis & Comparison Tool (FACT)

« Automated unpacking g
01000001
01000011
01010100

 Password cracking

 Vulnerability identification

. B rinwalk [0 input wectors
([ J QE M l ' el I l u |at| O n @ cpu architecture @ interesting uris
Oerypto hints Bip and uri finder
M crypto material Oipc analyzer
- Database backend
O cwe checker @ know ulnerzbilities
° Oprin
° eb Interrace
_Jelf anal s U gemu
M cxploit mitigations ft il
L] L] . .
« Fa St(l S h) with powe rful VM T e e o
O hardware analysis Os
Ohashlockup Ot1
OJinformation leaks ~  Musers an d passwords
Binic
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EMBedded Analyzer (EMBA)

« CLI: no database
« More tests than FACT
.  KEV data

Analysis preparation

11111 D ( de emulat

. . . Binary firmwarc basic analyzer
[ J
Firmvare and testing details

Static binary firmware versions
detection

. Finds things FACT misses

functions

(sometimes)

Check binaries for weak

. . root:ToCOvBqxP13qs:8:0:root: /root/: /bin/
® R t admin:yiVXjXdLpGfug:@:8:admin:/:/bin/sh
e S O u rce I n e n S Ive root:yiNNyNaXWRwx. :8:0:root: /root/: /bin/sh
Loaded 3 password hashes with 2 different salts (1.5x same-salt boost)

« More complex but tunable [ (oot




Research challenges

« Proprietary formats
« AES-SBox

- Password protection A Widespread Logic Controller Flaw Raises
, the Specter of Stuxnet
e E n C rypted I m a g eS More than 120 models of Siemens” §7-1500 PLCs contain a serious vulnerability—and no fix

is on the way.

« Reseller-only access

The vulnerability was discovered by researchers at the embedded device security firm

° A p p - ba S ed u p d a tl n g Red Balloon Security after iS5 S igubi CAGELERCETEEYE L) b ERnE kb Gy i)

SEEI GRS B S Eli=, which Siemens has encrypted for added protection
«  VXWorks

+
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ChatGPT + IDA

FIEE
lea rdx, [rbp+var_A@]
lea rax, [rbp+var_3@]
mowv rsi, rdx
mov rdi, rax
call Fwdec
lea rsi, [rbp+var_E@]
[ , e lea rcx, [rbp+var_Ag]
i 1 lea rax, [rbp+var_se]
o a lea rdx, [rbpt+var_Be]
o N mov [rsp+218h+var_218], rdx
e : mow r9, rsi
oy s mov r8, rox
L=l 2 mov rcx, rax
C © ° oy . mov edx, offset a5555Deviull2l @ ; »fdev/null 2:&1"
() I S CO | S O I m a e S o . mov esi, 3FFh ; maxlen
[ 1s mov edi, offset buf ; s
o a mov eax, @
moy 3 call _snprintf
© Lol 3 mov edi, offset buf
» Linux tool to decrypt FW [ &=
Ll 1 F] test eax, eax
o 1. jz loc_4@1AEL
moy "
Lol E) . . . . PN T) .
Y | DA F re e mov N This code is a sequence of x86 assembly instructions that initialize values in memory. The
z: - : “mov™ instruction copies a value into a memory location. The memory locations being
e L var_LFl, referenced are relative to the base pointer “rbp". The values being copied into these
iea s va
Y ‘ h a tG P T lea rax, [rbpsvar_ locations appear to be ASCIl codes for characters, indicated by the use of hexadecimal
z: j;‘r :;x values (e.g. “20h” is the ASCII code for the character -*). The resulting string of characters
= edx, offset asspevtiullal might represent a message or data of some sort.
mov esi, 3FFh ; maxlen
mow edi, offset buf ; s
« 1 hour
call _snprintf
may edi, offset buf )
call executecnd print the string of characters
test eax, eax
iz short loc 4BBFES

The string of characters can be constructed from the ASCII codes in the code:

D Copy code

https://alperovitch.sais.jhu.edu/an-experiment-in-malware-reverse-engineering/ zfguifkoph]ug*]




Here be dragons
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IP KVM / Terminal servers

« Passwordless accounts

SHODAN Explore Downloads Pricing & lantronix password: -secured

« Shell scripts as shells

TOTALRESULTS & View Report & Download Results Ll Historical Trend [T
1 !21 5 Partner Spotlight: L ocking for a place to store all the Shodan d|
. TOP COUNTRIES 66.183.177.76
« Serial to Etherne 4

566-183 be

==+ Lantronix UD5118@ Device Server

TELUS Commu MAC address 2@82A3833FD2

I*l Canada, vancouver

Software version V6.11.0.@ (150508)

. Password
« Passwords displayed
W |
° root:P8eksvwYqFTsM:@:8:root: /root: /bin/sh United States 848 :iﬂigf);ofﬁjm Lantronix:
I n a n n e r bin:*:1:1:bin:/bin:/bin/sh canada 74 ;

= United States, Seattle Type: Xo0

daemon:*:2:2:daemon: /usr/sbin:/bin/sh Grechia 57 . Version: 6.18.8.1
adm: *:3:4:adm: /adm: /bin/sh ics MAC Address: 00:80:A3:34:BE:50
R Sweden 32 1P Address: 125.95.185.9
yne:/bin:/bin/sync Goteway: 128.95.185.108
() l I n e ra e e n t*:6:11:shutdown: /sbin: fsbin/shutdown United Kingdom 28
uucp:*:18:14:uucp:/var/spool/uucp: /bin/sh

nobody: *:65534:65534 :nobody: /home: /bin/sh
config::

:@:root:/:/binferic_config

zroot:/:/bin/reboot.sh
zroot:/:/bin/rm_oem.sh|




Security cameras & cell routers

« Shellshock (1)

- Heartbleed

- Default creds

« SMB vulnerabilities

BLUEHAT

FAOT Firmware Analysis and Comparison Tool #Home i=Database~ X Upload @ Info~ w4 Feedback

oreos O] - RG] - R - B

Digicap Digicap_V5.2.0build181123 v. V5.2.0
Private Key Found

UID: c968901a691612788dccf9a37c4f3844e099bch86301e332d5h48938819d973_43279058

|
Firmware Analysis and Comparison Tool # Home #=Database~ X Upload @ Info~ & Feedback

oo AU o - g0 - B

Lantronix G520 v. 1.9.0R10
Private Key Found  Linux Kernel 5.4.41]

UID: b9e5ffd50592486147f0539bef4ff71e5d2b27685f4be882976baf95ee586835_36125696

+
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Access control systems

|
FACH Firmware Analysis and Comparison Tool @ Home #=Database~ X Upload @ Info~ #Feedback |

oo OO - < - v
o Busybox CVES Lenel LNL-4420 v. 1.208

Prvate Key Found L Kemet 3151

UID: 9391d4d7db217d43154bcBd3973b109172ad6ab7b32baf6203e66b8dd9562c74_10084037

« Default credentials

T T, SR LR S 7 AR, A R ST

e AﬂClent LanX kernels o =y ';.;..;.“....wuu.;u;;

« Extremely hard to obtain
firmware images

Trellix Threat Labs Uncovers Critical Flaws in
Widely Used Building Access Control System

By Steve Povolny, Sam Quinn - June 9, 2022
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Untestable vendors

ArC

by Schneider Electric

>

CRESTRON.

E-T-N
TRIPP-LITE

m®

Honeywell

[% Liebert.

BLUEHAT

30 Mitel
Powering connections

Johnson ﬂj)l

Controls

Raritan.

A brand of Lllegrand’

+
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Takeaways

Everything runs firmware
Anything on a network is a target
Attack cadence is increasing
Attackers are always a step ahead

Visibility & research are hindered
Vendors need better accountability
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