
GHOSTS IN THE MACHINE
FIRMWARE VULNERABILITIES IN CRITICAL INFRASTRUCTURE



/WHOIS NATE WARFIELD

• Director of Research @ Eclypsium

• F5 Networks, Microsoft (MSRC, M365)

• Destroyer of network devices

• 4th time BruCON speaker

• Security researcher

• Socials: @n0x08
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AGENDA & MOTIVATIONS

• Current firmware landscape

• Firmware analysis 101

• Open-source toolsets

• Obligatory ChatGPT references

• Wanna see a dead body?

• Conclusions
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• I’ve done defensive talks

• I’ve done offensive talks

• This is an educational talk

• Firmware security needs humans

• BruCON attracts up & coming people

• B33R



WHAT IS FIRMWARE?

• The OS(s) under your OS

• Controls hardware

• Secure Boot, UEFI, TPM, CPU, etc.

• Egregious vulnerabilities

• Complex to update

• Invisible to *DR solutions
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WHY SHOULD WE CARE?
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FIRMWARE IS SO HOT HACKED RIGHT NOW

• Jan 30: Second set of BMC vulns disclosed

• March 1: Black Lotus disclosed

• March 16: Fortinet attacks by UNC3886

• April 7: MSI breach & stolen source code announced

• May 31: Gigabyte backdoor disclosed

• June 1: Barracuda announces 0-day attacks

• June 13: Binding Operational Directive 23-02

• June 14: Harden BMCs

• July 25: Citrix 0-day announced

• Sept 8: Mandiant details Barracuda backdoors

BRUCON 0X0F - SEPTEMBER 29TH, 2023



KNOWN EXPLOITED VULNERABILITIES

BRUCON 0X0F - SEPTEMBER 29TH, 2023



FIRMWARE ANALYSIS

“Firmware is the immutable law that governs the machine, the commandments 

etched into its very being”

--ChatGPT
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COMMERCIAL OFFERINGS

• Limited firmware support

• SBOM

• Identify CVEs

• Identify CWEs

• Crypto material/passwords

• You’re paying for the GUI

• Microsoft Defender for IoT

• OneKey

• Finite State

• Netrise

• Nozomi Networks

• Bugprove
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INITIAL ANALYSIS & UNPACKING

• Firmware requires unpacking first

• Complexity varies by vendor and version

• Sometimes binwalk is enough

• Somethings literally nothing will work

• Unblob >> binwalk

• Custom packing is a thing

• 7zip is your friend
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STATIC APPLICATION SECURITY TESTING (SAST)

• Static analysis requires source code

• D(ynamic)AST analyzes running applications

• DAST is out of scope for this talk

• Semgrep (multi-language, has paid version)

• Progpilot (PHP)

• OSS tools are very limited (big money in SAST)
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AUTOMATE ALL THE THINGS

• Firmware analysis is generally slow

• Hard to perform analysis at scale

• Expensive to buy hardware

• Wanna loan me your datacenter?

• EOL devices are still prevalent

• I’m not an RE expert & have limited time
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FIRMWARE ANALYSIS AND COMPARISON TOOL (FACT)

• Automated unpacking via binwalk

• Password cracking via john the ripper

• Vulnerability identification

• QEMU emulation

• Database backend

• Web interface

• Fast(ish) with powerful VM
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EMBEDDED ANALYZER (EMBA)

• CLI; web reports only

• Known Exploited Vulnerability correlation

• Generates SBOM (CycloneDX)

• Exploit data; availability, capabilities

• Uses semgrep for SAST

• ChatGPT integration (experimental)
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TUNING EMBA

• 76 modules; 44 test modules, 17 prep modules

• 2-36hrs per analysis (!)

• emba/config/module_blacklist.txt

• S99_grepit

• S110_yara_check

• S15_radare_decompile_checks

• Test with a defined set of modules

• emba/helpers/running_modules.sh

• Add more resources

• I run 12x 3.8Ghz AMD Ryzen cores + 32GB RAM
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CHATGPT ALL SOME OF THE THINGS
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IT’S NOT AI AND IT WON’T TAKE OUR JOBS (YET)

• ChatGPT hallucinates like a VC bro at Burning Man

• No recognition of code interdependencies & imports

• Automated SAST is not reliable; tons of false positives

• Token limitations/price

• Too slow for at-scale analysis

• GPT3 >> GPT4

• Custom LLMs?
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ADJACENT RESEARCH
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BUSTED: UNDOCUMENTED SECURITY PATCH

• OneKey blogs reused a screenshot

• Firmware contained GUI page & httpd server

• Shodan all the things

• ‘http.title:”Web Manager’ +lighttpd

• RACOM M!DGE2 industrial router

• Firmware update shortly after 2nd OneKey blog

• Update contained the exact same fix

• No CVE mentioned
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HOW NOT TO BUILD A BACKDOOR

• Initially detected as Cr4sh/SmmBackdoor

• Windows binary embedded in UEFI

• Written to disk on Windows startup

• Registers binary as a service

• Dropped binary then retrieves payloads

• No signature validation

• No certificate pinning

• Same technique as LoJax, MosiacRegressor, MoonBounce
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(IN)SECURITY CAMERA SYSTEMS

• Hikvision IP cameras

• Paid engagement for a government contractor

• Hardcoded passwords on 2 accounts

• Second proposed engagement … also Hikvision

• SSH host key backdoor
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THIS IS WHY WE CAN’T HAVE NICE THINGS, DARLING

• Shellshock (!)

• Heartbleed

• Default creds *everywhere*

• SMB vulns in network DVRs

• Linux 2.x & 3.x kernels
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BECAUSE YOU BREAK THEM

• Serial to Ethernet devices

• Passwordless accounts 

• Shell scripts as shells

• Passwords displayed in banner

• 9 root accounts?

• ping $1
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I HAD TO TAKE THEM AWAY

• Fortinet firmware is encrypted

• Fortinet firmware had zero ability verify file integrity (<v7.4.0)

• Fortinet does not support copying files to/from devices

• Forensics only performed via snapshots provided to Mandiant

• https://bishopfox.com/blog/breaking-fortinet-firmware-encryption 
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RESEARCH ROADBLOCKS

• Support contract requirements

• Proprietary formats

• Password protection

• Encrypted images

• Reseller-only access

• App-based updating
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FIRMWARE BLIND SPOTS
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CLOSING THOUGHTS

• Everything runs firmware

• Millions of new attack points connect daily

• Firmware attacks will continue to accelerate

• Firmware controls increasingly powerful systems

• Small research community without vendor support

• Attackers will continue to have the upper hand
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REFERENCE MATERIAL

• https://eclypsium.com/blog/vendor-re-use-opens-the-aperture-on-many-vulnerabilities/ 

• https://eclypsium.com/blog/supply-chain-risk-from-gigabyte-app-center-backdoor/ 

• https://www.welivesecurity.com/2023/03/01/blacklotus-uefi-bootkit-myth-confirmed/ 

• https://www.mandiant.com/resources/blog/fortinet-malware-ecosystem 

• https://www.mandiant.com/resources/blog/unc3524-eye-spy-email 

• https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally 

• https://alperovitch.sais.jhu.edu/an-experiment-in-malware-reverse-engineering/ 

• https://securelist.com/cosmicstrand-uefi-firmware-rootkit/106973/ 

• https://research.checkpoint.com/2023/the-dragon-who-sold-his-camaro-analyzing-custom-router-implant/ 

• https://www.cisa.gov/news-events/directives/binding-operational-directive-23-02 

• https://media.defense.gov/2023/Jun/14/2003241405/-1/-1/0/CSI_HARDEN_BMCS.PDF 

• https://www.youtube.com/watch?v=6T4QsltcZ6k (Ekoparty 2022 talk on hacking F5 & Citrix)
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THANK YOU BRUCON
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