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AGENDA & MOTIVATIONS

Current firmware landscape I’ve done defensive talks

Firmware analysis 101 I’ve done offensive talks

®* Open-source toolsets This is an educational talk

Obligatory ChatGPT references Firmware security needs humans

®* Wanna see a dead body? BruCON attracts up & coming people
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WHAT IS FIRMWARE?

®* The OS(s) under your OS

® Controls hardware

® Secure Boot, UEFI, TPM, CPU, etc.
® Egregious vulnerabilities

®* Complex to update

® Invisible to *DR solutions
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WHY SHOULD WE CARE?

2011

Mebromi

One of the first observed malware to attack
the BIOS directly

2015

Hacking Team

2015-2017

Equation Group & Vault 7 Leaks

techniques for firmware attacks being
leaked to the public. In 2015 we leamed of

Later in 2017,
we learned of Dark Matter and

ing Team had a UEFI rootkit that was Russian

used to maintain persistent a
target systems. It is believed th

installed with p

is possible that physical access was not
required to implant the malware.

2018

vg group Fancy Bear

October

2020

fosaicRegressor

Researchers at Kaspersky disclosed a

new UEFI implant being used in the wild
dubbed MosaicRegressor. This implant

has been used in targeted attacks way
1o maintain a persistent foothold in target
organizations and evade most detection
controls while d: ring malicious payloads
to compromised systems. You can find
more information about

found using a UEFI rootkit to install Lojax,

s, howev system, ever

drive will not rel

independent of the kernel and operat
complete wipe of t

move the malware (patched
UEFI modules of the LoJack anti-the

software (also known as Computrace)
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an find our discussion of

2020

Trickbot contains code to read, wnite, and

A UEA component belonging to the
FinFisher surveillance toolset. Although
d the spy tool since
at least 2017, the bootkit didn't surface
til 2021. You can find our full write-up,
yding a video breakdown, of FinSpy

A bootkit persisting in t
Partition that can byp:
Signature Enforcement to load its own
unsigned driver. You can find our article on

January

2022

MoonBounce

Discovered in January and attributed to
APT41, or an actor closely affiliated to th
group, which r rches y is part of the
Winnti Umbr

October

2021

ESpecter

July

2022

CosmicStrand

One of the most recent exam

malware that "hooks” UEFI at an early stage

to infect all subsequent operations in the
boot pro . The end result is malware

nfecting the Windows kemel,
evading most protections. You can find ol
write-up on CosmicStrand

2022

Conti Group Found Actively Looki
For Firmware Vulnerabilities

EFI System
Windows Driver

Leaked chat logs show that the Conti
ransomware group is act
firmware vulnerabilities, specifically in In
ME technologies.

Researchers

looking for

ur

October

2022

BlackLotus

observed a UEF] bootkit sold
online called "BlackLotus®. Commanding
a $5,000 price tag the sellers claim this
malware can bypass Secure Boot




Jan 30: Second set of BMC vulns disclosed

March 1: Black Lotus disclosed

March 16: Fortinet attacks by UNC3886

April 7: MSI breach & stolen source code announced
May 31: Gigabyte backdoor disclosed

June 1: Barracuda announces O-day attacks

June 13: Binding Operational Directive 23-02

June 14: Harden BMCs

July 25: Citrix O-day announced

Sept 8: Mandiant details Barracuda backdoors
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TLP:CLEAR
Cybersecurity Information

Harden Baseboard Management Controllers

Summary

Baseboard management controllers (BMCs) are trusted components designed into a computer’s
hardware that operate separately from the operating system and firmware to allow for remote
management and control, even when the system is shut down. This Cybersecurity Information
Sheet (CSl), authored by the National Security Agency (NSA) and the Cybersecurity and
Infrastructure Security Agency (CISA), highlights threats to BMCs and details actions
organizations can use to harden them. NSA and CISA encourage all organizations managing
relevant servers to apply the recommended actions in this CSI.

Malicious actors target overlooked firmware

BINDING OPERATIONAL DIRECTIVES

Binding Operational Directive 23-02

June 13, 2023

RELATED TOPICS: CYBERSECURITY BEST PRACTICES

e EEE——

MITIGATING THE RISK FROM INTERNET-EXPOSED MANAGEMENT INTERFACES

This page contains a web-friendly version of the Cybersecurity and Infrastructure Security Agency's Binding

Operational Directive 23-02: Mitigating the Risk from Internet-Exposed Management Interfaces.




KNOWN EXPLOITED VULNERABILITIES

2002 | 2005 | 2007 | 2009 | 2011 | 2013 | 2015 | 2017 | 2019 | 2021 | 2023
2004 2006 2008 2010 2012 2014 2016 2018 2020 2022 Total 2002-2023

M Firmware ™ Driver (0133 Server Software W Virtualization ™ Office Applications ® Web Browser MW Software Library W Applications
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FIRMWARE ANALYSIS

“Firmware is the immutable law that governs the machine, the commandments

efched into its very being”

--ChatGPT -

MIL‘Z—I“‘%




COMMERCIAL OFFERINGS

® Microsoft Defender for loT
®* OneKey

® Finite State

® Netrise

®* Nozomi Networks

® Bugprove

BRUCON OXOF - SEPTEMBER 29TH, 2023

® Limited firmware support

* SBOM

® |dentify CVEs

® Identify CWEs

* Crypto material /passwords

®* You'’re paying for the GUI



INITIAL ANALYSIS & UNPACKING

CA\Users\nate.warfield_eclyps\Downloads\build-13.1-9.60_nc_64.tgz\build_artesa_9_60_nc_t4.tar\ns-13.1-9.60.gz\kernel.nc.a
File Edit View Favorites Tools Help

Firmware requires unpacking first .
R = o o wm ¥ 1

. . . Add  Extract Test Copy Move Delete Info
C O m p I eX ITy VG r I eS by Ve n d O r q n d Ve rS I O n ? ‘ Ch\Users\nate.warfield_eclyps\Downleads\build-13.1-9.60_nc_64.tgz\build_artesa_9_60_nc_&4.tar\ns-13.1-9.60.gz\kerne
M a.r'ne Vi = Offset  Virtual Address
Sometimes binwalk is enough A

D .data
D redata

Somethings literally nothing will work

Unblob >> binwalk

Custom packing is a thing

/zip is your friend
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STATIC APPLICATION SECURITY TESTING (SAST)

<?php
require_once('config/config.php');

® Static analysis requires source code require_once(" include/utils.php');

require_once('include/class.sdk.php’);

$sdkAdminObj = new SdkAdminClass();

®* D(ynamic)AST analyzes running applications 5 (isset(§_POST]*stopRunningIobTd' ){

$id = $ POST['stopRunninglobld’];
$filename = "/mnt/sdk/tmp/job-$id.pid";
if (file exists($filename)){

® DAST is out of scope for this talk il
isigsz(;;Ei:§fflle,f11951ze($fllename));
exec(escapeshellemd("kill -15 " escapeshellarg($pid)))

®* Semgrep (multi-language, has paid version) for (812 8ic 100 ¢

if (!file exists("/proc/$pid")) break;

L
- Progpllot (PH P) i (fllﬁ_ex:ls-ts(I“c/FIIrI‘?rC'r/,Bplldlll?) { " . escapeshellarg($pid)))
sleep(1);
. . . . unlink($filename); . . ) ) o
®* OSS tools are very limited (big money in SAST) N ekl
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AUTOMATE ALL THE THINGS

®* Firmware analysis is generally slow
®* Hard to perform analysis at scale

® Expensive to buy hardware

®* Wanna loan me your datacenter?

®* EOL devices are still prevalent

® I'm not an RE expert & have limited time
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FIRMWARE ANALYSIS AND COMPARISON TOOL (FACT)

® Automated unpacking via binwalk o Firmwaresu?:_:lions
® Password cracking via john the ripper
® Vulnerability identification

®* QEMU emulation

®* Database backend

®* Web interface

® Fast(ish) with powerful VM
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\\K EMBEDDED ANALYZER (EMBA)

. C LI ° b T I [+] Tested firmware: /home/nate/digicap V5.2.0 build 181123.dav
, We repor S on y [+] EMBA start command: ./emba.sh -c -f /home/nate/digicap V5.2.0_build 181123.dav -1
[+] Detected architecture and endianness (verified): ARM / EL
[+] Operating system detected (verified): Linux / v3.0.8

(] K E I Q d V I b' I Q I Q [+] 141 files and 48 directories detected.
nown EXxploite ulnerability correlation [ et
[+] Found 243 yara rule matches in 141 files.
[+] Found 3 successful emulated processes (user mode emulation).

Binary firmware file analyzer
. [+] Found the following cenfiguration issues:
ene rq eS yc one Found 189 areas with weak permissions.

Binwalk firmiare extractor Found 1 authentication issues.
Found 12 password related details via STACS (2 passwords cracked.)
Analysis preparation Found 7 kernel modules with 1 licensing issues.

Found 73 secu y related kernel settings for review.

. EX p I oit d GTG; qvq i I q bi I iTy’ Cq p d bi I iTieS Binary firmware basic analyzer Found © interesting files and 1 files that could be useful for post-exploitation.

Firmvare and testing details [+

Found 33 (79%) binaries without enabled stack canaries in 42 binaries.
[+] Found 41 (98%) i ithout enabled RELRO in 42 binaries.
Static binary firmeare versions [+] Found 7 (17%) bi ithout enabled NX in 42 binaries.
[ ) detection [+] Found 21 (50%) binaries without enabled PIE in 42 binaries.
Ses Semg rep or [+] Found 31 (74%) stripped binaries without symbols in 42 binaries.
Check binaries for critical
functions

[+] cwe-checker found a total of 3226 of the following security issues:

Check binary protection CWE113 - Buffer Overflow - 1 times.
. © © © mechanisms CWE125 - Qut-of-bounds Read - 4 times.
at Inte g ration (ex peri menta GEI34  Externally Controlled Formet String - 181 tines.

Check binaries for weak CWE198 - Integer Overflow or Wraparound - 23 times.

functions (intense) CWE215 - Information Exposure Through Debug Information - 3 times.
CWE415 - Double Free - 2 times.
Check bootloader and system CWE416 - Use After: Free - 12 t?mes. .
startup CWE467 - Use of sizeof on a Pointer Type - 72 times.

CWE476 - NULL Pointer Dereference - 511 times.
root : ToCOvBqxP13qs:0:0:root: froot/: /bin/sh Check scripts with shellcheck CWEE76 - Use of Potentially Dangerous Function - 2164 times.
admin:yiVXjXdLpGfug:@:08:admin: /:/bin/sh and semgrep CWE782 - Exposed IOCTL h Insufficient Access Control - 232 times.

S = CWE787 - Out-of-bounds te - 14 times.
root:yiNNyNaXWRwx. :@:@:root: /root/: /bin/sh CWE789 - Large memory allocation - 7 times.

Kernel Binary and Configuration
Loaded 3 password hashes with 2 different salts (1.5x same-salt boost)

L (admin) [+] Warning: Possible au{horized_key backdoor detecte ,"lugs/firmwar*e/umElDb:extr'actedfﬂ;m‘.-.'are_extract/EillSEJB-9764861.jﬁcs2_new_extractfuser*_hume/keymgmt/.ssh/authurized_keys

duhao (root) logs/firmware/unblob_extracted/firmiare_extract/5111808-9764864.3ffs2_new_extract/user_home/mgmt/.ssh/authorized keys (-rw-r--r-- root root)

[*] John the ripper final status: 2 password hashes cracked, 1 left [+] Warning: Possible authorized key backdoor detected: /logs/firmware/unblob_extracted/firmware extract/5111808-9764864.jffs2_new_extract/user_home/mgmt/.ssh/authorized_keys
[+] Password hash cracked: admin:12345:@:0:admin:/:/bin/sh 1ogs/‘Fir‘m‘.-.'arefurwblob_extr*acted/fir‘mwar‘e_extr‘att/Sl’MSﬂﬁ-Q?EdBGd.jffs?_nev.‘_extr‘act/user‘_hmme/sﬂlusr[. ssh/authorized_keys (-rw-r--r-- root root)

[+] Password hash cracked: root:duhao:@:@:root:/root/:/bin/sh [+] Warning: Possible authorized key backdoor detected: /logs/firmware/unblob extracted/firmware extract/5111808-9764864.jffs2 new extract/user home/solusr/.ssh/authorized keys

fetc/defconfig/user_home/keymgmt/.ssh/authorized_keys (-ru-r--r-- root root)
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TUNING EMBA

76 modules; 44 test modules, 17 prep modules

2-36hrs per analysis (1)

emba/config/module_blacklist.txt
* S99_grepit
®* S110_yara_check

® S15_radare_decompile_checks

Test with a defined set of modules

emba /helpers/running_modules.sh

® Add more resources
®* lrun 12x 3.8Ghz AMD Ryzen cores + 32GB RAM
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CHATGPT ALk SOME OF THE THINGS

This code is a sequence of x86 assembly instructions that initialize values in memory. The

“mov instruction copies a value into a memory location. The memory locations being

referenced are relative to the base pointer “rbp™. The values being copied into these

locations appear to be ASCII codes for characters, indicated by the use of hexadecimal

values (e.g. *20h™ is the ASCII code for the character *-). The resulting string of characters

might represent a message or data of some sort.

print the string of characters

The string of characters can be constructed from the ASCII codes in the code:

diff ) Copycode

-k
zfguijkophju@*%i]
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intf
offset buf

There are a few potential insecure coding errors in this code:

Variable injection: The “$device_id" variable is taken directly from

*$_REQUEST[ "device_id']" without any input validation or sanitization. This could allow
an attacker to inject malicious code or data into the application.

Command injection: The “exec” function is used to execute a system command with the
“$device_id" variable as a parameter. If the “$device_id" variable is not properly
sanitized, this could allow an attacker to inject malicious code into the system command
and execute arbitrary code on the server.

Cross-site scripting (XSS): The *$_SESSION[ "csrf-token']" variable is not properly
sanitized before being output to the page in the " toggle_alignment™ function. This could

allow an attacker to inject malicious code into the page and steal sensitive user data.
address these issues, it is recommended to:

Validate and sanitize any input variables, including *$device_id".
Use parameterized queries or escape user input when constructing system commands to
prevent command injection attacks.

Properly sanitize any user input before outputting it to the page to prevent XSS attacks.



A\N

ChatGPT hallucinates like a VC bro at Burning Man

No recognition of code interdependencies & imports

Automated SAST is not reliable; tons of false positives WEICANIISTORIMERE, THS IS BAT COUNTAY.

Token limitations /price

Too slow for at-scale analysis

GPT3 >> GPT4

[¥] AL-Assisted analysis for ./logs/firmware/unblob_extracted/firmware_extract/191-31707726.gzip_extract/gzip.uncompressed_extract/home/www-data/admin/
gnssAutoAlign.php (-rw-r--r-- root root)

[*] AI-assisted analysis results via OpenAL ChatGPT:
"Potential vulnerabilities and exploits in the code:

1. In line 16, the value of the \"device id\" parameter obtained from the user input ($ REQUEST['device_ id']) is directly used in the file paths withou
t any validation or sanitization. This can lead to path traversal attacks, allowing an attacker to access arbitrary files on the server by manipula
ting the \"device id\" parameter.

‘ Us‘l'om LLM52 [*] AI-Assisted analysis for ./logs/firmware/unblob_extracted/firmware_extract/191-32165988.gzip_extract/gzip.uncompressed_extract/home/www-data/admin/
® gnssAutoAlign.php (-rw-r--r-- root root)

[¥] Al-assisted analysis results wvia OpenAI ChatGPT:

"This code snippet has several potential vulnerabilities:

1. In line 4, the value of “$device_id~ is taken directly from the user input ~$ REQUEST['device id']  without any form of validation or sanitization.
This could allow an attacker to inject malicious data, such as special characters or SQL injection code, leading to a potential security issue.
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ADJACENT RESEARCH

ONEKEY - SECURITY ADVISORY:

NETMODULE INDUSTRIAL
ROUTERS VULNERABLE!

Code analysis: command injection

Confidence [l
Command injection

Security Advisory: Multiple Vulnerabilities in NetModule
Routers

# February 24, 2023

wtoAlignment "0 $device id . "

ONEKEY - SECURITY ADVISORY:

PHOENIX CONTACT =
ROUTERS ACCESS s
VULNERABILITIES FOUND! - /logs/firmware/firmware_binwalk_emba/_ BF.extracted/home/www-data/admin/gnssAutoAlign.php

Executing non-constant commands. This can lead to command injection.

if (lisset($
if(lisse

Security AdViSOl’yI Multiple Vulnerabilities in Phoenix 36[5 exec("/usr/local/sbin/www-scripts/various/doAutoAlignment " . $device_id . " > /dev/null &");

Contact Routers 40} exec("kill $(cat ". PID_FILENAME . ")");

# March 28, 2023 1
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BUSTED: UNDOCUMENTED SECURITY PATCH

"~ s “xplore loads Pricing 2
* OneKey blogs reused a screenshot L e | e "g
®* Firmware contained GUI page & httpd server

1 80 Product Spotlight: Free, Fast
® Shodan all the things e

* ‘http.title:"Web Manager’ +lighttpd
®* RACOM MIDGE2 industrial router

* Firmware update shortly after 2" OneKey blog

Web Manager

®* Update contained the exact same fix

® No CVE mentioned

NB2700 Web Manager
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HOW NOT TO BUILD A BACKDOOR

* Initially detected as Cr4sh/SmmBackdoor
®* Windows binary embedded in UEFI

® Written to disk on Windows startup

® Registers binary as a service

®* Dropped binary then retrieves payloads
®* No signature validation

®* No certificate pinning

®* Same technique as LoJax, MosiacRegressor, MoonBounce
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 WIRED
Millions of PC Motherboards Were Sold With a Firmware
Backdoor

Hidden code in hundreds of models of Gigabyte motherboards invisibly and insecurely
downloads programs—a feature nipe for abuse,...

31 May 2023

Bl securityweek
Gigabyte Rolls Out BIOS Updates to Remove Backdoor
From Motherboards

Gigabyte has announced BIOS updates that remove a recently identified backdoor
feature in hundreds of its motherboards.

05 Jun 2023

rew  PC World
Gigabyte shipped hundreds of motherboard models with
firmware backdoor

Gigabyte's motherboard backdoor installs sofiware updates from unsecured web
Servers.

05 Jun 2023

S Sophos News
Researchers claim Windows “backdoor” affects hundreds of
Gigabyte motherboards

Researchers at firmware and supply-chain security company Eclypsium claim to have
found what they have rather dramatically dubbed a...

02 Jun 2023
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|
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(IN)SECURITY CAMERA SYSTEMS

Hikvision IP cameras
Paid engagement for a government contractor
Hardcoded passwords on 2 accounts

Second proposed engagement ... also Hikvision

SSH host key backdoor

root:ToCOvB8gxP13gs:0:@:root: froot/: /bin/sh
admin:yiVXjXdLpGfug:0:0:admin: f:/bin/sh
root : yiNNyNaXWRwx. :8:@:root: froot/: /bin/sh

Loaded 3 password hashes with 2 different salts (1.5x same-salt boost)
12345 (admin)
duhao (root)

[*] John the ripper final status: 2 password hashes cracked, 1 left
[+] Password hash cracked: admin:12345:8:@:admin:/:/bin/sh
[+] Password hash cracked: root:duhao:®:@:root:/root/:/bin/sh

Chinese (Simplified) - Detected

duhad

[+] Warning: Possible authorized_key backdoor detected: /[logs/firmware/unblob_extracted/1
fetc/defconfig/user_home/keymgmt/.ssh/authorized keys (-rw-r--r-- root root)

[+] Warning: Possible authorized key backdoor detected: [logs/firmwarefunblob extracted/:
[fetc/defconfig/user home/mgmt/.ssh/authorized keys (-rw-r--r-- root root)

[+] Warning: Possible authorized key backdoor detected: [logs/firmwarefunblob extracted/!
fetc/defconfig/user_home/solusr/.sshfauthorized_keys (-rw-r--r-- root root)
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THIS IS WHY WE CAN’T HAVE NICE THINGS, DARLING

e S C 0
Firmware Analy5|s and Corr parison ool @ Home #=Database~ &UP oad @ Info~ Wl Feedback

®* Heartbleed [ cowios: [EJENEN] »-- ESGHKEN] -~ KR -

Lantronix G520 v. 1.9.0R10

” 2 prvae Key Found
‘ D e f d U I T C re d S eve ry W h e re _ UID: b9e5ffd50592486147f0539bef4ff71e5d2b27685f4beB82976baf95ee586835 36125696

® SMB vulns in network DVRs " _ e - /F @

‘ 2

® Linux 2.x & 3.x kernels

FECOT Firmware Analysis and Comparison Tool # Home #=Database~ X Upload @ Info~ % Feedbac

oo EIOIEY] - |- @ - B
[+] 763

411 ) ; ' . Digicap Digicap_V5.2.0build181123 v. V5.2.0
12 ) Privata Key Found

199 IM UID: c968901a6f97612788dccfIa37cdf3844e099bcbB6301e332d5b46938819d973_43279058
e 4 1/ 195
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BECAUSE YOU BREAK THEM

" SHODAN Explore Downloads Pricing 2 lantronix password: -secured

® Serial to Ethernet devices

B View Report & Download R

Partner Spotlight: Looking for a place to store all the Shodan

® Passwordless accounts

>anada, Vancouver

Shell scripts as shells

uni
Canada United State

Czechia E

Sweden

® Passwords displayed in banner

/bin/sh

/bin/sh

® 9@ root accounts? s

® ping $1

reset::@:@:root:/:/bin/reboot.sh
:/:/bin/rm_oem.sh|
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| HAD TO TAKE THEM AWAY

Fortinet firmware is encrypted

Fortinet firmware had zero ability verify file integrity (<v7.4.0)

Fortinet does not support copying files to/from devices

THAT'SA Bﬂlli éTiIATfGY COTTON--

Forensics only performed via snapshots provided to Mandiant LET"S SEE IF IT PAYS OFF FOR HIM

https: / /bishopfox.com/blog /breaking-fortinet-firmware-encryption

“Encryption here is not used for confidentiality because of the availability of VM
images. Creating a malicious images (sic) and running it on the device is not
possible because of image signing and verification.” - Fortinet PSIRT

On the other hand, they promptly locked down access to firmware downloads, limiting
each account to products with active licenses. As a trial user, you can now only

download virtual machine images.
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https://bishopfox.com/blog/breaking-fortinet-firmware-encryption

RESEARCH ROADBLOCKS

® Support contract requirements

® Proprietary formats

Password protection
® Encrypted images
® Reseller-only access

®* App-based updating
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LILY HAY NEWMAN SECURITY JAN 1B. 2823 1:41 PFM

A Widespread Logic Controller Flaw Raises
the Specter of Stuxnet

More than 120 models of Siemens” §7-1500 PLCs contain a serious vulnerability—and no fix
is on the way.

The vulnerability was discovered by researchers at the embedded device security firm
Red Balloon Security after g g3 1E g nlo CanELEREETE EYE Ol Rl bl a ]

evaluate the S7-1500’s -11=, which Siemens has encrypted for added protection




FIRMWARE BLIND SPOTS

ArC >

by Schneider Electric CRESTRON TRIPP-LITE

® onnson /)
[IIDY  Honeywell o Y

& Liebert 0O Mitel Raritan.

Power A brand of L1legrand
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CLOSING THOUGHTS

Table I: Top CVEs most used by Chinese state-sponsored cyber actors since 2020

[ ] [ ]
Every’rhlng runs flrmware Vendor CVE Vulnerability Type
MI”IOI‘IS Of new CITTCICI( pom’rs connect CICII')’
Remote Cods Execution
Firmware attacks will continue to accelerate

Allassian Confluence Server CVE-2021-26084 Remote Code Execution
and Data Center

Hikvision Webserver CVE-2021-36260 Command Injection
CVE-2021-42237 Remote Code Execution

Firmware controls increasingly powerful systems o o e

ZOHO CVE-2021-40539 Remote Code Execution
CVE-2021-26857 Remote Code Execuuon

Small research community without vendor support

Attackers will continue to have the upper hand

8LoG

: NisC A\ Cybersecurity Advisory . Barracuda ESG Zero-Day
& S Fortinet Zero-Day and Custom Vulnerability (CVE-2023-2868)

TLP:CLEAR

Malware Used by Suspected Exploited Globally by Aggressive
Chlnesg Actor in Espionage and Skilled Actor, Suspected
Operation Links to China

LEXANDER MARVI. BRAD SLAYBAUGH. DAN EBREO, TUFAIL AHMED, MUHAMMAD UMAIR, TINA JOHNSON AUSTIN LARSEN, JOHN PALMISAND, MATHEW POTACZEK, JOHN WOLFRAM, MATTHEW MCWHIRT

People's Republic of China-Linked Cyber Actors

Hide in Router Firmware

MAR 16, 2023 | 25 MIN READ JUN 15, 2023 | 30 MIN READ
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REFERENCE MATERIAL

* https://eclypsium.com/blog/vendor-re-use-opens-the-aperture-on-many-vulnerabilities /

* https://eclypsium.com/blog/supply-chain-risk-from-gigabyte-app-center-backdoor /

* https://www.welivesecurity.com/2023/03 /01 /blacklotus-uefi-bootkit-myth-confirmed /

* https://www.mandiant.com/resources/blog /fortinet-malware-ecosystem

* https://www.mandiant.com/resources/blog /unc3524-eye-spy-email

®* https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally

® https://alperovitch.sais.jhu.edu /an-experiment-in-malware-reverse-engineering /

® https://securelist.com/cosmicstrand-vefi-firmware-rootkit/106973/

* https://research.checkpoint.com /2023 /the-dragon-who-sold-his-camaro-analyzing-custom-router-implant /

® https://www.cisa.gov/news-events/directives /binding-operational-directive-23-02

® https://media.defense.gov/2023/Jun/14/2003241405/-1/-1/0/CSI HARDEN BMCS.PDF

® https://www.youtube.com/watch2v=6T4QsltcZ6k (Ekoparty 2022 talk on hacking F5 & Citrix)
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https://eclypsium.com/blog/vendor-re-use-opens-the-aperture-on-many-vulnerabilities/
https://eclypsium.com/blog/supply-chain-risk-from-gigabyte-app-center-backdoor/
https://www.welivesecurity.com/2023/03/01/blacklotus-uefi-bootkit-myth-confirmed/
https://www.mandiant.com/resources/blog/fortinet-malware-ecosystem
https://www.mandiant.com/resources/blog/unc3524-eye-spy-email
https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally
https://alperovitch.sais.jhu.edu/an-experiment-in-malware-reverse-engineering/
https://securelist.com/cosmicstrand-uefi-firmware-rootkit/106973/
https://research.checkpoint.com/2023/the-dragon-who-sold-his-camaro-analyzing-custom-router-implant/
https://www.cisa.gov/news-events/directives/binding-operational-directive-23-02
https://media.defense.gov/2023/Jun/14/2003241405/-1/-1/0/CSI_HARDEN_BMCS.PDF
https://www.youtube.com/watch?v=6T4QsltcZ6k




	Slide 1: Ghosts in the machine
	Slide 2: /whois nate warfield
	Slide 3: Agenda & Motivations
	Slide 4: What is firmware?
	Slide 5: Why should we care?
	Slide 6: firmware is so hot hacked right now
	Slide 7: Known exploited vulnerabilities
	Slide 8: Firmware analysis
	Slide 9: Commercial offerings
	Slide 10: Initial analysis & unpacking
	Slide 11: Static application Security testing (SAST)
	Slide 12: Automate all the things
	Slide 13: Firmware Analysis and Comparison Tool (FACT)
	Slide 14: Embedded Analyzer (EMBA)
	Slide 15: Tuning emba
	Slide 16: Chatgpt all some of the things
	Slide 17: It’s not ai and it won’t take our jobs (yet)
	Slide 18: Adjacent research
	Slide 19
	Slide 20: Busted: undocumented security patch
	Slide 21: How not to build a backdoor
	Slide 22: (in)security camera systems
	Slide 23: This is why we can’t have nice things, darling
	Slide 24: Because you break them
	Slide 25: I had to take them away
	Slide 26: Research roadblocks
	Slide 27: Firmware blind spots
	Slide 28: Closing thoughts
	Slide 29: Reference material
	Slide 30: Thank you brucon

