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a

ͲntrodWctiona

This is a guide for teams building risk-based defences against disinformation.  Ͳt containsa

notes on:a

Ɣ Disinformation as an information securit[ riska

Ɣ How to run distributed disinformation defence teamsaa

Ɣ How Ͳnfosec, MLsec, and other disciplines can helpa

Ɣ Tools, techniques and resourcesa

Disinformation campaigns are a large-scale distributed, as[mmetric threat, and we need aa

large-scale, collective, distributed, as[mmetric response to them. This includes:a

Ɣ joining together all the individual responses,aa

Ɣ connecting communit[ alerts to responders,aa

Ɣ making it eas[,aa

Ɣ making it possible to build groups for free,aa

Ɣ connecting new groups to the eZisting information securit[ response s[stema

This is s[stems work, and most s[stems contain people, processes, algorithms, data, anda

insights. Of all these, the most important part is the people. Near-real-time distributeda

disinformation response is easier if [ou can share information and data quickl[, and thea

MͲSP threat intelligence platform, lightl[ eZtended, lets [ou do that.  We describe this worka

as building ȽSecurit[ Operations Centers (SOCs)Ƚ for disinformation.a

Ever[ chapter in this guide is self-contained, and starts with a "TL;DR" summar[.a

a
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a

ContribWtorsa

This book started as chapters from the CTͲ League's ǺBig Book of Disinformationa

Responseǻ. WeǷve removed CTͲ-specific notes and migrated AMͲTT-specific notes to thea

AMͲTT Design Guide.a a

Communities that contributed to this work include MisinfoSec, CogSecCollab, CTͲ League,a

Crisismappers, and other disinformation response communities.aa

CogSecurit[CollabȽ formed in Januar[ 2020 from the Credibilit[ Coalition's Misinfoseca

Working Group and the Misinfosec slack discussion channel, which built on work started ina

SOFWERX and the Hackers communit[. ͲtǷs a volunteer communit[ of academics,a

researchers, technologists, students, journalists, information securit[ researchers, dataa

scientists, and engineers, working on the intersection of infosec and misinformation. Ͳtsa

mission is to create and improve resources for cognitive securit[ communities.a a

CogSecCollab mentors and works alongside other disinformation defence communities.a

The ȽCTͲ LeagueȽ is a communit[ of c[ber threat intelligence eZperts, incident respondersa

and industr[ eZperts working to identif[, anal[\e and neutrali\e c[ber threats. The CTͲa

LeagueǷs disinformation team tracks disinformation using similar tools and techniques toa

the rest of information securit[.  Covid19Activation was started b[ TEDZ fellows to tracka

Covid19 information and disinformation. Covid19Disinformation was started as aa

communit[ disinformation tracking team, and was the trial communit[ for this work.a

Teams from NATO, DHS, MͲTRE, RRM Canada, EEAS, MͲSP, CͲRCL and Belgium, convened b[a

the CogSecCollab-led ȽMͲSP disinfo sharing communit[Ƚ worked on tool adaptations anda

trials.aa

Ten [ears ago, some of the CogSecCollab leads responded to the 2010 Haiti earthquake,a

running globall[-distributed but locall[-focused data teams, and creating processes anda

a
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a

tools for crisis mapping. Crisismappers changed the wa[s that disaster response anda

development agencies managed data and worked with people on the ground. There area

parallels between that work, and the work of creating and sustaining disinformationa

response communities.a

Glossar[a

Words like "campaign" have different meanings to militar[, adtech, and tech people. Thesea

are our working definitions for common words in disinformation:a

Ɣ CognitiXe SecWrit[Ƚ: The top la[er of securit[, alongside Ph[sical-securit[ anda

C[ber-securit[. The art and practice of protecting against hacks that eZploit cognitivea

weaknesses, especiall[ cognitive hacks that are online and/or in large numbers ofa

people. One of the reasons the MisinfoSec crowd started talking about Cognitivea

Securit[ (including rebranding as the CogSecCollab) in 2020 is a belief that, in ordera

to deal with things like disinformation, we need to focus on the thing weǷrea

protecting. That means working on reducing disinformation, but also on boostinga

good information when we see it.a

Ɣ MisinformationȽ: false content, where that content could be teZt, images, video,a

voice, etc. Misinformation does not have to be deliberatel[ generated (e.g. m[a

mother might forget m[ favorite color)a

Ɣ DisinformationȽ: deliberate attempt to deceive online. There is usuall[ intent toa

deceive with disinformation, and the content itself might be true, but in a deceptivea

conteZt (e.g. fake users, fake groups, mislabeled images, doctored videos, etc).aa

Ɣ CampaignȽ: Campaigns are long-term efforts to change or confuse populations.a

a
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a

Ɣ ͲncidentȽ: Ͳncidents are coordinated inauthentic activit[ that are carried out as parta

of a campaign. The Ǻcoordinatedǻ implies either an instigator of some form witha

motives (geopolitics, mone[, ideolog[, attention, etc.) or some form of collectivea

deliberate behavior around it, like flooding a hashtag. That activit[ usuall[ lasts for aa

short period of time because the narratives, artifacts, and other aspects can bea

picked up and continued b[ people who arenǷt driving an incident - and this is oftena

part of an incident or campaignǷs goals.aa

Ɣ NarratiXeȽ: Narratives are the Ǻstoriesǻ that are being used to change minds,a

confuse people, etc. Narratives are components of incidents. Each incident mighta

have multiple narratives involved or just one, but thereǷs usuall[ an identifiablea

narrative somewhere in there. You can use narratives to see if there are relateda

incidents that have alread[ been tracked or dealt with. Narratives, like incidents,a

have lifetimes. Some narratives appear as a result of a world or local event (ora

anticipated event), and are onl[ useful while that event is in peoplesǷ minds.a

Ɣ ArtifactȽ: Artifacts are the objects that [ou can 'see' connected to a disinformationa

incident or campaign. Artifacts are the teZt, images, videos, user accounts, groups,a

hashtags, etc. that [ou use to get a picture of an incident or campaign.a

Ɣ AstrotWrfingȽ: creating a fake grassroots movement with an obfuscated sponsor ora

orchestrating groupa

Other places to look for information 

The References chapter includes links to books and papers about disinformation,a

disinformation response teams, data sources and tools.a

a
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a

Ͳf [ou sa[ [ou're working on disinformation, people around [ou will often quietl[ ask howa

the[ can help, and where the[ can get more information about it. Good introductions thata

[ou can show [our mum and other people who ask include:a

Ɣ The War on Pineapple: Understanding Foreign Ͳnterference in 5 Stepsa

Ɣ Bad News Gamea

Ɣ The Dark(er) Side of Media: Crash Course Media Literac[ #10a

Ɣ Web Literac[ for Student Fact-Checkers ǲ Simple Book Productiona

Although that doesn't cover ever[thing we do, those references between them give a gooda

introduction to what we're dealing with, and some of the things that ever[one can do toa

help mitigate them.a

a
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a

1. Cognitive Securityb

a

TL;DR: CogniWiYe SecXUiW\ 1 

CogniWiYe SecXUiW\ 1 

TL;DR: Cognitive Securit[a

Ɣ TheTe aTe 3 la[eTU Qf iPfQTOaViQP UecWTiV[: Rh[Uical, c[beT, aPd cQgPiViXea

Cognitive Securit[a

ͲPfQTOaViQP SecWTiV[, ͲPfQSec, haU VhTee la[eTU:a

Ɣ C[bersecurit[Ƚ: OachiPeU aPd Vhe PeVYQTkU beVYeeP VheOa

Ɣ Ph[sical securit[Ƚ: bTeakiPg iPVQ Vhe bWildiPg, becaWUe iV'U eaUieT VQ UVeal fTQO Vhea

cQORWVeT VhaP bTeak iP elecVTQPicall[a

Ɣ Cognitive securit[Ƚ: hWOaP beliefU, hWOaP eOQViQPU, aPd Vhe PeVYQTkU beVYeePa

VheOa

a

Page 1                           CC-b[-SA, CQR[TighV CQgSecCQllab aPd ThTeeV LLCa



The BigBook of Disinformation Defence v2.0a

a

a

CQgPiViXe UecWTiV[ iPVeTacVU YiVh c[beT aPd Rh[Uical UecWTiV[, aPd iPclWdeU VhiPgU likea

iPfQTOaViQP QReTaViQPU aPd diUiPfQTOaViQP.  Each Qf VheUe caP UhaTe VQQlU, VechPiSWeU aPda

TeUQWTceU fQT VhTeaV UhaTiPg aPd TeURQPUe, aPd RTacVical aRRlicaViQPU.a

DiUiPfQTOaViQP iU aP aVVack iP Vhe cQgPiViXe UecWTiV[ dQOaiP, bWV VheTe aTe QVheTU VhaV caPa

be WUed - UQcial ePgiPeeTiPg iU geVViPg hWOaPU YhQ aTe RaTV Qf aP iPfQTOaViQP UecWTiV[a

U[UVeO VQ helR [QW bTeak VhaV UecWTiV[ (e.g. b[ leVViPg [QW iPVQ VheiT U[UVeOU).aa

The cQgPiViXe dQOaiP caP be XieYed aPd defePded iP UiOilaT Ya[U VQ aVVackU QP OachiPeU.a

CQgPiViXe UecWTiV[ iU a hQliUVic XieY Qf digiVal haTOU, fTQO a UecWTiV[ RTacViViQPeTUǷ RQiPV Qfa

XieY.  ͲV WUeU iPfQTOaViQP UecWTiV[ RTacViceU, RTQceUUeU, fTaOeYQTkU, aPd VQQlU, VQ RlaPa

OQPiVQTiPg aPd defePceU.  ThiU giXeU WU OaP[ VhiPgU: fTaOeYQTkU, VQQlU, RTQceUUeU, fQTa

defiPiPg VhTeaVU, VhTeaV UQWTceU, iPdicaVQTU, effecVU, aPd RQVePVial cQWPVeTU.  ͲV alUQ gWideUa

Vhe deUigP aPd QReTaViQP Qf diUiPfQTOaViQP SecWTiV[ OReTaViQPU CePVeTU.aa

HRZ DLVLQIRUPDWLRQ ILWV LQWR DQ IQIRVHF TKUHDW RHVSRQVH WHDP 
 
RHDGLQJ WKURXJK WKH CTI LHDJXH KDQGERRN, WKH OHDJXH VWUHVVHV ³OXU PHPEHUV SULRULWL]H HIIRUWV 
RQ KHOSLQJ KRVSLWDOV DQG KHDOWKFDUH IDFLOLWLHV SURWHFW WKHLU LQIUDVWUXFWXUHV GXULQJ WKH SDQGHPLF 
DQG FUHDWLQJ DQ HIILFLHQW FKDQQHO WR VXSSO\ WKHVH VHUYLFHV´. TKH GLVLQIRUPDWLRQ WHDP VKRXOG GR 
WKLV WRR. 
 
IW OLVWV VHUYLFHV DV: 
 

1. NHXWUDOL]H PDOLFLRXV DFWLYLWLHV LQ WKH F\EHU GRPDLQ ZLWK WDNHGRZQ, WULDJLQJ, DQG 
HVFDODWLQJ UHOHYDQW LQIRUPDWLRQ IRU VHFWRUV XQGHU WKUHDWV. 

2. PUHYHQW DWWDFNV E\ VXSSO\LQJ UHOLDEOH, DFWLRQDEOH LQIRUPDWLRQ (IRCV, YXOQHUDELOLWLHV, 
FRPSURPLVHG VHQVLWLYH LQIRUPDWLRQ DQG YXOQHUDELOLWLHV DOHUWLQJ). 

3. SXSSRUW WKH PHGLFDO VHFWRU DQG RWKHU UHOHYDQW VHFWRUV ZLWK VHUYLFHV VXFK DV LQFLGHQW 
UHVSRQVH DQG WHFKQLFDO VXSSRUW. 

a
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4. AFW DV FOHDULQJKRXVH IRU GDWD, D FRQQHFWLRQ QHWZRUN DQG D SODWIRUP IRU IDFLOLWDWLQJ WKRVH 
FRQQHFWLRQV 

5. NHXWUDOL]H PDOLFLRXV DFWLYLWLHV LQ WKH F\EHU GRPDLQ ZLWK WDNHGRZQ, WULDJLQJ, DQG 
HVFDODWLRQ UHOHYDQW LQIRUPDWLRQ IRU VHFWRUV XQGHU WKUHDWV. 

6. PUHYHQW DWWDFNV E\ VXSSO\LQJ UHOLDEOH, DFWLRQDEOH LQIRUPDWLRQ (IRCV, YXOQHUDELOLWLHV, 
FRPSURPLVHG VHQVLWLYH LQIRUPDWLRQ DQG YXOQHUDELOLWLHV DOHUWLQJ). 

7. SXSSRUW WKH PHGLFDO VHFWRU DQG RWKHU UHOHYDQW VHFWRUV ZLWK VHUYLFHV VXFK DV LQFLGHQW 
UHVSRQVH DQG WHFKQLFDO VXSSRUW. 

8. AFW DV FOHDULQJKRXVH IRU GDWD, D FRQQHFWLRQ QHWZRUN DQG D SODWIRUP IRU IDFLOLWDWLQJ WKRVH 
FRQQHFWLRQV 

 
TKHUH DUH GLVLQIRUPDWLRQ HTXLYDOHQWV WR WKHVH: 
 

1. NHXWUDOL]H. DLVLQIRUPDWLRQ LQFLGHQW UHVSRQVH: GLVLQIRUPDWLRQ WULDJH, WDNHGRZQ, WULDJH DQG 
HVFDODWLRQ. 

2. COHDULQJKRXVH. CROODWH DQG VKDUH LQFLGHQW GDWD, LQFOXGLQJ ZLWK RUJDQL]DWLRQV IRFXVLQJ RQ 
UHVSRQVH DQG FRXQWHU-FDPSDLJQV (WKH ³HOYHV´ ZKR ILJKW WKH ³WUROOV´). 

3. PUHYHQW. CROODWH GLVLQIRUPDWLRQ YXOQHUDELOLWLHV DQG LQGLFDWRUV RI FRPSURPLVH (IRCV), DQG 
VXSSO\ WKHVH WR WKH RUJDQL]DWLRQV WKDW ZH ZRUN ZLWK.  

4. SXSSRUW. AVVHVV WKH SRVVLELOLW\ RI GLUHFW DWWDFNV, DQG ZD\V WR EH UHDG\ IRU WKDW. FRU 
H[DPSOH, SUHSDUH UHVRXUFHV WKDW FRXOG EH XVHG LQ FRXQWHULQJ FDPSDLJQV WKDW WDUJHW 
VSHFLILF IDFLOLWLHV, JURXSV DQG KLJK-SURILOH LQGLYLGXDOV. 

 
FRU WKH QHXWUDOL]DWLRQ SDUW, WKH OHDJXH OLVWV DV H[DPSOHV: 
 

Ɣ IQIUDVWUXFWXUHV XVHG E\ D WKUHDW DFWRU WKDW LV H[SORLWLQJ WKH SDQGHPLF ± PDOLFLRXV 
FRPPDQG DQG FRQWURO VHUYHU / DDRS VHUYHUV / GRPDLQV / IPV / HWF. 

Ɣ E[SORLWLQJ OHJLWLPDWH VHUYLFHV (VXFK DV RSHQ SRUW LQ D OHJLWLPDWH ZHEVLWH RU FRPSURPLVHG 
ZHEVLWH XVHG E\ KDFNHUV) DQG UHOHYDQW WR RXU VWDNHKROGHUV FDQ EH XVHG WR GHSOR\ 
DWWDFNV 

 
TKH GLVLQIRUPDWLRQ HTXLYDOHQWV KHUH ZRXOG LQFOXGH: 
 

Ɣ HDVKWDJV, JURXSV, QHWZRUNV, ERWQHWV, LQIRUPDWLRQ URXWHV, HWF. XVHG E\ GLVLQIRUPDWLRQ 
DFWRU JURXSV WR FUHDWH DQG UXQ LQFLGHQWV. :H FDQ PDS VHYHUDO RI WKHVH DKHDG RI WLPH, 
PRQLWRU WKHP IRU QHZ HYHQWV IRUPLQJ (H.J. TDQRQ FKHFNLQV), ILOH DEXVH FRPSODLQWV WR 
UHJLVWUDUV, QRWLI\ FRPSDQLHV KRVWLQJ ERWQHWV DQG FRPPDQG DQG FRQWURO DFFRXQWV, HWF.  

Ɣ MHGLFDO HYHQWV (H.J. YDFFLQDWLRQ UROORXWV) WKDW ZH NQRZ ZLOO WULJJHU GLVLQIRUPDWLRQ 
LQFLGHQWV  

 

a
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FRU SUHYHQWLRQ DQG VXSSRUW, WKH OHDJXH OLVWV H[DPSOHV: 
Ɣ AOHUWLQJ DERXW YXOQHUDELOLWLHV / FRPSURPLVHG LQIRUPDWLRQ DQG LQIUDVWUXFWXUH WR RXU 

VWDNHKROGHUV  
Ɣ CUHDWLQJ D GDWDEDVH RI PDOLFLRXV LQGLFDWRUV RI FRPSURPLVH IRU EORFNLQJ (YLD ERWK MISP 

DQG GLWHXE UHSRVLWRU\) 
Ɣ AOHUWLQJ DERXW WUHQGV DQG XQHYHQWIXO HYHQWV UHJDUGLQJ WKH SDQGHPLF LQ WKH F\EHU GRPDLQ 
Ɣ CUHDWLQJ D GDWDEDVH RI KXQWLQJ TXHULHV IRU DOHUWLQJ V\VWHPV. 
Ɣ CUHDWH D VDIH DQG VHFXUH LQIUDVWUXFWXUH IRU CTI LHDJXH DFWLYLWLHV 
Ɣ CUHDWH UHSRUWV GHGLFDWHG IRU WKH VWDNHKROGHUV DQG XSGDWH WKHP DERXW RQJRLQJ WUHQGV RI 

DWWDFN YHFWRUV UHJDUGLQJ WKHLU RUJDQL]DWLRQV, VXFK DV VLJQLILFDQW LQIRUPDWLRQ IURP 
XQGHUJURXQG-EDVHG SODWIRUPV (GDUNQHW). 

 
TKLV LV PRUH GHWDLOHG ZRUN, EXW DV ZH WUDFN PRUH LQFLGHQWV DQG EHFRPH PRUH IDPLOLDU ZLWK WKH 
PHWKRGV DQG WRROV XVHG E\ LQFLGHQW FUHDWRUV, VRPH PHDVXUH RI SUHYHQWLRQ DFWLYLWLHV EHFRPH 
SRVVLEOH. 

a

a
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2. DigiWaO HaUPVb

a
a

TL;DR: Digital Harms 2 

Digital Harms 2 
HaWH SSHHcK 3 
MLVLQIRUPaWLRQ, MaOLQIRUPaWLRQ, DLVLQIRUPaWLRQ 3 

Motivations 4 
MRQH\ 4 
GHRPROLWLcV 6 
PROLWLcV aQd PRZHU 7 
BXVLQHVV 7 
AWWHQWLRQ aQd FXQ 8 

Mechanisms 9 
TaUJHWV 9 
CKaQQHOV 10 
VaOXHV 11 
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LHVVRQV IURP OWKHU DLVcLSOLQHV 11 
AdTHcK: MLcURWaUJHWLQJ 12 
DaWa ScLHQcH: ZK\ dLVLQIRUPaWLRQ LV HYHU\ZKHUH QRZ 12 
Infosec: How Disinformation Might Evolve 13 

FXUWKHU RHadLQJ 13 

TL;DR: DigiVaN HaTOUa

● Disinformation is deliberate promotion of false, misleading or misattributed information.a a

● You're not here to stop debate, however odious it is - [ouǷre here to reduce online harms.aa

● Disinformation motivations include geopolitics, mone[, politics, power, and attention.aa

DigiVaN HaTOUa

DiUiPfQTmaViQP iU a ȽdigiVal haTmȽ, alQPgUide TaPUQmYaTe, c[beTbWll[iPg, haVe UReech, aPda

URam. EffecVU iPclWde:aa

Ɣ Ph[UicaNȽ. BQdil[ iPjWT[, damage VQ Rh[Uical aUUeVU (haTdYaTe, iPfTaUVTWcVWTe).a

Ɣ PU[chQNQgicaNȽ. DeRTeUUiQP, aPZieV[ fTQm c[beT bWll[iPg, c[beT UValkiPg eVca

Ɣ EcQPQOicȽ. FiPaPcial lQUU, e.g. fTQm daVa bTeach, c[beTcTime eVca

Ɣ ReRWVaViQPaNȽ. OTgaPi\aViQPǷU lQUU Qf cQPUWmeTU, iPdiXidWalǷU diUTWRViQP Qf ReTUQPala

life, cQWPVT[ǷU damaged VTade PegQViaViQPU.a

Ɣ CWNVWTaNȽ. ͲPcTeaUe iP UQcial diUTWRViQP, cTeaViPg ȽTeal-YQTld XiQlePceȽ.a

Ɣ PQNiVicaNȽ. DiUTWRViQP iP RQliVical RTQceUU, lQUV gQXeTPmePV UeTXiceU fTQm  iPVeTPeVa

UhWVdQYP, bQVPeVU iPflWePciPg XQVeUa

AlYa[U lQQk fQT Vhe haTmU, aPd Vhe mQViXaViQPU fQT VhQUe haTmU.a a

a
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HaVe SReecha

ǺȽHate speech, speech or expression that denigrates a person or persons on the basis of (alleged)a

membership in a social group identified b[ attributes such as race, ethnicit[, gender, sexuala

orientation, religion, age, ph[sical or mental disabilit[, and others.Ƚǻ - ȽBTiVaPPica.cQma

MiUiPfQTOaViQP, MaNiPfQTOaViQP, DiUiPfQTOaViQPa

MiUiPfQTmaViQP iU falUe cQPVePV: WPVTWVhU iP VeZV, imageU, XideQU.  ThaV falUe cQPVePV mighVa

be WPiPVePViQPal, QT mighV be RaTV Qf a cQQTdiPaVed diUiPfQTmaViQP effQTV. ClaUUic eZamRleUa

Qf miUiPfQTmaViQP iPclWde TWmQWTU abQWV CQXid-19 fQlk cWTeU, aPd UVQTieU abQWV UhaTkUa

UYimmiPg iP flQQded UWbYa[U.a

MaliPfQTmaViQP iU iPfQTmaViQP VhaV'U VTWe, RTiXaVe, aPd RQUVed RWblicl[ VQ caWUe haTm. Aa

claUUic eZamRle Qf maliPfQTmaViQP iU a RQliVical Ǻhack aPd leakǻ, YheTe RTiXaVe iPfQTmaViQPa

iU UVQleP VheP UhaTed QPliPe.a

TheTe aTe maP[ defiPiViQPU Qf ǺdiUiPfQTmaViQPǻ: Rick QPe VhaV YQTkU fQT [QW aPd [QWTa

RTacVical YQTk. The CQgSecCQllab defiPiViQP Qf diUiPfQTmaViQP iU "Ƚdeliberate promotion ofa

false, misleading or misattributed information. We focus on the creation, propagation anda

consumption of disinformation online. We are especiall[ interested in disinformation designed toa

change beliefs or emotions in a large number of peopleȽ"Ƚ1Ƚ. ThaV allQYU WU VQ Valk abQWV:a

Ɣ iPVePViQPaliV[ (ǺdelibeTaVe RTQmQViQPǻ),aa

Ɣ PQP-falUe iPfQTmaViQP (ǺmiUleadiPg QT miU-aVVTibWVedǻ),aa

Ɣ gQalU (ǺdeUigPed VQ chaPge beliefU QT emQViQPU iP a laTge PWmbeT Qf ReQRleǻ) aPdaa

Ɣ mechaPiUmU (ǺfQcWU QP cTeaViQP, RTQRagaViQP, cQPUWmRViQP Qf miUiPfQTmaViQPa

QPliPeǻ).aa

1 FTQm Vhe CTedibiliV[ CQaliViQPǷU MiUiPfQSec WQTkiPg GTQWRa

a
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The GlQbal DiUiPfQTmaViQP ͲPdeZ WUeU UigPalU Qf iPVePV, e.g. dQ VheUe UiVeU cQPVaiP haVea

UReech, aTe Vhe[ VaTgeViPg URecific gTQWRU eVc. ThiU chaPgeU Vhe fQcWU fTQm lQQkiPg fQTa

UQmeVhiPg UWbjecViXe, iPVaPgible aPd UWbjecV VQ biaU (e.g. RQliVical UiVeU aTe XeT[ difficWlV VQa

flag aU miUiPfQTmaViQP/PQV), VQ mQTe QbjecViXe VaggiPg.a

DiUiPfQTmaViQP iUP'V miUiPfQTmaViQPȽ2Ƚ. DiUiPfQTmaViQP iU iPVePViQPal, aPd iVU falUehQQd iUPǷVa

alYa[U iP iVU cQPVePV: maP[ UWcceUUfWl diUiPfQTmaViQP camRaigPU WUe facVWal iPfQTmaViQP,a

QT a miZ Qf facVWal iPfQTmaViQP aPd miUiPfQTmaViQPȽ3Ƚ.  DiUiPfQTmaViQPǷU falUehQQdU aTe QfVePa

cQPVeZVWal: hQY iPfQTmaViQP iU labelled, YhQ iV cQmeU fTQm, iVU aRRaTePV RQRWlaTiV[ VhTQWgha

amRlificaViQP, aPd gTQWRU UeV WR aU chaPPelU fQT iV.a

MQViXaViQPU 

PeQRle RTQdWce diUiPfQTmaViQP fQT aVVePViQP, RQYeT, mQPe[, aPd RQliVical QT geQ-RQliVicala

gaiP.aa

NQV all miUiPfQTmaViQP iU haTmfWl.  The UQcial iPVeTPeV iU dTiXeP b[ cQmmWPiV[: QPliPea

diUcWUUiQP iPclWdeU TWmQWT, QRiPiQP, cQPURiTac[ VheQTieU, RTQVeUVU, eZVTemiUVU aPda

cQmbiPaViQPU Qf VheUe. TheUe mighV be diUVaUVefWl, bWV PQV diUiPfQTmaViQP.  LQQk fQT haTmU,a

aPd Vhe cQQTdiPaVed iPaWVhePVic acViXiVieU VhaV RQVePViall[ caWUe Vhem.a

MQPe[a

MQPe[ iU a RQRWlaT mQViXe fQT cTeaViPg diUiPfQTmaViQP, Yhich dTiXeU WUeTU VQ YebUiVeU, aPda

UaleU. Wa[U VQ make mQPe[ fTQm diUiPfQTmaViQP iPclWde:a

2 See ȽClaiTe WaTdle'U YQTkȽ QP Vhe diffeTePceU beVYeeP miUiPfQTmaViQP aPd diUiPfQTmaViQPa
3 OPe TeRQTV UWggeUVU Vhe mQUV effecViXe TaViQ iU 90% VTWe VQ 10% miUiPfQTmaViQP cQPVePV.a

a
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Ɣ geV ReQRle VQ lQQk aV a YebUiVe, click QP UQmeVhiPg, QT dQ UQmeVhiPg like fill QWV aa

fQTm; VhiU caP RTQdWce adXeTViUiPg TeXePWe, aPd ȽReTUQPal daVa VhaV caP be UQldȽ.a

MeVTicU fQT VhiU iPclWde cRm: $ fQT eXeT[ VhQWUaPd e[eballU, cRc: $ fQT eXeT[ click - aa

lQV higheT VhaP cRm becaWUe iVǷU a lQV TaTeT, aPd cRa - $ fQT aP acViQP, aPd WUWall[a

mWch TaTeT.aa

Ɣ Uell meTchaPdiUe - V-UhiTVU, bQQkU, XideQU, ǶcWTeUǷ; QT UeTXiceU - UReakiPg aV eXePVUa

Ɣ Uell QT TePV accQWPVU, iPclWdiPg iPdiXidWal accQWPVU, aPd bQVPeVU - Yhich aTe UVilla

cheaRa

Ɣ Uell diUiPfQTmaViQP UeTXiceU: URam faTmU fQT diUiPfQ, QT cTeaViPg deeR fakeU -a

cWTTePVl[ aV abQWV $2 ReT hQWT aPd 5-6 hQWTU ReT fakea

PeQRle makiPg mQPe[ QPliPe WUWall[ Peed a Rlace VQ dQ iV iP - a Yeb dQmaiP, QT UQme QVheTa

Rlace VhaV Vhe[ caP RWUh ReQRle VQYaTdU. OPliPe aRRlicaViQPU QT RlaVfQTmU haXe UeXeTala

Ya[U VQ make mQPe[:a

Ɣ OPe-Qff Ra[mePVU (e.g. bW[iPg a V-UhiTV fTQm aP QPliPe XePdQT)a

Ɣ CQmmiUUiQPU (e.g. Ama\QP ReTcePVageU QP maTkeVRlace)a

Ɣ SWbUcTiRViQPU (e.g. SRQVif[ RTemiWm, AWS, NeY YQTk TimeU eVc)a

Ɣ OPliPe adXeTViUiPg (e.g. UelliPg adXeTV XieYU, clickU, acViQPU QP [QWT YebRageU QTa

XideQU)a

ͲP 2016, Vhe ǺMacedQPiaP TeePUǻ aPd QVheT YebUiVe bWildeTU diUcQXeTed VhaV RQliVical aPgeT,a

QWVTage, aPd feaT cQWld aVVTacV ReQRle VQ XieY VheiT UiVeU.  ͲP 2020, Vhe feaT YaU Qf bQVha

diUeaUe aPd iVU cWTeU: YebUiVeU TaPged fTQm aPVi-XacciPaViQP aPd aPVi-maUk iPfQTmaViQP, VQa

UiVeU UelliPg alVeTPaViXe ǶcWTeUǷ fQT CQXid19.  MQPe[makeTU QfVeP hiVch a fTee Tide QPa

diUiPfQTmaViQP PaTTaViXeU aPd gTQWRU cTeaVed fQT QVheT RWTRQUeU. AffiliaVe maTkeViPg iU alUQa

RQRWlaT - WUWall[ VQ iVU QYP PeVYQTk Qf UkeVch[ UiVeU. 

a
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GeQPQNiVicUa

CQWPVTieU WUe diUiPfQTmaViQP VQ chaPge eZVeTPal QRiPiQPU Qf VhemUelXeU, VheiT acViQPU, aPda

Vhe UVaVe Qf aTeaU Vhe[ haXe iPVeTeUVU iP, aPd VQ YeakeP Vhe RQRWlaViQP aPd ePXiTQPmePVUa

Qf VheiT RQVePVial QRRQPePVU. DiUiPfQTmaViQP iU cheaReT VhaP cQPXePViQPal YaTfaTe, YiVha

XeT[ feY cWTTePV dQYPUideU fQT a cQWPVT[ YilliPg VQ WUe iV, caP be QWVUQWTced VQ Umall VeamUa

aPd iPdiXidWalU QWVUide Vhe cQWPVT[ WUiPg QT Vhe UWbjecV Qf iV, aPd caP be deUigPed VQa

cQPViPWe iP Vhe VaTgeV cQWPVT[ lQPg afVeT Vhe cTeaViPg Veam haU mQXed QP.a

NaViQP UVaVeU, aPd UQme PQP-UVaVe acVQTU iPclWdiPg VeTTQTiUV aPd VTaPUPaViQPal cTimea

gTQWRU, iPflWePce each QVheT VhTQWgh ǺiPUVTWmePVU Qf PaViQPal RQYeTǻ, WUWall[ TefeTTed VQa

aU Vhe DͲME mQdel:a

Ɣ DiRlQmaVic: QTgaPi\iPg cQaliViQPU aPd alliaPceU, Yhich ma[ iPclWde UVaVeU aPda

PQP-UVaVe ePViVieU, aU RaTVPeTU, allieU, UWTTQgaVeU, aPd/QT RTQZieUa

Ɣ ͲPfQTmaViQPal: WUiPg iPfQTmaViQP VQ fWTVheT VheiT caWUeU aPd WPdeTmiPe VhQUe Qfa

QVheT cQWPVTieU aPd allegiaPceUa

Ɣ MiliVaT[: cQmRel aP adXeTUaT[, QT TeUiUV eZVeTPal cQmRWlUiQP, VhTQWgh Vhe VhTeaV QTa

aRRlicaViQP Qf fQTceaa

Ɣ EcQPQmic: AP ecQPQm[ YiVh fTee acceUU VQ glQbal maTkeVU aPd TeUQWTceU iU aa

fWPdamePVal ePgiPe Qf Vhe gePeTal YelfaTe, Vhe ePableT Qf a UVTQPg PaViQPala

defePUe.a

TheUe iPUVTWmePVU Qf PaViQPal RQYeT aTe hQY cQWPVTieU maiPVaiP VheiT UQXeTeigPV[ aPda

iPflWePce QVheT PaViQPU. ͲPfQTmaViQPal iPUVTWmePVU iPclWde RWblic affaiTU, RWblic diRlQmac[,a

cQmmWPicaViQPU TeUQWTceU, URQkeUReTUQPU, VimiPg, aPd media.aa

DemQcTacieU TeSWiTe cQmmQP kPQYledge (YhQ Vhe TWleTU aTe, legiVimac[ Qf Vhe TWleTU, hQYa

gQXeTPmePV YQTkU), dTaY QP cQPVeUVed RQliVical kPQYledge VQ UQlXe RTQblemU, aPd aTea

a
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XWlPeTable VQ aVVackU QP cQmmQP RQliVical kPQYledge. AWVQcTacieU acViXel[ UWRRTeUUa

cQmmQP RQliVical kPQYledge, bePefiV fTQm cQPVeUVed RQliVical kPQYledge aPd aTea

XWlPeTable VQ aVVackU QP Vhe mQPQRQl[ Qf cQmmQP RQliVical kPQYledge.a

PQNiVicU aPd PQYeT 

 
2020 VRcLaO PHdLa PHVVaJH 

 

PQliViciaPU, QTgaPiUaViQPU, aPd eZVTemiUV gTQWRU WUe diUiPfQTmaViQP VQ affecV ReQRle iP VheiTa

QYP cQWPVT[.  GeQRQliVical acVQTU alUQ cTeaVe, UWbXeTV, QT hijack RQliVical aPd acViXiUV gTQWRU.a

MQUV RQliVical diUiPfQTmaViQP PaTTaViXeU aTe deUigPed VQ TejecV 'QWV-gTQWRU', aPd iPcTeaUea

Vhe cQheTePce Qf ǶiP-gTQWRUǷ VQ cTeaVe UVTQPg gTQWRU Qf fQllQYeTU.aa

BWUiPeUU 

TheTe'U a bWUiPeUU eSWiXalePV VQ Vhe DͲME mQdelȽ4Ƚ:a

Ɣ BWUiPeUU dealU aPd UVTaVegic RaTVPeTUhiRUa

Ɣ PR aPd adXeTViUiPga

Ɣ MeTgeTU aPd acSWiUiViQPUa

Ɣ R&D aPd caRiVal iPXeUVmePVUa

4 See PablQ BTeWeT aPd DaXid PeTlmaPǷU 2018 Black HaV Valk fQT mQTea

a
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All Qf VheUe caP be aVVacked WUiPg diUiPfQTmaViQP camRaigPU.a

AVVePViQP aPd FWPa

AVVePViQP-UeekiPg miUiPfQTmaViQP iU WUWall[ UmalleT-Ucale, UhQTV-VeTm aPd cTeaVed b[a

iPdiXidWalU. EZamRleU iP diUaUVeTU iPclWde TealiUVic callU fQT helR fTQm iPdiXidWalU UeekiPga

aVVePViQP - e.g. Vhe fake VYeeV ǺͲǷm UVWck WPdeT a bWildiPg YiVh m[ childǻ dWTiPg Vhe Chilea

2010 eaTVhSWake, bWV mighV alUQ be PaViQPUVaVeU VeUViPg diUiPfQTmaViQP mechaPiUmUȽ5Ƚ.a a

AVVePViQP-UeekiPg miUiPfQTmaViQP WUWall[ geVU lQUV iP Vhe PQiUe, WPleUU iV'U flQQdiPg aPa

imRQTVaPV haUhVag, aTea, QT gTQWR - Vhe UQcial media eSWiXalePV Qf a DDOS, e.g. blQckiPg aa

cTiUiU haUhVag VhaV daVa TeURQPdeTU aTe UQcial liUVePiPg QP, lQQkiPg fQT iPfQTmaViQP Vhe[ caPa

add VQ a diUaUVeT UiVWaViQP RicVWTe aPd/QT TQWVe VQ TeURQPdeTU.aa

MiUiPfQTmaViQP-fQT-fWP gQiPg XiTal haU a lQPg hiUVQT[. OPe eZamRle iU Vhe diUaUVeT UhaTk: iPa

almQUV eXeT[ PaVWTal diUaUVeT iP Vhe laUV decade, UQmeQPe haU RQUVed a RicVWTe Qf Vhe Uamea

UhaTk aU ǺUhaTkU iP Vhe UVTeeVǻ, ǺUhaTkU iP Vhe UWbYa[ǻ eVc, aPd RWUhed iV VQ gQ XiTal.a

GePeTall[, miUiPfQTmaViQP fQT LOLU iUPǷV aP iUUWe, WPleUU iV'U UaViTe aPd cQPURiTacieU beiPga

WUed aU a gaVeYa[ iPVQ mQTe YQTT[iPg PaTTaViXeU aPd gTQWRU.a

ReURQPUeU VQ aVVePViQP-UeekiPg aPd fWP-baUed miUiPfQTmaViQP iPclWde VTiRle-XeTif[iPg, e.g.a

dQPǷV RQUV aP[ iPfQTmaViQP WPVil iVǷU UeeP aPd checked iP 3 UQWTceU; VQ Teach QWV aPd aUk Vhea

RQUVeT VQ TemQXe Vhe miUiPfQTmaViQP - iPclWdiPg Vhe TeaUQP Yh[; aPd VQ RWUh back YiVh aa

cQWPVeT-meUUage - gePVle hWmQWT caP be gQQd. T[Ricall[, ReQRle RQUViPg miUiPfQTmaViQPa

fQT fWP aTe amePable VQ helRiPg cQWPVeT aP[ ill effecVU fTQm iV, aPd aTe leUU likel[ VQ ePgagea

iP cQWPVeT-cQWPVeT gameU.a 

5 ȽUee KaVe SVaTbiTdǷU aPal[UiU Qf 2010 BP Oil SRill ǺVUWPami YaTPiPgǻ VYeeVU QP #QilURilla

a
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MechaPiUOUa

UUeTU aPd gTQWRU aTe iPflWePced QPliPe iP maP[ Ya[U: diUciRliPeU VhaV dQ VhiU iPclWde WUeTa

eZReTiePce, maTkeViPg aPd adVech, RQliVical camRaigPU, aPd RU[QRU.  The mechaPiUmU WUeda

b[ Vhem caP be adaRVed fQT diUiPfQTmaViQP.a 

TaTgeVUa

DiUiPfQTmaViQP WUeU ReQRle Vhe Ya[ VhaV malYaTe WUeU PCU. SQmeVimeU ReQRle, aPda

clWUVeTU Qf ReQRle (cQmmWPiVieU, PaViQPU eVc) aTe Vhe ePdRQiPVU, aPd UQmeVimeU Vhe['Tea

chaPPelU (e.g. iPflWePceTU, media) VQ Teach mQTe ReQRle, VQ URTead PaTTaViXeU, cTeaVea

cQPfWUiQP QT iPcTeaUe cQmmWPiV[ fTagmePVaViQP aPd diUVTWUV.a

CQWPVTieU VaTgeV QVheT cQWPVTieUǷ RQRWlaViQPU, VQ YeakeP VhQUe cQWPVTieU VhTQWgh ReQRleUǷa

diUVTWUV Qf each QVheT, VheiT gQXeTPaPce U[UVemU, aPd QfficeTU Qf gQXeTPaPce, aPda

ReTUWadiPg Vhem VQ acV iP Ya[U cQWPVeT VQ a UVTQPg PaViQP UVaVe. CQWPVTieU alUQ VaTgeV VheiTa

QYP RQRWlaViQPU, e.g. aVVackiPg Vhe cTedibiliV[ Qf PQP-TWliPg RaTVieU, XQViPg U[UVemU QTa

miPQTiVieU VQ UVa[ iP RQYeT. SWcceUUfWl gambiVU iPclWde iPcTeaUiPg diUVTWUV beVYeeP iPVeTPala

gTQWRU, QfVeP b[ VaTgeViPg diUiPfQTmaViQP camRaigPU aV QPe QT all Qf Vhe gTQWRU aTQWPd aa

diXiUiXe debaVe.a

FTaWdUVeTU VaTgeV aP[QPe YhQ Yill giXe Vhem mQPe[. OfVeP VhiU iU aU UimRle aU bWildiPga

camRaigPU aTQWPd geVViPg e[eballU QPVQ a UaleU UiVe (QT jWUV a YebUiVe: e[eballU aPd clickUa

aTe YQTVh adXeTViUiPg mQPe[), b[ Rigg[backiPg QP diXiUiXe QT emQViQPall[-chaTgeda

cQPURiTac[ PaTTaViXeU like CQXid5G.a

GTQWRU VaTgeV gTQWRU, QTgaPiUaViQPU, iPdiXidWalU.  HQURiValU YeTe diTecVl[ VaTgeVed aU RaTVa

Qf Vhe "cQXid iUP'V Teal" PaTTaViXe. DiUiPfQTmaViQP camRaigPU haXe alUQ VaTgeVed iPdiXidWalUa

iPclWdiPg Bill GaVeU aPd APVhQP[ FaWci.aa

a
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SQme cQmRaPieU haXe WUed diUiPfQTmaViQP VQ alVeT TiXalU' RTQURecVU, bWV cQmmeTciala

diUiPfQTmaViQP aRReaTU VQ be gePeTall[ URam aPd maTkeViPg cQmRaPieU RiXQViPg VQ a PeYa

liPe Qf bWUiPeUU, DiUiPfQTmaViQP AU A SeTXice.a

ChaPPeNU 

 
FLJXUH: CKULV BXUJHVV, W\SHV RI RQOLQH LQWHUacWLRQV 

DiUiPfQTmaViQP caP aRReaT aP[YheTe VhaV ReQRle UhaTe cQPVePV YiVh each QVheT QPliPe.aa

A laTge RTQRQTViQP Qf Vhe YQTldǷU RQRWlaViQP caP PQY bTQadcaUV iPUVaPVl[ VQ almQUVa

eXeT[QPe elUe QPliPe VhTQWgh RcU aPd RhQPe aRRU. ThiU ǺWUeT-gePeTaVed cQPVePVǻ iPclWdeUa

meUUageU, RQUVU, cQmmePVU, XideQU, aTVicleU, YebUiVeU aPd YebRageU.  The chaPPelUa

aXailable VQ dQ VhiU iPclWde UQcial media, meUUagiPg aRRU, VheiT QYP YebUiVeU, aPda

cQmmePVU QP URecialiUed UiVeU iPclWdiPg UhQRRiPg, mWUic, daViPg, gameU, PeYU,a

ePVeTVaiPmePV, aPd TeUeaTch aRRU aPd YebUiVeU.aa

The iPVeTPeV iUPǷV Vhe QPl[ U[UVem caTT[iPg diUiPfQTmaViQP: Ye UVill haXe YQTd Qf mQWVh,a

meTchaPdiUiPg aPd VTadiViQPal media like TadiQ, VeleXiUiQP aPd PeYURaReTU, Yhich aTea

iPcTeaUiPgl[ RaTV Qf laTgeT diUiPfQTmaViQP U[UVemU.a

a
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VaNWeUa

PeQRle WUe UQcial media fQT maP[ VhiPgU, iPclWdiPg UhaTiPg iPfQTmaViQP aPd ValkiPg VQ eacha

QVheT. ͲPfQTmaViQP flQY iU Yell UVWdied, bWV iV iUPǷV Vhe QPl[ cQmmQdiV[ aXailable YheTe laTgea

PWmbeTU Qf ReQRle cQPgTegaVe. HWmaP SWaliVieU VhaV caP be ǶhackedǷ b[ diUiPfQTmaViQPa

camRaigPU iPclWde:aa

Ɣ VieYRQiPVU. The UVaPceU VhaV ReQRle Vake QP iUUWeU, e.g. YhQ UhQV dQYP MH17.aa

Ɣ EmQViQPU. MWch diUiPfQTmaViQP iU deUigPed VQ chaPge ReQRleUǷ UePVimePVU VQYaTdUa

a XieYRQiPV, gTQWR, iPdiXidWal eVc.a a

Ɣ BelQPgiPg. FiPdiPg [QWT cQmmWPiV[ iU mWch eaUieT YiVh billiQPU Qf ReQRle QPliPe.aa

Ɣ PWTRQUe.aa

Ɣ CQPPecViQPU.  ViUibiliV[ bWildU TelaViQPUhiRU - YheVheT VhiU iU YiVh QPliPe daVeU,a

fTiePdU Qf fTiePdU QT bTaPdU, RTQdWcVU aPd iPflWePceTU.aa

Ɣ TTWUV.aa

Ɣ CQPXePiPg RQYeT.  The abiliV[ VQ cTeaVe eXePVU aPd bWild QffliPe cQmmWPiVieU.aa

LeUUQPU fTQO OVheT DiUciRNiPeUa

WheP Ye Valk abQWV UecWTiV[ gQiPg back VQ VhiPkiPg abQWV Vhe cQmbiPaViQP Qf Rh[Uical,a

c[beT aPd cQgPiViXe, ReQRle UQmeVimeU aUk Yh[ PQY? Wh[, aRaTV fTQm Vhe QbXiQWU Yeekl[a

flWTTieU Qf miUiPfQTmaViQP iPcidePVU, aTe Ye ValkiPg abQWV cQgPiViXe UecWTiV[ PQY?  APda

YhaVǷU likel[ VQ haRReP PeZV? DiUciRliPeU iPclWdiPg DaVa SciePce, MaTkeViPg, aPda

C[beTUecWTiV[ caP QffeT WU UQme clWeU.aa

a
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AdTech: MicTQVaTgeViPg 

MWch Qf Vhe QPliPe adXeTViUiPg iPdWUVT[ iU geaTed VQ QRVimiUiPg Vhe high-UReed aWcViQPa

beVYeeP adXeTViUeTU aPd QPliPe RTQReTV[ QYPeTU (YebUiVeU, XideQU, TV, iPVeTPeV-cQPPecVeda

billbQaTdU eVc), VQ geV adXeTViUeTU cQXeTage YhilUV QRVimiUiPg Vhe RTQReTV[ QYPeTUǷ RTQfiVU.a

WhaV Vhe[ǷTe UelliPg iU WUeTUǷ XieYU aPd acViQPU. APd YhaV Vhe[ QRVimiUe QP iU demQgTaRhicUa

(fQT iPdiXidWalU) aPd KPQY YQWT CWUVQmeT (fQT bWUiPeUUeU). 

The diffeTePce beVYeeP QPliPe maTkeViPg aPd diUiPfQTmaViQP camRaigPU iU iP iPVePV. ͲVǷUa

Yh[ Ye Valk abQWV ǺcQQTdiPaVed iPaWVhePVic acViXiV[ǻ, Yhich fQcWUeU QP Vhe Ucale, Vhea

behaXiQWT ([QW caP dQ a gQQd diUiPfQTmaViQP camRaigP YiVh VTWe cQPVePV - e.g. almQUV aP[a

afTicaP-ameTicaP fQcWUUed QPe) aPd Vhe iPVePV VQ deceiXe - YheTe VhaV iPVePV iU WUWall[ VQa

dQ UQme fQTm Qf haTm, YheVheT iVǷU VQ UhaRe a geQRQliVical PaTTaViXe aYa[ fTQm Vhe cQWPVT[a

iVǷU VaTgeVed aV, QT VQ YideP diXiUiQPU acTQUU UQcieV[.aa

MQUV diUiPfQTmaViQP camRaigPU lQQk like maTkeViPg camRaigPU becaWUe VhaVǷU YheTe VheiTa

TQQVU aTe. The ͲPVeTPeV ReUeaTch AgePc[ YaU a maTkeViPg Veam VhaV YaU aUked VQ dQ a Uidea

gig; aPd maP[ Qf Vhe PeY diUiPfQTmaViQP faTmU iP e.g. Vhe PhiliRRiPeU aTe TeRWTRQUeda

maTkeViPg agePcieU QT URam facVQTieU.a

DaVa SciePce: Yh[ diUiPfQTOaViQP iU eXeT[YheTe PQYa

DaVa SciePce iPclWdeU Vhe VhTee VU Qf big daVa: VQlWme, VelQciV[, VaTieV[.  AdaRVed fQTa

diUiPfQTmaViQP, VheUe aTe:a

Ɣ VQlWme: OPliPe XQlWmeU aTe high ePQWgh VhaV bTaPdU aPd daVa UciePViUVU caP URePda

VheiT da[U dQiPg UQcial media aPal[UiU, lQQkiPg aV cliSWeU, meUUage URTead, adaRViQPa

aPd Teach.a

a
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Ɣ VelQciV[: OPliPe daVa iU cQmiPg iP UQ faUV VhaV aP iPcidePV maPageT caP dQ AB-VeUViPga

QP hWmaPU iP Teal Vime, adaRViPg meUUageU aPd QVheT RaTVU Qf each iPcidePV VQ fiVa

Vhe ePXiTQPmePV aPd head VQYaTdU iPcidePV gQalU faUVeT, aPd mQTe efficiePVl[.a

Ͳdeall[ VhaV adaRVaViQP iU mWch faUVeT VhaP aP[ TeURQPUe, Yhich fiVU Vhe claUUica

defiPiViQP Qf ǺgeVViPg iPUide Vhe QVheT gW[ǷU OODA lQQRǻ.a

Ɣ VaTieV[: The iPVeTPeV haU a lQV Qf VeZV daVa flQaViPg aTQWPd iV, bWV iVU XaTieV[ iUPǷV jWUVa

iP all Vhe diffeTePV RlaVfQTmU aPd daVa fQTmaVU Peeded VQ UcTaRe QT iPjecV iPVQ iV ǳa

iVǷU alUQ iP Vhe V[ReU Qf iPfQTmaViQP beiPg caTTied. EXeT[QPe aPd VheiT gTaPdmQVheT iUa

QPliPe PQY, aPd Vhe (UPiffable, acViQPable aPd adjWUVable) daVa flQYU iPclWdea

emQViQPU, TelaViQPUhiRU, gTQWR UePVimePV, maTkeV UePVimePV, aPd gTQWR cQheUiQPa

maTkeTU.a

TheTeǷU alUQ a fQWTVh V, VeTaciV[, VhaV iPclWdeU diUiPfQTmaViQP.a a

ͲPVeNNigePce: OODA NQQRU aPd iPVeNNigePce c[cNeUa

 
OODA LRRS (BR\d) 

 

BQ[dǷU OODA LQQR iU a Ya[ VQ lQQk aV Vhe RTQceUU fTQm cQllecViPg iPfQTmaViQP abQWV Vhea

YQTld, VhTQWgh bWildiPg a "UiVWaViQP RicVWTe" VhaV mQdelU YhaV [QW VhiPk mighV be caWUiPga

a
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VhQUe QbUeTXaViQPU, decidiPg hQY VQ acV iP VhaV UiVWaViQP, VheP acViPg. ͲVǷU alUQ a WUefWl lePUa

fQT VhiPkiPg abQWV diUiPfQTmaViQP TeURQPUe iP VeTmU Qf cQWPVeT-acViQPU, cQmReViPg deciUiQPa

lQQRU aPd TeUQWTceU.aa

ͲPfQUec: HQY DiUiPfQTOaViQP MighV EXQNXea

DiUiPfQTmaViQP defePce iU mQXiPg QP a UimilaT aTc VQ Vhe QPe VhaV Cliff SVQllǷU ǺȽThe CWckQQ'Ua

EggȽǻ aPd Mike XaP PWVVeǷU ǺȽWalkiPg WQWPdedȽǻ deUcTibe aU Vhe eXQlWViQP Qf c[beTUecWTiV[.a a

2016 diUiPfQTmaViQP YaU TQWghl[ eSWiXalePV VQ Vhe UVaTV Qf The CWckQQǷU Egg, YheTe SVQlla

UVaTVU PQViciPg VheTeǷU a RTQblem iP hiU U[UVemU, aPd VTackU hackeTU mQXiPg VhTQWgh Vhem.a

DiUiPfQTmaViQP iU a biV fWTVheT PQY. TheTe iU PQY a maTkeV fQT diUiPfQTmaViQP aU a UeTXice.a

DiUiPfQTmaViQP TeURQPUe iU alUQ a maTkeV, bWV iVǷU QPe YiVh UeXeTal la[eTU VQ iV, jWUV aU Vhea

eZiUViPg c[beTUecWTiV[ maTkeV haU URecialiUVU aPd Ui\eU aPd la[eTU.a

FWTVheT ReadiPga

RecePV iPfQTmaViQP QReTaViQPU, diUiPfQTmaViQP aPd RTQRagaPda hiUVQT[:a

Ɣ ThQmaU Rid, ǺȽAcViXe MeaUWTeUȽǻa

Ɣ PW SiPgeT, EmeTUQP BTQQkiPg ǺȽLike WaTȽǻa

Ɣ Ze[PaR TWfeki, ǺTYiVVeT aPd TeaT GaUǻ (ȽfTee XeTUiQPȽ)a

Ɣ ǺȽVeTificaViQP haPdbQQkȽǻ, URecificall[ Vhe chaRVeT QP ȽiPXeUVigaViXe TeRQTViPgaa

UPdeTUVaPdiPg iPfQTmaViQP UecWTiV[:a

Ɣ RePV-a-VTQll: ReUeaTcheTU RiV diUiPfQTmaViQP faTmeTU agaiPUV each QVheTa

Ɣ MaTkeV SePVimePV 

ͲPVeTPeV hiUVQT[:a

a

Page 14                           CC-b[-SA, CQR[TighV CQgSecCQllab aPd ThTeeV LLCa

https://en.wikipedia.org/wiki/The_Cuckoo's_Egg
https://en.wikipedia.org/wiki/The_Cuckoo's_Egg
https://www.mvanputte.com/
https://us.macmillan.com/books/9780374287269
https://www.likewarbook.com/
https://www.twitterandteargas.org/downloads/twitter-and-tear-gas-by-zeynep-tufekci.pdf
http://verificationhandbook.com/
http://verificationhandbook.com/book2/chapter1.php
https://arstechnica.com/information-technology/2019/10/disinformation-campaigns-not-just-for-state-actors-anymore/
https://www.investopedia.com/terms/m/marketsentiment.asp


The BigBQQk Qf DiUiPfQTOaViQP DefePce X2.0a

a

Ɣ AP ͲPVeTPeV HiUVQT[ TimeliPe: FTQm Vhe 1960U VQ NQYa

Ɣ hVVRU://YYY.UlideUhaTe.PeV/debb[laViPa/iPVeTPeV-hiUVQT[-190741201a

Ɣ We ATe SQcial: ȽGlQbal digiVal TeRQTV 2019Ƚ - iPVeTPeV Ui\ea

AbWUeU aPd cQWPVeTUa

Ɣ Ͳ UVWmbled acTQUU a hWge AiTbPb Ucam VhaVǷU VakiPg QXeT LQPdQPa

Ɣ EVhaP ZWckeTmaP cQWTUe, ǺȽFiZiPg SQcial MediaȽǻa

Ɣ TheTe aTe PQ UhaTkU UYimmiPg QP a fTeeYa[ iP HQWUVQPa

Ɣ KaVe SVaTbiTd, ȽTTaciPg DiUiPfQTmaViQP TTajecVQTieU fTQm Vhe 2010 DeeRYaVeT HQTi\QPa

Oil SRillȽ, 2016 

HWmaP XWlPeTabiliVieU:a

Ɣ JQPaVhaP HaidV ǺYh[ iV feelU like eXeT[VhiPg iU gQiPg ha[YiTeǻa

Ɣ DemaPd fQT DeceiV: Wh[ DQ PeQRle CQPUWme aPd ShaTe DiUiPfQTmaViQP? ǲ PQYeTa

3.0: UPdeTUVaPdiPg MQdeTP AWVhQTiVaTiaP ͲPflWePcea

HiUVQT[ Qf geQRQliVical iPflWePce:aa

Ɣ FiPal ReRQTV QP Vhe BWlgaTiaP BTQadcaUViPg SVaViQP NeY EWTQRe, (ReUeaTch UPiV X.2)a

Ɣ MQTale OReTaViQPU FMa

Ɣ UPTeUVTicVed_WaTfaTea

Ɣ hVVRU://YYY.RU[YaT.QTg/cQPVePV/UibULecVWTea

Ɣ RWUUiaP PQliVical WaT ^ MQXiPg Be[QPd Vhe H[bTida

GeQRQliVical diUiPfQTmaViQPa

Ɣ H. FaTTell aPd B. SchPeieT ǺDefePdiPg DemQcTaVic MechaPiUmU aPd ͲPUViVWViQPUa

agaiPUV ͲPfQTmaViQP AVVackUǻ ShPeieT QP SecWTiV[, 2019a

a
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Ɣ H. FaTTell & B. SchPeieT ǺCQmmQP-KPQYledge AVVackU QP DemQcTac[ǻ BeTkmaP KleiPa

CePVeT fQT ͲPVeTPeV aPd SQcieV[. HaTXaTd UPiXeTUiV[. OcVQbeT, 2018a

Ɣ S.C. WQQle[ & P.N HQYaTd (edU) CQmRWVaViQPal PTQRagaPda. OZfQTd. 2019a

a
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3. Influence Techniques 

a

a

TL;DR InflXence TechniqXeV 2 

DeVcUibing InflXence 2 

SWUaWegieV 2 
7KH FRXU DV: DLVWRUW, DLVWUDFW, DLVPD\, DLVPLVV 3 
HDFN DQG LHDN 3 
8QVXUPRXQWDEOH PURRI 4 

Fake (and Ueal) ConWenW 4 
MLVLQIRUPDWLRQ 4 
FDNH EXW CUHGLEOH ³RHVHDUFK´ 4 
GUDLQ RI 7UXWK 4 
NDUUDWLYHV 5 

Fake (and Ueal) AccoXnWV 6 

a
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IJQRUDQW AJHQWV 6 
FDNH E[SHUWV 7 
FDNH GURXSV 7 
BRWQHWV 7 
DLVLQIRUPDWLRQ :HEVLWHV 7 
PLQN SOLPH NHWZRUNV 7 
OWKHU GHGLFDWHG FKDQQHOV 8 

Fake (and Ueal) ShaUing 8 
APSOLILFDWLRQ 8 
HDVKWDJ JDFNLQJ 8 
MLFURWDUJHWLQJ (LQFOXGLQJ SMS, :KDWVDSS, WDUJHWHG DGV) 8 
MDQLSXODWH OQOLQH PROOV 8 
SHDUFK EQJLQH OSWLPLVDWLRQ 8 
OUJDQLVLQJ RHDO-:RUOG EYHQWV 9 
AVWURWXUILQJ DQG IQIRUPDWLRQ PROOXWLRQ (ILOO WKH ]RQH ZLWK VKLW) 9 

FXUWheU Reading 9 

TL;DR ͲPHNWGPcG TGcJPKSWGUa

Ɣ A common description langWage helps Ws share information aboWt disinformationa

incidents.a

Ɣ Describing disinformation behaXioWrs helps Ws mitigate and coWnter thosea

behaXioWrs.a

DGUcTKbKPI ͲPHNWGPcGa

Disinformation isnǷt alYa[s obXioWs misinformation, e.g. ǺCoXid-19 isnǷt realǻ.  To track it, Yea

need to look for its components, and traces of its creatorsǷ actiXities.aa

SVTaVGIKGUa

The social strategies for mass popWlation inflWence.aa

a
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TJG FQWT DU: DKUVQTV, DKUVTacV, DKUOa[, DKUOKUUa

Ben Nimmo created the Ǻ4Dsǻ: Distort, Distract, Disma[, DismissȽ1Ƚ.a

Ɣ Distort the facts.  WeǷre not inXading Ukraine; YeǷre rescWing/protecting ethnica

RWssians.a

Ɣ Dismiss: Critics and Wncomfortable facts.  Make coWnter-accWsations.  WeǷXe seena

this one Wsed often b[ China.  EXer[ time the U.S. accWses China of stealing oWra

intellectWal propert[ Xia illicit hacking, China retorts b[ first dismissing thea

accWsation and then stating that the[Ƿre the targets of U.S. hacking.a

Ɣ Distract from the main issWe.  MH-17 Yas a traged[.  Wh[ is a commercial airlinera

fl[ing oXer a Yar \one?a

Ɣ Disma[: Ad-hominem ǲ make personal attacks, insWlts and accWsations.  This one isa

particWlarl[ interesting becaWse b[ eXen addressing these attacks, [oW lend thema

credence.  Think aboWt Pi\\agate.  Making a preposteroWs claim sWggesting thata

political elites haXe a secret seZ dWngeon fWll of kids is Xer[ hard to defend againsta

YithoWt lending the accWsations credence.a

CogSecCollab added a fifth D:a

Ɣ DiXide: RedWce trWst, create confWsion, and proXoke popWlations. ͲtǷs not an accidenta

Yhen tYo groWps at polar opposite ends of the political spectrWm Ǻmagicall[ǻ haXea

competing eXents at the same time and place.a

HacM aPF LGaMa

OEWDLQ GRFXPHQWV (HJ E\ WKHIW RU OHDN), WKHQ UHOHDVH HLWKHU WKH UHDO GRFXPHQWV, RU DOWHUHG 
YHUVLRQV RI WKHP, SRVVLEO\ DPRQJ IDFWXDO GRFXPHQWV/VRXUFHV. 

1 Ben Nimmo, described in ǺȽAnatom[ of an Ͳnfo-War:  HoY RWssiaǷs Propaganda Machine Works, anda
HoY to CoWnter itȽǻ, StopFake.org,  2018a

a
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UPUWTOQWPVabNG PTQQHa

Campaigns often leXerage tactical and informational as[mmetries on the threat sWrface, asa

seen in the Distort and Den[ strategies, and the "firehose of misinformation". Specificall[,a

conspirac[ theorists can be repeatedl[ Yrong, bWt adXocates of the trWth need to bea

perfect. B[ constantl[ escalating demands for proof, propagandists can effectiXel[ leXeragea

this as[mmetr[ Yhile also priming its fWtWre Wse, often Yith an eXen greater as[mmetrica

adXantage. The conspiracist is offered freer rein for a broader range of "qWestions" Yhilea

the trWth teller is bWrdened Yith higher and higher standards of proof. 

FaMG (aPF TGaN) CQPVGPVa

MKUKPHQTOaVKQPa

Misinformation is fake content.  This might be false messages, photoshopped images, ora

deepfakes: fake teZt, images, and Xideos created b[ compWters.a a

Misinformation doesnǷt haXe to be sophisticated, so deepfakes are Wsed more for thingsa

like creating fake profile pictWres.  Some h[brid infosec/disinformation attacks Wse deepa

faked Xoices eZist, bWt these are relatiXel[ rare.a

FaMG bWV CTGFKbNG ǺRGUGaTcJǻa

Plandemic is an eZample of credible-seeming research oWtpWt throWgh Xideos and reportsa

Yith high prodWction XalWes.a a

GTaKP QH TTWVJa

Wrap lies or altered conteZt/facts aroWnd trWths. Man[ sWccessfWl disinformationa

campaigns York Yith trWe information, or information that is mostl[ trWe, Yith a smalla

percentage of misinformation embedded in it: a roWgh rWle of thWmb is 90% trWe to 10%a

misinformation.aa

a
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ȽͲnflWence campaigns pWrsWe a Xariet[ of objectiXes Yith respect to target aWdiences,a

prominent among them: 1. Wndermine a narratiXe commonl[ referenced in the targeta

aWdience; or 2. promote a narratiXe less common in the target aWdience, bWt preferred b[a

the attacker. Ͳn both cases, the attacker is presented Yith a heaX[ lift. The[ mWst changea

the relatiXe importance of XarioWs narratiXes in the interpretation of eXents, despitea

contrar[ tendencies.a

When messaging makes Wse of factWal reporting to promote these adjWstments in thea

narratiXe space, the[ are less likel[ to be dismissed oWt of hand; Yhen messaging cana

jWZtapose a (factWal) trWth aboWt cWrrent affairs Yith the (abstract) trWth eZplicated in thesea

narratiXes, propagandists can Wndermine or promote them selectiXel[. ConteZt matters.a

NaTTaVKXGUa

NarratiXes are the stories that Ye base oWr beliefs on: Ǻidentit[ narratiXesǻ aboWt Yho Yea

are, Ǻin-groWpǻ and ǺoWt-groWpǻ narratiXes aboWt the groWps that Ye do and donǷt belong to,a

and other narratiXes aboWt YhatǷs happening in the Yorld aroWnd Ws.  EZamples ofa

narratiXes inclWde that midYesterners are generoWs, and that RWssia is Wnder attack froma

oWtside.a

NarratiXes form the bedrock of oWr YorldXieYs. NeY information is Wnderstood throWgh aa

process firml[ groWnded in this bedrock. Ͳf neY information is not consistent Yith thea

preXailing narratiXes of an aWdience, it Yill be ignored. EffectiXe campaigns make eZtensiXea

Wse of aWdience-appropriate archet[pes and meta-narratiXes throWghoWt their contenta

creation and amplification practices.  EZamples inclWde Wsing or distorting narratiXes thata

alread[ eZist in targeted commWnities, or creating  competing narratiXes connected to thea

same issWe, e.g. den[ an incident, and at the same time dismiss it.a

a
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FaMG (aPF TGaN) AccQWPVU 

To implement strategies Wsing the poYer of social netYorks, Ye need accoWnts Yith accessa

to social groWps, and personas.  These t[pes of accoWnts can be broken into siZ categories.a

Ɣ Bots: BWlk pWrchase, mostl[ amplifiers, little-to-no original contenta

Ɣ Parod[: Clearl[ coWnterfeit accoWnt Wsed to satiri\e or diminish imagea

Ɣ Spoof: CoWnterfeit accoWnt Yhich closel[ copies real accoWnt.a

Ɣ CamoWflage:  False accoWnt Yhich mimic commWnit[ of real accoWntsa

Ɣ Deep CoXer:  False accoWnt accepted as real for long periods of timea

Ɣ TakeoXer:  Real accoWnt controlled b[ someone Yho isnǷt its oYnera

ͲtǷs eas[ to get caWght Wp in the technolog[: hacking accoWnts, identit[ theft, botnets, and soa

on, bWt itǷs important to remember that the technolog[ is onl[ one aspect of the integrateda

problem space.a

ͲIPQTaPV AIGPVUa

CWltiXate propagandists for a caWse, the goals of Yhich are not fWll[ comprehended, anda

Yho are Wsed c[nicall[ b[ the leaders of the caWse. Ͳndependent actors Wse social mediaa

and specialised Yeb sites to strategicall[ reinforce and spread messages compatible Yitha

their oYn. Their netYorks are infiltrated and Wsed b[ state media disinformationa

organisations to amplif[ the stateǷs oYn disinformation strategies against targeta

popWlations. Man[ are traffickers in conspirac[ theories or hoaZes, Wnified b[ a sWspicion ofa

Western goXernments and mainstream media. Their narratiXes, Yhich appeal to leftistsa

hostile to globalism and militar[ interXention and nationalists against immigration, area

freqWentl[ infiltrated and shaped b[ state-controlled trolls and altered neYs items froma

agencies sWch as RT and SpWtnik. Also knoYn as "WsefWl idiots" or "WnYitting agents".a

a
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FaMG EZRGTVUa

Stories planted or promoted in compWtational propaganda operations often make Wse ofa

eZperts fabricated from Yhole cloth, sometimes specificall[ for the stor[ itself.aa

FaMG GTQWRUa

ȽCompWtational propaganda depends sWbstantiall[ on false perceptions of credibilit[ anda

acceptance. B[ creating fake Wsers and groWps Yith a Xariet[ of interests and commitments,a

attackers can ensWre that their messages both come from trWsted soWrces and appeara

more Yidel[ adopted than the[ actWall[ are.a

BQVPGVUa

Bots are aWtomated/programmed profiles designed to amplif[ content (ie: aWtomaticall[a

retYeet or like) and giXe appearance it's more "popWlar" than it is. The[ can operate as aa

netYork, to fWnction in a coordinated/orchestrated manner. Ͳn some cases (more so noY)a

the[ are an ineZpensiXe/disposable assets Wsed for minimal deplo[ment as bot detectiona

tools improXe and platforms are more responsiXe.a

DKUKPHQTOaVKQP WGbUKVGUa

Disinformation Yebsites range from sites created to attract clicks and adXertising mone[,a

to sites created to spread disinformation. Tertiar[ sites create content/neYs/opiniona

Yeb-sites to cross-post stories. Tertiar[ sites circWlate and amplif[ narratiXes. Often thesea

sites haXe no masthead, b[lines or attribWtion.a

PKPM SNKOG NGVYQTMUa

A netYork of Yebsites that are amplif[ing misinformation, often Yhilst pWrporting to bea

something else, inclWding a netYork of local neYspapers.  A prominent case from the 2016a

era Yas the DenXer GWardian, Yhich pWrported to be a local neYspaper in Colorado anda

speciali\ed in negatiXe stories aboWt Hillar[ Clinton.a

a
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OVJGT FGFKcaVGF cJaPPGNUa

Some nationstate backed neYs oWtlets specialise in pWblishing and amplif[inga

disinformation.aa

FaMG (aPF TGaN) SJaTKPIa

AORNKHKcaVKQPa

Use trolls and bots to amplif[ narratiXes and/or manipWlate narratiXes. Fake profiles/a

sockpWppets operating to sWpport indiXidWals/narratiXes from the entire political spectrWma

(left/right binar[). Operating Yith increased emphasis on promoting local content anda

promoting real TYitter Wsers generating their oYn, often diXisiXe political content, as it'sa

easier to amplif[ eZisting content than create neY/original content.aa

HaUJVaI JacMKPIa

Use a dedicated hashtag - either create a campaign/incident specific hashtag, or take oXera

an eZisting hashtag.a

MKcTQVaTIGVKPI (KPcNWFKPI SMS, WJaVUaRR, VaTIGVGF aFU)a

Create or fWnd adXertisements targeted at specific popWlations, or Wse messaging serXicesa

to target them indiXidWall[.aa

MaPKRWNaVG OPNKPG PQNNUa

Create fake online polls, or manipWlate eZisting online polls. Data gathering tactic to targeta

those Yho engage, and potentiall[ their netYorks of friends/folloYers as Yell.a

SGaTcJ EPIKPG ORVKOKUaVKQPa

Ƚ ManipWlate content engagement metrics (ie: Reddit & TYitter) to inflWence/impact neYsa

search resWlts (e.g. Google), also eleXates RT & SpWtnik headline into Google neYs alerta

emails. aka "Black-hat SEO".a

a
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OTIaPKUKPI RGaN-WQTNF EXGPVUa

ȽCoordinate and promote real-Yorld eXents across media platforms, e.g. rallies, protests,a

gatherings in sWpport of incident narratiXes.aa

AUVTQVWTHKPI aPF ͲPHQTOaVKQP PQNNWVKQP (HKNN VJG \QPG YKVJ UJKV)a

Firehose of misinformation. Flooding and/or mobbing social media channels feeds and/ora

hashtag Yith eZcessiXe XolWme of content to control/shape online conXersations and/ora

droYn oWt opposing points of XieY. Bots and/or patriotic trolls are effectiXe tools to achieXea

this effect. Flood social channels; driXe traffic/engagement to all assets; createa

aWra/sense/perception of perXasiXeness/consensWs (for or against or both simWltaneoWsl[)a

of an issWe or topic. "Nothing is trWe, bWt eXer[thing is possible." Akin to astrotWrfinga

campaign.a

 

FWTVJGT RGaFKPI 

Ɣ AMͲTT TTP GWidea

Ɣ https://mediWm.com/@timboWcher/adXersarial-social-media-tactics-e8e9857fede4a

Ɣ Kate StarbirdǷs Ƚsocial graphsa

 
 

a

a
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TL;DR DiUiPfQTOaViQP MQdelUa

Ɣ An incidenV iU a cooTdinaVed UeV of acViXiVieU, oXeT a TelaViXel[-UhoTV VimeUpan, WUWall[a

YiVh an indiXidWal oT Veam behind iV.a a

Ɣ We'Te WUing adapVed infoTmaVion UecWTiV[ UVandaTdU Vo deUcTibe diUinfoTmaViona

incidenVU, Uo Ye can UhaTe Vhem YiVh a laTge nWmbeT of TeUpondeTU.a a

Ɣ We deUcTibe incidenVU in VeTmU of naTTaViXeU (Vhe UVoT[lineU in Vhe incidenV), TTPUa

(VechniqWeU WUed), and incidenV objecVU (acVoTU, VoolU eVc).a a

Ɣ We WUe STͲX Vo deUcTibe moUV incidenV objecVU, AMͲTT Vo deUcTibe VechniqWeU, anda

VeZV Vo deUcTibe naTTaViXeU.aa

Ɣ infoTmaVion UecWTiV[ and diUinfoTmaVion defence aTe Uo UimilaT VhaV Ye can WUe Vhea

Uame VoolU foT Vhem boVh.a

Ɣ Ͳf Ye haXe a common deUcTipVion langWage, Ye can UhaTe infoTmaVion aboWVa

diUinfoTmaVion incidenVU in Teal Vimea

Ɣ Ͳf Ye deUcTibe Vhe moXeU diUinfoTmaVion cTeaVoTU WUe, Ye can miVigaVe oT blocka

VhoUe moXeUa

DiUiPfQTOaViQP MQdelUa

ModelU help WU WndeTUVand and UhaTe infoTmaVion aboWV diUinfoTmaVion. ModelU alUo helpa

WU plan miUinfoTmaVion defenUeU and coWnVeTU, aUUeUU VoolU and mechaniUmU, and handlea

adapViXe VhTeaVU cTeaVed YiVh machine leaTning.a

a
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La[eT MQdelUa

 
 

DiVinfRUmaWiRn P\Uamid 
 

The diUinfoTmaVion p[Tamid connecVU infoTmaVion opeTaVionU, VhTeaV inVelligence, oUinVa

TeUeaTch and diUinfoTmaVion daVa Ucience.aa

Ɣ CampaignU: aTe long-VeTm diUinfoTmaVion opeTaVionU. The[ǷTe focWUUed aToWnd aa

Vheme, like Upecific geopoliVicU (e.g. Ǻmake eXeT[one like chinaǻ oT ǺUkTaine iU Teall[a

RWUUiaǻ), and aTe ofVen naVion-UVaVe-fWnded, bWV mighV alUo be fTom inVeTeUV gToWpUa

(e.g. faT-TighV-Ying, anViXaZZeTU eVc). ͲnfoTmaVion opeTaVionU YoTk iU ofVen aV VhiUa

leXel.a

Ɣ ͲncidenVU: VheUe aTe Vhe UhoTV VeTm, c[clic VhingU Ye VTack. The[ǷTe cooTdinaVed UeVUa

of acViXiVieU VhaV happen oXeT a defined VimeUpan VhaV WUWall[ indicaVeU Uome foTma

of Veam oT indiXidWalU dTiXing Vhem. ͲncidenVU haXe VhingU YiVh defined paTameVeTUa

like TTPU VhaV Ye can UhaTe, VhTeaV acVoTU, and oVheT objecVU VhaV [oWǷd TecogniUea

fTom TͲ, bWV alUo inclWding conVeZV and naTTaViXeU. OSͲNT TeUeaTch and VhTeaVa

inVelligence WUWall[ happenU on VhiU leXel.a

a
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Ɣ NaTTaViXeU: aTe Vhe UVoTieU VhaV Ye Vell aboWV oWTUelXeU and Vhe YoTld. The[ǷTe UVoTieUa

aboWV Yho Ye aTe, Yho Ye do and donǷV belong Vo, YhaVǷU happening, YhaVǷU VTWea

(e.g. CoXid19 YaU caWUed b[ 5G maUVU). Tagging infoTmaVion YiVh defined naTTaViXeUa

make iV eaUieT foT WU aU anal[UVU Vo folloY Vhe floY of infoTmaVion acToUU Vhe inVeTneVa

and be[ond.aa

Ɣ ATVifacVU: ͲncidenVU and NaTTaViXeU UhoY Wp online aU aTVefacVU: Vhe VeZV, imageU,a

XideoU, WUeT accoWnVU, gToWpU, YebUiVeU eVc and linkU beVYeen Vhem all VhaV Yea

collecV and WUe Vo WndeTUVand YhaVǷU happening. DaVa UcienViUVU WUWall[ UVaTV heTe.a

So YhaV lookU Vo oWVUide obUeTXeTU like anal[UVU Uimpl[ hWnVing doYn a haUhVag oT a URL,a

deUcTibing a naTTaViXe, oT VT[ing Vo WndeTUVand Vhe VhingU VhaV link Vo iV iU Uo mWch moTe; iVǷUa

Teall[ a paTV of cTeaVing an inXenVoT[ of Vhe diUcTeVe elemenVU of each incidenV, oT Vhea

objecVU WUed b[ a diUinfoTmaVion Veam oT campaign, Uo Ye can a) UhaTe a UWmmaT[ of YhaVa

Ye Vhink iU happening, and b) diUTWpV boVh VhoUe componenV paTVU, Vhe TTPU behind Vhem,a

and Vhe incidenVU and campaignU Vhe[ UWppoTV.a

AcVQT MQdelU 

FoT poYeT-moViXaVed diUinfoTmaVion, Ye haXe VhTee main gToWpU of people: Vhe cTeaVoTU ofa

miUinfoTmaVion (ǶaVVackeTUǷ), Vhe people VT[ing Vo coWnVeT Vhem (ǶdefendeTUǷ), and Vhe VaTgeVUa

of Vhe miUinfoTmaVion (ǶpopWlaVionUǷ). T[picall[, aVVackeTU UVaTV aV Vhe Vop of Vhe p[Tamid anda

YoTk VheiT Ya[ doYn. DefendeTU aTe aV Vhe boVVom and YoTk VheiT Ya[ Wp.a

Ɣ Red. AVVackeTU cTeaVe incidenVU (e.g. MacTongaVe), Yhich ofVen foTm paTV ofa

longeT-VeTm campaignU (e.g. deUVabili\e FTench poliVicU). HWman commWnicaVion iUa

geneTall[ aV Vhe leXel of UVoTieU, oT naTTaVion: Ye Vell each oVheT UVoTieU aboWV Vhea

YoTld, aU giUVU oT memeU. And Vo Vell VheUe UVoTieU, Ye need aTVifacVU: Vhe WUeTU,a

VYeeVU, imageU eVc VhaV aTe XiUible in each aVVack.   AVVackeTU haXe a goal Vhe[ YanVa

a
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Vo accompliUh and deUign a miUinfoTmaVion campaign Vo achieXe VhaV goal. The[a

manWfacVWTe one oT moTe incidenVU, each incidenV haU iVU oYn naTTaViXe Yhich iUa

Vold VhToWgh a UeTieU of aTVifacVU. ThoUe aTVifacVU can be poUVU, VYeeVU, UVoTieU, deepa

fakeU, eVc. AU aVVackeTU moXe doYn Vhe p[Tamid, moTe YoTk mWUV be done. A Uinglea

campaign can haXe VhoWUandU of aTVifacVU VTanUmiVVed b[ VenU-of-VhoWUandU ofa

accoWnVU.a

Ɣ BlWe. WhilUV Vhe aVVackeT UeeU Vhe Yhole of Vhe p[Tamid fTom Vhe Vop doYn, Vhea

defendeT WUWall[ UeeU iV fTom Vhe boVVom Wp, YoTking back fTom aTVifacVU Voa

WndeTUVand incidenVU and campaignU, WnleUU Vhe[ǷTe lWck[ enoWgh Vo haXe gooda

inUideT infoTmaVion oT inVelligence.  MoUV cWTTenV miUinfoTmaVion YoTk iU aV Vhea

aTVifacV leXel, alVhoWgh VheTe haU been naTTaViXe (UVoT[) leXel YoTk happeninga

TecenVl[. B[ conVTaUV, defendeTU UVaTV aV Vhe boVVom of Vhe p[Tamid. The[ Uee ana

aTVifacV, and Vhen anoVheT, and aV Uome poinV, Vhe[ ma[ be able Vo Vie all of VheUea

aTVifacVU inVo a coheUiXe naTTaViXe. EXenVWall[ UeXeTal of VheUe naTTaViXeU can be Vieda

Vo diUVincV incidenVU and YiVh enoWgh inXeUVigaVion and peThapU a liVVle aVVTibWVion, aa

campaign can be diUcoXeTed. ThiU iU definiVel[ an ǺWphillǻ climb. DefendeTU Yill neXeTa

WncoXeT eXeT aTVifacV and aTe likel[ Vo miUU nWmeToWU naTTaViXeU and incidenVUa

becaWUe Vhe[ Uimpl[ donǷV haXe acceUU Vo Vhe commWniVieU and plaVfoTmU YheTea

Vhe[ pTeUenV. EXen YiVh acceUU, Vhe[ ma[ neXeT geV aToWnd Vo anal[\ing Vhea

infoTmaVion oT eXen Tecogni\e iV aU linked Vo a campaign.a

Ɣ Non-Veam. ThiU iU cogniViXe UecWTiV[, Uo VheTe aTe man[ oVheT acVoTU in Vhe p[Tamid,a

inclWding people WnYiVVingl[ UhaTing diUinfoTmaVion, oT being Vhe VaTgeVU ofa

diUinfoTmaVion naTTaViXeU.aa

a

a
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When [oW look aV VhaV p[Tamid, VhoUe la[eTU aTenǷV jWUV aboWV infoTmaVion - Vhe[ǷTe alUoa

aboWV acVion, and WndeTUVanding hoY Vo Vie VogeVheT boVh aVVack and defence acViXiVieUa

fTom diffeTenV la[eTU.aa

ObjecV MQdelU 

AMͲTT STͲXa

 

 
STIX diagUam fRU CRlXmbia ChemicalV 

STͲX iU a daVa UVandaTd WUed Vo UhaTe infoTmaVion beVYeen VhTeaV inVelligence oTganiUaVionUa

like ͲSACU. ͲV'U a Tich langWage VhaV deUcTibeU VhTeaV objecVU and Vhe TelaVionUhipU beVYeena

Vhem, iU eZVenUible, WUed b[ eZiUVing VhTeaV inVelligence UhaTing commWniVieU (ͲSACU, ͲSAOUa

eVc) Uo Ye'd be paVching inVo an eZiUVing UhaTing U[UVem. ͲV'U alUo UWppoTVed b[ anda

inVegTaVeU Yell YiVh eZiUVing commWniV[-UWppoTVed, open-UoWTce VoolU.a

a
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DiVinfRUmaWiRn YeUViRn Rf STIX 

 

STͲX VTanUlaVeU Yell foT diUinfoTmaVion WUe. We added VYo objecVU Vo STͲX foTa

diUinfoTmaVion: incidenV, and naTTaViXe, and didnǷV need Vo change an[Vhing elUe. We WUea

cWUVom objecVU Vo TepTeUenV VheUe fieldU and be OpenCTͲ complianV.a

DiUiPfQTOaViQP T[RQgTaRhieU 

STͲX giXeU WU objecVU, e.g. VhTeaV acVoT, bWV doeUn'V giXe a UVandaTdiUed Ya[ Vo deUcTibe Vhea

V[pe of each acVoT, e.g. naVionUVaVe VhTeaV, foT-pTofiV VhTeaV, eVc. We'Te YoTking on VhaV, YiVha

NATO, baUed on ȽDFRlab'U DichoVomieU of DiUinfoTmaVionȽ.a

a
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BehaXiQWT MQdelUa

DiUiPfQTOaViQP TTPU: TacVicU, TechPiSWeU, PTQcedWTeUa

 
 

AMITT TTP FUameZRUk, aV Veen in MISP 
 

One of Vhe diUinfoTmaVion objecVU VhaV giXeU WU a loV of infoTmaVion iU Vhe TTPU (VechniqWeU,a

VacVicU, pTocedWTeU). Ͳn 2019, Vhe CTedibiliV[ CoaliVion MiUinfoUecWG Veam bWilV aa

diUinfoTmaVion eqWiXalenV Vo Vhe ATT&CK fTameYoTk:Vhe AM!TT (AdXeTUaTial MiUinfoTmaViona

and ͲnflWence TacVicU and TechniqWeU) TTP fTameYoTk, incoTpoTaVing componenVU fToma

eZiUVing infoUec UVandaTdU, miUinfoTmaVion modelU, pU[opU, and maTkeVing modelU (e.g.a

UaleU fWnnelU), and deUigned WUing a Yide Tange of eZample incidenVU, Tanging fToma

naVionUVaVe Vo Umall-gToWp in-coWnVT[ opeTaVionU. AM!TT'U langWage and UV[le iU adopVeda

fTom Vhe MͲTRE ATT&CK fTameYoTk, and iVU foTm iU deUigned Uo Ye can WUe all Vhe VoolUa

aXailable foT ATT&CK on iV. CogSecCollab conVinWeU Vo be inXolXed in Vhe eXolWVion anda

mainVenance of AM!TT, inclWding Vhe WUe of UWbVechniqWeU in Vhe model.a

a
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AMͲTT iU deUigned Vo giXe TeUpondeTU beVVeT Ya[U Vo Tapidl[ deUcTibe, WndeTUVand,a

commWnicaVe, and coWnVeT miUinfoTmaVion-baUed incidenVU. We WUe Vhe AMͲTT fTameYoTka

Vo bTeak each diUinfoTmaVion incidenV doYn inVo iVU componenV TTPU, and Vo deUign anda

WUe TTP-leXel coWnVeTmeaUWTeU. ͲV'U deUigned aU faT aU poUUible Vo fiV eZiUVing infoUeca

pTacViceU and VoolU, giXing TeUpondeTU Vhe abiliV[ Vo VTanUfeT oVheT infoTmaVion UecWTiV[a

pTincipleU Vo Vhe miUinfoTmaVion UpheTe, and Vo plan defenUeU and coWnVeTmoXeU.a

The laVeUV XeTUion of AMͲTT iU held in Vhe ȽAMͲTT GiVhWb TepoUiVoT[Ƚ - in VheTe, [oW can XieY aa

popWlaVed fTameYoTk, YheTe [oW can click on a VechniqWe and geV deVailU aboWV YhaV iV iU,a

Yho WUeU iV, and Yhich coWnVeTU aTe aXailable foT iV.a

EXeT[ AMͲTT componenV haU a WniqWe id (e.g. T0018 Paid VaTgeVed adU). The fTameYoTk iUa

Tead lefV-Vo-TighV in Vime, YiVh Vhe enViVieU Vo Vhe lefV V[picall[ (bWV noV neceUUaTil[)a

happening eaTlieT in an incidenV. ͲVU componenVU inclWde:a

Ɣ PhaUeU (noV UhoYn): higheT-leXel gToWpingU of VacVic UVageU, cTeaVed Uo Ye coWlda

check Ye didn'V miUU an[Vhing.  The phaUeU aTe UepaTaVed inVo lefV-of-booma

(planning, pTepaTaVion) and TighV-of-boom (eZecWVion, eXalWaVion), Vo TepTeUenVa

acViXiVieU befoTe (lefV) and afVeT (TighV) an incidenV iU XiUible Vo Vhe geneTal pWblic. Thea

VacVicU beloY each phaUe belong Vo VhaV phaUe.aa

Ɣ TacVicU (Vop ToY): UVageU VhaV Uomeone TWnning a miUinfoTmaVion incidenV aTe likel[a

Vo WUeaa

Ɣ TechniqWeU (all oVheT ToYU): acViXiVieU VhaV an incidenV cTeaVoT mighV WUe aV eacha

UVage. The VechniqWeU beloY each VacVic belong Vo VhaV VacVic.  An eZample of aa

VechniqWe iU T0010: CWlViXaVe ignoTanV agenVU.  ThiU deUcTibeU pWlling in WnYillinga

agenVU - VhToWgh hiTing Vhem, oT co-opVing VhToWgh emoVion, agenda, U[mpaVh[ (eg.a

conUpiTac[ VheoTiUVU aTe ofVen ignoTanV agenVU). The VechniqWe doeUnǷV define hoY Voa

a
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achieXe VhiU. TheTe aTe man[ Ya[U Vo hiTe oT co-opV indiXidWalU, each poVenViall[a

TeqWiTing iVU oYn coWnVeT.a

Ɣ TaUkU (noV UhoYn): VhingU VhaV need Vo be done aV each UVage. TaUkU aTe VhingU [oWa

do, VechniqWeU aTe hoY [oW do Vhem.aa

AMͲTT iU noY bWilV inVo Vhe MͲSP Vool.a 

SQcial Media ObjecV MQdelUa

STͲX giXeU WU aTVifacV objecV V[peU ObUeTXed DaVa and ͲndicaVoT, bWV in MͲSP Ye geV inVoa

moTe deVailed objecV V[peU like email, WTl. MͲSP didn'V haXe a UeV of objecVU Vo coXeT Uociala

media daVa, Uo Ye added a neY UeV YiVh a neY objecV foT each neY plaVfoTm V[pea

(VYiVVeT-poUV, facebook-gToWp eVc). We iniViall[ VTied WUing geneTic objecVU (Uocial-poUV,a

Uocial-gToWp eVc), bWV foWnd VheUe confWUing and difficWlV Vo YoTk YiVh aV Upeed.a

a
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NaTTaViXe MQdelUa

 
MindmaS Rf CRYid19 NaUUaWiYeV 

 

We knoY Ye need Vo VTack naTTaViXeU aU Vhe[ foTm, combine YiVh oVheT naTTaViXeU, die aYa[a

and UomeVimeU TeemeTge, bWV Ye haXen'V UeVVled [eV on a good TepTeUenVaVion foT VhiU.a

We'Xe VTied mindmapU, and looked aV hoY Vo maVch knoYn naTTaViXeU YiVh Vhe TeUWlVU ofa

VhingU like VeZV-baUed clWUVeTing and anomal[ deVecVion.a

 

FWTVheT ReadiPg 

STͲXa

Ɣ hVVpU://YYY.alienXaWlV.com/blogU/UecWTiV[-eUUenVialU/oVZ-iU-noY-a-fTee-UViZ-VaZii-UeT

XeTa

a
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Ɣ hVVpU://pWkhTaj.me/2019/01/27/YhaV-doeU-a-naVional-c[beT-Uhield-look-like/#moTe-8

61a

Ɣ hVVpU://UViZpTojecV.giVhWb.io/aboWV/STͲX_WhiVepapeT_X1.1.pdfa

Ɣ hVVpU://VhTeaVconnecV.com/UViZ-VaZii/a

hVVpU://YYY.cToYdUVTike.com/blog/indicaVoTU-aVVack-XU-indicaVoTU-compTomiUe/a

Ɣ hVVpU://oaUiU-open.giVhWb.io/cVi-docWmenVaVion/UViZ/inVTo?_ga=2.135668339.3780206

39.1559740731-781460544.1559740731a

AMͲTTa

Ɣ AMͲTT DeUign GWidea

Ɣ hVVp://oXeTcogniVion.com/2019/05/13/miUinfoTmaVion-haU-UVageU/a

Ɣ hVVpU://mediWm.com/miUinfoUec/diUinfoTmaVion-aU-a-UecWTiV[-pToblem-Yh[-noY-an

d-hoY-mighV-iV-pla[-oWV-3f44ea6cda95a

TechniqWeUa

Ɣ RWUUian ElecVion TTolling Becoming SWbVleT, ToWgheT To DeVecVa

Ɣ Big LieU and RoVVen HeTTingU: 17 KTemlin DiUinfoTmaVion TechniqWeU YoW Need Voa

KnoY NoYa

a

a
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5. Looking AfWer YoXrselfb

a

a

TL;DR Looking after \oXrself 2 
Safet\ 2 
YoXr Mental Health 3 
Operational SecXrit\ 5 

Ke\ cRnceSWV 5 
PURceVV: ThUeaW MRdeling fRU HXmanV 5 
CRmSaUWmenWali]aWiRn: EngineeUing WR make miVWakeV difficXlW 6 
FRXndaWiRnV: PeUVRnal SecXUiW\ 6 

OPSEC FRXndaWiRn: WRUk enYiURnmenW 7 
CRmSaUWmenWali]aWiRn 7 
CRYeU: YRXU PeUVRna 7 
WRUk UeciSeV: if WhiV, When WhaW 8 

OSSec ASSendiceV 8 

a
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ThUeaW MRdeling 8 
Ph\Vical SecXUiW\ BaVicV 9 

App Basics 9 
TZR-FacWRU AXWhenWicaWiRn (2FA) 10 
**UVing a VPN** 10 
**Web BURZVeUV and E[WenViRnV** 11 

**BXUneU Email and PhRne nXmbeUV (SVeXdRn\mRXV idenWiWieV)** 12 
**BXUneU EmailV** 12 
**BXUneU PhRne and ShRne nXmbeUV** 12 

SecXUe CRmmXnicaWiRnV 13 
SRcial EngineeUing and PhiVhing 13 

a

TL;DR LQQMKPI aHVGT [QWTUGNH 

Ɣ Protect [oWr mental health, protect [oWr online identit[, and be aYare of the peoplea

aroWnd [oW and affected b[ [oWr York.a a

Ɣ Repeated eZposWre to disinformation can Year [oW doYn mentall[, eXen if it doesn'ta

look that bad.  Take breaks, York Yith other people, eat chocolate, don't Wse [oWra

personal social media accoWnts to look at disinformation.a a

Ɣ And lock [oWr shit doYn.a

SaHGV[a

Ͳf [oW're going to York on disinformation, [oW'll need to keep [oWrself safe. Based on oWra

eZperience, here are some of the things [oW need to think aboWt:a

Ɣ Disinformation can be distressing material.  Ͳt's not jWst the hate speech and _reall[_a

bad images that [oW knoY are difficWlt to look at - it's also difficWlt to spend da[ aftera

a
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da[ reading material designed to change beliefs and Year people doYn. Be aYare ofa

[oWr mental health, and take steps to sta[ health[ (this btY is Yh[ Ye thinka

aWtomating as man[ processes as make sense is good - it stops people from haXinga

to interact so mWch Yith all the raY material).aa

Ɣ Disinformation actors aren't alYa[s nice people.  Operational secWrit[ (opsec:a

protecting things like [oWr identit[) is importanta

Ɣ YoW might also Yant to keep [oWr disinformation York separated from [oWr da[job.a

Opsec can help here too.a

YQWT MGPVaN HGaNVJ 

Disinformation inclWdes difficWlt material. ͲtǷs often designed to increase emotions like fear,a

hatred, and disgWst, as Yell as to form in-groWps and oWt-groWps Yith hate speech anda

images that can be difficWlt to XieY. This is especiall[ trWe if the disinformation is aboWt ora

targeted at a groWp [oWǷre part of or feel strongl[ aboWt. EXen those of Ws YhoǷXe beena

handling this material for [ears still get affected (thatǷs the point of it), so Ye all need toa

look after oWrselXes.a

Some basics:a

Ɣ Pace [oWrself if [oWǷre going throWgh difficWlt material.a

ż Take regWlar breaks. DonǷt spend more than an hoWr at a time readinga

throWgh material.aa

ż Ͳf [oW can, arrange to be interrWpted. ͲtǷs eas[ to get into a spiral Yith difficWlta

material and find [oWrself hoWrs later still digging throWgh it. HaXing ana

alarm, a schedWled call from a friend, or the dog pestering [oW for its Yalk ata

the end of a session can stop this happening.a

a
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ż Ͳf [oW can, go throWgh material Yith a ǶbWdd[.' Pair Wp Yith someone online,a

preferabl[ Yith a Xideo or aWdio channel, and talk throWgh Yhat [oWǷre doinga

Yith them.aa

ż Chocolate helps. We haXe no idea Yh[.a

ż Ͳf [oW start feeling Yibble[, stop. There is no shame in this. Nobod[ in thisa

team Yill eXer jWdge [oW for taking a da[, a Yeek, or tYo months off to looka

after [oWrself, or eXen shifting focWs foreXer. YoWr mental health is important,a

and Ye Yill still be here Yhen [oWǷre read[.aa

Ɣ Ͳf [oW can aXoid toWching or reading material, do so. That means that Yhere Ye cana

Ye aWtomate. Ͳf Ye haXe 50 copies of the same image, Ye onl[ need to XieY onea

cop[. Ͳf itǷs a difficWlt image, not eXer[one on the team needs to see it.a

ż Ͳf [oW haXe to share images / teZt in channels, pWt them in threads beloYa

content Yarnings, so people can choose Yhether to XieY them or not.aa

ż AWtomate feeds: if Ye haXe 50 copies of a message or image, onl[ shoY 1a

cop[ to the hWmans.aa

Ɣ Make disinformation something [oW Ǻgo toǻ. Right noY, YeǷre sWrroWnded b[ Ǻthea

infodemicǻ. Friends are talking aboWt it, feeds are eXer[Yhere, [oWr great Wncle isa

probabl[ selling [oW the latest conspirac[ theor[. WeǷre also seeing most people ina

oWr liXes online. YoWr life needs to inclWde pWppies and kittens, not being sYampeda

b[ batshit cra\[ disinformationȀ(See \[Basic OpSec for oWr Team\] section beloY)a

ż DonǷt Wse [oWr main social media accoWnts to folloY disinformation. YoWa

donǷt need more of that in [oWr life. PWll the data [oW need Wsing APͲs; set Wpa

dedicated accoWnts to do the folloYs; ask the team if someoneǷs alread[a

folloYing the accoWnts or groWps [oW need data on.a

ż Ͳncognito mode. Nobod[ needs their ad feed fWll of Qanon t-shirts anda

bleach cWres.aa

a
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ż We YonǷt alYa[s be passiXe, so haXing some actiXe accoWnts coWld be WsefWla

too...a

ORGTaVKQPaN SGEWTKV[a

YoWǷre going to need basic operational secWrit[, OPSEC, to York in this space.aa

KG[ EQPEGRVU 

Ɣ SecWrit[. ͲtǷs a process. Tools help [oW eZecWte the process.aa

Ɣ Compartmentation: separate [oWr personal life from [oWr York life.aa

Ɣ Persona: [oWr sp[ disgWise for research. A fleshed oWt hWman being that has details.a

Ɣ Step 0: Lock [oWr shit doYn.aa

Ɣ Goal: Ͳmpact containment. Ͳf [oW Wse compartmentation and a persona anda

eXer[thing goes Yrong, all that gets compromised is the persona.a

PTQEGUU: TJTGaV MQFGNKPI HQT HWOaPU 

OPSEC is a process, not a set of rWles or tools. B[ continWall[ folloYing the process the Wsera

shoWld remain in a state of secWrit[. The secWrit[ [oW get is from folloYing the process, nota

Wsing tools.a

EFFǷs SWrXeillance Self-Defense gWide has a Ƚgreat introdWction to threat modelingȽ. Ͳna

general, think aboWt [oWr 1-3 biggest threats -- in oWr case, reXealing [oWr real identit[ --a

and consider the folloYing:a

1. What am Ͳ protecting?a

2. From Yhom?a

a. What are the[ capable of doing?a

a
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b. WhatǷs the Yorst that can happen to me?a

3. HoY am Ͳ protecting m[self and m[ info? (mitigate against them)a

Once [oWǷXe assessed [oWr threat model, itǷs important to pWt it into action. DonǷt jWst sita

there -- do it!a

CQORaTVOGPVaNK\aVKQP: EPIKPGGTKPI VQ OaMG OKUVaMGU FKHHKEWNV 

An important part of operational secWrit[ is implementing compartmentali\ation to limita

the damage of an[ one penetration or compromise. compartmentali\ation is thea

separation of information, inclWding people and actiXities, into discrete cells. These cellsa

mWst haXe no interaction, access, or knoYledge of each other. This is sometimes referreda

to as impact containment.a

B[ compartmenting [oWr operations, the control center oXer [oWr accoWnts, and thea

information aXailable from an[ single persona soWrce, [oW are limiting the impact of aa

compromise. WithoWt proper compartmentali\ation, attackers are able to leXeragea

information from one compromised accoWnt to access another related accoWnt. Ͳncreasinga

priXileges and traXersing across the personaǷs eZposed and interlinked accoWnt controla

centers.a

The strength of this compartmentali\ation is directl[ proportional to hoY strong [oWra

compartment Yalls are, and hoY Yell [oW maintain them. This takes discipline. BWt it isn'ta

impossible.a

FQWPFaVKQPU: PGTUQPaN SGEWTKV[ 

(Step 0) Baseline SecWrit[a
 
BefRUe \RX dR an\Whing elVe... 
 

a
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SecXUe \RXUVelf. HaUden \RXU SeUVRnal enYiURnmenW. 
 

Ɣ ImSlemenW XniTXe, VWURng SaVVZRUdV eYeU\ZheUe  
Ɣ Enable ​mXlWi-facWRU aXWhenWicaWiRn ​ (2FA RU MFA) Rn eYeU\Whing  
Ɣ LRck dRZn SUiYac\ VeWWingV Rn \RXU VRcial media  
Ɣ MinimiVe \RXU aWWack VXUface ​ and e[SRVXUe WR UeWaliaWiRn if eYeU\Whing gReV ZURng. 

 
AddiWiRnal Ueading: 
 

Ɣ SecXUiW\ GXidelineV fRU CRngUeVViRnal CamSaignV 
Ɣ EFF¶V ​SXUYeillance Self-DefenVe GXide 

OPSEC FQWPFaVKQP: WQTM GPXKTQPOGPVa

CQORaTVOGPVaNK\aVKQPa
 
NR maWWeU hRZ gRRd SeRSle geW aW hacking, Whe\ VWill haYe WR Rbe\ Whe UXleV Rf Sh\VicV. 
 
MachineV: DRn¶W XVe \RXU SeUVRnal cRmSXWeU. UVe dedicaWed eTXiSmenW. 
 

Ɣ AW a minimXm, XVe a ViUWXalbR[ VM.  
Ɣ BeWWeU: XVe a VeSaUaWe, dedicaWed cRmSXWeU.  
Ɣ DRn¶W WUXVW \RXU bUain WR be SeUfecW -- cRnfigXUe \RXU cRmSXWeUV diffeUenWl\ VR \RX haYe 

YiVXal cXeV. 
ż   UVe VeSaUaWe ZallSaSeUV and WhemeV 
ż   UVe VeSaUaWe bURZVeUV fRU VeSaUaWe WaVkV. 
ż   If \RX XVe daUk mRde Rn \RXU SeUVRnal cRmSXWeU RU VM, VeW XS lighW mRde Rn 

\RXU UeVeaUch cRmSXWeU RU VM 
 
UVe a VPN: VPNV WXnnel \RXU inWeUneW WUaffic WR make iW lRRk like \RX¶Ue in a diffeUenW Sh\Vical 
lRcaWiRn. UVe a Said SURdXcW; if \RX¶Ue nRW Sa\ing a VXbVcUiSWiRn fRU \RXU VPN, ​Whe SURYideU iV 
cRllecWing all Rf \RXU WUaffic and Velling Whe daWa ​. 
 
If \RX¶Ue nRW VXUe Zhich Rne, WU\ ​PURWRnVPN​ RU ​PUiYaWe InWeUneW AcceVV​. 
 
CQXGT: YQWT PGTUQPaa
 
Once \RX¶Ye cUeaWed \RXU cRmSaUWmenWed ZRUkVSace, iW¶V Wime WR cUeaWe a SeUVRna. 
 

a
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YRX¶Ue nRW WU\ing WR beaW Whe NSA; \RX¶Ue WU\ing WR aYRid being dR[[ed b\ WURllV Rn 4chan. While 
iW can be eaV\ WR gR dRZn a UabbiW hRle Rn WhiV, \RX likel\ dRn¶W need a lRW Rf backVWRU\. WiWh WhaW 
in mind XVe a ViWe like ​fakenamegeneUaWRU.cRm​ WR cUeaWe a SeUVRna. 
 
YRXU SeUVRna VhRXld inclXde aW leaVW: 

Ɣ Name 
Ɣ Email 
Ɣ PhRne nXmbeU. NRn-VOIP bXUneU ZRUkV beVW if Vigning XS fRU accRXnWV  
Ɣ AccRXnW XVeUnameV and SaVVZRUdV 
Ɣ AddUeVV 
Ɣ BiUWhdaWe 

 
KeeS WhiV infR in a We[W file and leaYe iW Rn Whe deVkWRS Rf \RXU ZRUking machine. 

WQTM TGEKRGU: KH VJKU, VJGP VJaV 

Need WR geW SeRSle WR e[Slain Whe SURceVV Rf ZhaW Whe\¶Ue dRing, VR Ze can bXild RXW Whe 
UeleYanW UeciSeV 

Ɣ OSINT ReVeaUch 
 
AlZa\V VWaUW ZiWh SWeS 0: BaVeline SecXUiW\ 
 
ThiV iV inWended aV a TXick and diUW\ gXide WR cRnVideUing \RXU OSeUaWiRnal SecXUiW\ (OSSec). 
CRnVideU WhiV a VWaUWeU gXide RU LeYel 0. TheUe iV a baVeline fRU VecXUiW\ WR SURWecW \RXUVelf, \RXU 
fellRZ UeVeaUcheUV, and Whe SURjecW. ObYiRXVl\ \RXU aSSURach WR OSSec iV gRing WR deSend Rn 
\RXU WhUeaW mRdel. GiYen Whe cXUUenW cRnWe[W I¶m gRing WR VkiS an in deSWh diVcXVViRn Rf Sh\Vical 
VecXUiW\ in faYRU Rf RWheU WRSicV. 

ORSGE ARRGPFKEGUa

The VWaUWing SRinW fRU bXilding VecXUiW\ iV WR limiW Whe SRWenWial imSacW Rf a cRmSURmiVe. TR 
cRnWain Whe damage fURm a cRmSURmiVe XVe Whe SUinciSle Rf cRmSaUWmenWali]aWiRn. BXild a 
VWURng VecXUe cRmSaUWmenW WR XVe fRU all \RXU ZRUk and enVXUe WheiU iV nR WainW RU cRnWaminaWiRn 
fURm inVide Whe cRmSaUWmenW back WR \RX. 
 
TJTGaV MQFGNKPI 
FURm LRUen]R FUanceVchi-BicchieUai¶V ​WhaW iV ThUeaW MRdeling? ​: 
 

a
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³The fiUVW VWeS WR Rnline VecXUiW\ iV figXUing RXW ZhaW \RX'Ue WU\ing WR SURWecW, and ZhR \RX'Ue XS 
againVW. 
 
TR helS \RX figXUe RXW \RXU WhUeaW mRdel, cRnVideU WheVe fiYe TXeVWiRnV: 
 
1. WhaW dR \RX ZanW WR SURWecW? 
2. WhR dR \RX ZanW WR SURWecW iW fURm? 
3. HRZ likel\ iV iW WhaW \RX Zill need WR SURWecW iW? 
4. HRZ bad aUe Whe cRnVeTXenceV if \RX fail? 
5. HRZ mXch WURXble aUe \RX Zilling WR gR WhURXgh in RUdeU WR WU\ WR SUeYenW WhRVe 
cRnVeTXenceV? 
 
B\ anVZeUing WhRVe TXeVWiRnV, and figXUing ZhaW VRlXWiRnV and WRRlV \RX ZanW WR adRSW baVed 
Rn Whem, \RX Zill cRme XS ZiWh a WhUeaW mRdel WhaW ZRUkV fRU \RX. 
 
OYeUeVWimaWing \RXU WhUeaW can be a SURblem WRR: if \RX VWaUW XVing RbVcXUe cXVWRm RSeUaWing 
V\VWemV, YiUWXal machineV, RU an\Whing elVe Wechnical Zhen iW'V Ueall\ nRW neceVVaU\ (RU \RX dRn'W 
knRZ hRZ WR XVe iW), \RX¶Ue SURbabl\ ZaVWing \RXU Wime and mighW be SXWWing \RXUVelf aW UiVk. AW 
beVW, eYen Whe mRVW VimSle WaVkV mighW Wake a Zhile lRngeU; in a ZRUVW-caVe VcenaUiR, \RX mighW 
be lXlling \RXUVelf inWR a falVe VenVe Rf VecXUiW\ ZiWh VeUYiceV and haUdZaUe WhaW \RX dRn¶W need, 
Zhile RYeUlRRking ZhaW acWXall\ maWWeUV WR \RX and Whe acWXal WhUeaWV \RX mighW be facing.´ 
 
PJ[UKEaN SGEWTKV[ BaUKEU 

Ɣ CRYeU \RXU Zebcam WR SUeYenW XnaXWhRUi]ed acceVV WR \RXU cameUa. 
Ɣ LRck and SaVVZRUd SURWecW cRmSXWeU 
Ɣ Enable fXll diVk encU\SWiRn 
Ɣ OSWiRnal: If \RX¶Ue cRnceUned abRXW XnaXWhRUi]ed acceVV WR \RXU micURShRne, \RX can 

XVe a mic blRck. HeUe iV ​Rne e[amSle ​. 
 

App Basicsa
Weak SaVVZRUdV and SaVVZRUd Uec\cling aUe Whe eaVieVW Za\V WR haYe \RXU accRXnWV SZned 
 

Ɣ HaYeibeenSZned ​: Check if \RXU email accRXnW haV been cRmSURmiVed in a daWa bUeach. 
Ɣ MRVW SaVVZRUd manageUV Zill aleUW \RX if \RXU SaVVZRUd haV aSSeaUed in a daWa bUeach.  

 
PaVVZRUd manageUV aUe Whe eaVieVW Za\ WR cUeaWe, VWRUe, and imSlemenW VecXUe SaVVZRUdV fRU 
all \RXU accRXnWV. 
 

a
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DeciViRn PRinW: LRcal RU clRXd-baVed SaVVZRUd manageU. 
 

Ɣ LRcal: mRUe VecXUe, leVV efficienW, haUdeU WR mainWain, eaVieU WR lRVe eYeU\Whing if \RX 
fRUgeW WR back XS RU lRVe acceVV WR \RXU lRcal YeUViRn 

Ɣ ClRXd-baVed: eaVieU WR XVe, acceVVible an\ZheUe, mRUe efficienW, leVV VecXUe 
 
SRme RSWiRnV: 

Ɣ 1SaVVZRUd ​ (clRXd-baVed) 
Ɣ LaVWPaVV​ (clRXd-baVed) 
Ɣ DaVhlane ​ (clRXd-baVed) 
Ɣ KeeSaVVXC​ (lRcal) 

 
TYQ-FaEVQT AWVJGPVKEaVKQP (2FA)a
 
TZR-FacWRU AXWhenWicaWiRn UeTXiUeV Whe XVeU WR SURYide an addiWiRnal fRUm Rf YeUificaWiRn be\Rnd 
jXVW WheiU SaVVZRUd (SRmeWhing \RX haYe + VRmeWhing \RX knRZ). AfWeU haYing a VWURng XniTXe 
SaVVZRUd fRU each accRXnW, adding 2FA WR an accRXnW iV Whe higheVW leYeUage Za\ WR VecXUe 
\RXU accRXnW againVW XnaXWhRUi]ed acceVV. 
 

Ɣ TZR-FacWRU AXWhenWicaWiRn HandRXW​ fURm Whe EFF 
Ɣ TZRfacWRUaXWh.RUg ​: LiVW Rf ZebViWeV and ZheWheU RU nRW Whe\ VXSSRUW​ ​2FA​.  

 
DeciViRn PRinW: MeWhRd fRU 2FA 
 

Ɣ Te[W meVVage (SMS): EaVieVW WR geW XVeUV WR adRSW, leaVW VecXUe, eVSeciall\ in RXU 
cRnWe[W. If \RX XVe iW, beVW WR XVe a bXUneU VOIP nXmbeU. 

Ɣ SRfW WRken (ASS-baVed): MRUe VecXUe Whan SMS. E[amSleV inclXde ​ ​GRRgle AXWhenWicaWRU 
and ​ ​AXWh\​. 

Ɣ HaUd WRken (Ph\Vical deYice): MRVW VecXUe, haUdeU WR imSlemenW. E[amSleV inclXde 
YXbike\​.  

 
**UUKPI a VPN**a

 
A VPN iV a SURgUam WhaW URXWeV all Rf \RXU inWeUneW WUaffic WhURXgh a diffeUenW IP AddUeVV (like a 
WXnnel). A VPN iV Rne Rf Whe mRVW effecWiYe Za\V WR mainWain anRn\miW\ Rnline. Since VPN¶V 
baVicall\ URXWe all \RXU WUaffic like an ISP ZRXld, be VXUe \RX WUXVW Whe SURYideU. ThiV iV Rne Rf 
WhRVe WhingV \RX VhRXld Sa\ fRU, becaXVe if \RX¶Ue nRW Sa\ing fRU Whe SURdXcW, \RX aUe Whe 
SURdXcW. The VPN maUkeW iV a UackeW; Whe UeYieZ ViWeV aUe a SaUW Rf WhaW. I¶Ye fRXnd 
[​WhaWRneSUiYac\ViWe ​ UeYieZV WR be XVefXl. 

a
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HeUe aUe VRme VPN RSWiRnV I¶Ye fRXnd helSfXl: 
 

Ɣ PURWRnVPN​, b\ Whe Vame fRlkV WhaW make PURWRnmail 
Ɣ PUiYaWe InWeUneW AcceVV 

 
Check WhaW \RXU VPN iV ZRUking SURSeUl\ b\ gRing WR [iSleak.neW](hWWSV://iSleak.neW/) 
 
DeciViRn SRinW: VPN Rn \RXU neWZRUk, Rn \RXU deYice, RU bRWh 
 

Ɣ On Whe neWZRUk:  
ż PUR: FilWeUV all WUaffic fURm all deYiceV Rn \RXU neWZRUk, nRW jXVW Zeb WUaffic RU Rne 

deYice. If \RX lRVe VPN cRnnecWiRn \RX can kill all inWeUneW acceVV VR nRWhing geWV 
WhURXgh ZiWhRXW gRing WhURXgh Whe VPN 

ż CRn: LRngeU and mRUe cRmSle[ VeWXS and \RX need a dedicaWed deYice 
Ɣ On \RXU deYice:  

ż PUR: QXickeU and eaVieU WR geW VeW XS. DReVn¶W UeTXiUe an\ e[WUa eTXiSmenW. 
ż CRn: Onl\ filWeUV WUaffic fURm \RXU Rne deYice and if iW failV \RX ma\ nRW Ueali]e 

immediaWel\ (XnleVV iW haV a Ueliable killVZiWch). AlVR daWa \RXU cRmSXWeU VendV 
back WR VeUYiceV Rn VWaUWXS ma\ geW WhURXgh befRUe Whe VPN kickV in.  

 
**WGD BTQYUGTU aPF EZVGPUKQPU**a

 
DeciViRn PRinW: Which bURZVeU WR XVe fRU geneUal inYeVWigaWiRnV 
 
M\ bURZVeU Rf chRice:​ ​FiUefR[ 
 
EVVenWial E[WenViRnV 
 

Ɣ InVWall ​ ​FiUefR[ MXlWi-AccRXnW CRnWaineUV​ leWV \RX VeSaUaWe \RXU ZRUk, VhRSSing RU 
SeUVRnal bURZVing ZiWhRXW haYing WR cleaU \RXU hiVWRU\, lRg in and RXW, RU XVe mXlWiSle 
bURZVeUV. CRnWaineU WabV aUe like nRUmal WabV e[ceSW WhaW Whe ViWeV \RX YiViW Zill haYe 
acceVV WR a VeSaUaWe Vlice Rf Whe bURZVeU'V VWRUage. ThiV meanV \RXU ViWe SUefeUenceV, 
lRgged in VeVViRnV, and adYeUWiVing WUacking daWa ZRn'W caUU\ RYeU WR Whe neZ cRnWaineU. 
LikeZiVe, an\ bURZVing \RX dR ZiWhin Whe neZ cRnWaineU Zill nRW affecW \RXU lRgged in 
VeVViRnV, RU WUacking daWa Rf \RXU RWheU cRnWaineUV. 

Ɣ InVWall ​ ​PUiYac\ BadgeU​ a bURZVeU add-Rn fURm Whe EFF WhaW ³VWRSV adYeUWiVeUV and RWheU 
WhiUd-SaUW\ WUackeUV fURm VecUeWl\ WUacking ZheUe \RX gR and ZhaW SageV \RX lRRk aW Rn 
Whe Zeb. 

Ɣ InVWall ​ ​XBlRck OUigin ​, a Zide-VSecWUXm cRnWenW blRckeU. 

a

Page 11                           CC-b[-SA, Cop[right CogSecCollab and Threet LLCa

https://protonvpn.com/
https://www.privateinternetaccess.com/
https://www.mozilla.org/en-US/firefox/new/
https://www.mozilla.org/en-US/firefox/new/
https://addons.mozilla.org/en-US/firefox/addon/multi-account-containers/
https://addons.mozilla.org/en-US/firefox/addon/multi-account-containers/
https://www.eff.org/privacybadger
https://www.eff.org/privacybadger
https://addons.mozilla.org/en-US/firefox/addon/ublock-origin/
https://addons.mozilla.org/en-US/firefox/addon/ublock-origin/


TJG BKIBQQM QH DKUKPHQTOaVKQP DGHGPEG X2.0a

a

Ɣ InVWall ​ ​HTTPS EYeU\ZheUe ​, a bURZVeU e[WenViRn fURm Whe EFF WhaW encU\SWV \RXU 
cRmmXnicaWiRnV ZiWh man\ majRU ZebViWeV, making \RXU bURZVing mRUe VecXUe. 

 
**BWTPGT EOaKN aPF PJQPG PWODGTU (RUGWFQP[OQWU KFGPVKVKGU)** 
In Whe SURceVV Rf dRing inYeVWigaWiRnV, \RX Zill likel\ find \RXUVelf in a SRViWiRn ZheUe \RX ZanW WR 
cUeaWe bXUneU accRXnWV WhaW allRZ \RX cUeaWe SVeXdRn\mRXV SeUVRnae. When SRVVible, I cUeaWe 
a fXll idenWiW\ ZiWh name, email addUeVV, VOIP ShRne and We[W aV Zell. 
 

Ɣ SXdR ​: In WeUmV Rf an eaV\ WR XVe SVeXdRn\mRXV idenWiW\, I¶Ye fRXnd WhaW VXdR iV a gUeaW, 
eaV\ WR XVe RSWiRn. IW iV a Said VeUYice, VR WhaW can be a baUUieU, bXW iW allRZV \RX WR 
cUeaWe a SeUVRnae and aVVRciaWe and iVRlaWe email, ShRne callV, We[W, Zeb bURZVing and 
Sa\menW fRU each SeUVRna.  

 
**BWTPGT EOaKNU**a
 
DeSending Rn \RXU needV \RX ma\ ZiVh WR cUeaWe anRn\mRXV/SVeXdRn\mRXV emailV. TheVe 
aUe diVSRVable WemSRUaU\ email addUeVVeV \RX can XVe. Man\ Rf WheVe Zill geW flagged b\ VRcial 
media VeUYiceV aV VXVSiciRXV, VR iW¶V gRRd WR knRZ abRXW diffeUenW RSWiRnV. 
 

Ɣ 33mail ​ FUee RSWiRn WhaW mighW geW flagged 
Ɣ PURWRnmail ​: FUee end-WR-end encU\SWed email 
Ɣ Gmail ​: TXick and eaV\ cRmmeUcial RSWiRn WhaW Zill SaVV mXVWeU fRU mRVW VeUYiceV. Ma\ 

haYe iVVXe ZiWh WhiV if \RX WU\ WR Vign XS fRU a bXnch ZiWh Whe Vame ShRne nXmbeU (Zhich 
\RX VhRXldn¶W dR an\Za\) 

 
**BWTPGT PJQPG aPF RJQPG PWODGTU**a
 
TheUe aUe WRnV Rf Za\V WR geW a fUee VOIP accRXnW. One challenge ZiWh VOIP nXmbeUV iV WhaW 
VRme VeUYiceV \RX¶ll ZanW WR XVe UeTXiUe a Ueal ShRne nXmbeU and ZRn¶W acceSW VOIP fRU 
accRXnW UegiVWUaWiRn. 
 

Ɣ FUee VOIP: [GRRgle VRice](hWWSV://YRice.gRRgle.cRm/). YRX¶ll RbYiRXVl\ need an 
aVVRciaWed GRRgle and accRXnW and geWWing iW UeTXiUeV SURYiding a Ueal ShRne nXmbeU 
(majRU dRZnVide). 

Ɣ Paid VOIP: [BXUneU](hWWSV://ZZZ.bXUneUaSS.cRm/), [HXVhed](hWWSV://hXVhed.cRm/), 
[CRYeUMe](hWWS://ZZZ.cRYeUme.ZV/) 

Ɣ BXUneU ShRneV: LRWV Rf diffeUenW RSWiRnV inclXding [TUacfRne](hWWS://ZZZ.WUacfRne.cRm/) 
ZheUe \RX can geW a cheaS ShRne and VZaS Whe SIM Zhen needed. 

a
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SGEWTG CQOOWPKEaVKQPU 

UVe End-WR-End EncU\SWiRn (E2EE) ZheUeYeU SRVVible. E2EE iV a V\VWem Rf cRmmXnicaWiRn 
ZheUe all daWa iV encU\SWed in WUanViW and aW UeVW, meaning nR Rne (inclXding emSlR\eeV aW Whe 
cRmSan\) haV acceVV WR Whe daWa e[ceSW Whe cRmmXnicaWing XVeUV. ThiV iV Whe clRVeVW \RX¶Ue 
gRing WR geW WR a cRmSleWel\ SUiYaWe and VecXUe Za\ WR cRmmXnicaWe and VWRUe daWa. 
 
End-WR-End EncU\SWed meVVaging geneUall\ UeTXiUeV bRWh XVeUV WR be Rn Whe Vame VeUYice. ThiV 
RfWen meanV WhaW Whe beVW VeUYice iV Whe Rne ZiWh Whe mRVW SeRSle \RX¶Ue WU\ing WR cRmmXnicaWe 
ZiWh. HeUe aUe a feZ RSWiRnV: 

Ɣ Signal ​ iV gUeaW and Whe ​ ​HRZ WR UVe Signal Rn iOS​ fURm Whe EFF iV helSfXl. PRSXlaU 
amRng infRVec, SUiYac\ enWhXViaVWV, and jRXUnaliVWV. One dRZnVide iV WhaW \RX haYe WR Wie 
Whe accRXnW WR a Ueal (nRn-VOIP) ShRne nXmbeU. 

Ɣ WhaWVaSS ​: MRVW SRSXlaU E2EE meVVaging aSS. BXilW Rn Whe Vame encU\SWiRn SURWRcRl aV 
Signal. MajRU dRZnVide: RZned b\ FacebRRk. 

Ɣ iMeVVage ​: IncUedibl\ SRSXlaU. Onl\ aYailable WR ASSle XVeUV. E2EE bUeakV dRZn 
deSending Rn hRZ \RX cRnfigXUe iWV UelaWiRnVhiS WR iClRXd fRU backing XS meVVageV. 

Ɣ OWheUV:​ ​WiUe ​,​ ​WickU​, eWc 
 
End-WR-End EncU\SWed email VeUYiceV inclXde: 

Ɣ PURWRnmail 
Ɣ TXWanRWa 

 

SecWre Ephemeral CommWnications: 

Ɣ [FiUefR[ Send](hWWSV://Vend.fiUefR[.cRm/) XVeV end-WR-end encU\SWiRn WR keeS \RXU daWa 
VecXUe fURm Whe mRmenW \RX VhaUe WR Whe mRmenW \RXU file iV RSened. IW alVR RffeUV 
VecXUiW\ cRnWURlV WhaW \RX can VeW. YRX can chRRVe Zhen \RXU file link e[SiUeV, Whe 
nXmbeU Rf dRZnlRadV, and ZheWheU WR add an RSWiRnal SaVVZRUd fRU an e[WUa la\eU Rf 
VecXUiW\. 

Ɣ [ClRakM\](hWWSV://clRakm\.RUg/): TXick, cRnYenienW and VecXUe Za\ WR VhaUe VenViWiYe 
infRUmaWiRn. JXVW cRS\ \RXU meVVage in Whe bR[, VeW Whe UeciSienW and \RXU SaVVZRUd (if 
\RX ZanW WR SURWecW \RXU meVVage) and Vend iW. The UeciSienW Zill UeceiYe a VecXUe link. If 
\RX VelecW AXWR DeVWUXcW aV an e[SiUaWiRn VeWWing (b\ defaXlW), Rnce Whe link iV RSened Whe 
meVVage Zill be deleWed. The meVVage Zill be encU\SWed ZiWh a UandRml\ geneUaWed ke\ 
+ \RXU SaVVZRUd if \RX chRVe Rne. 

 
SQEKaN EPIKPGGTKPI aPF PJKUJKPIa
PhiVhing haSSenV WR eYeU\Rne and iW VXckV. HeUe aUe a feZ Za\V WR aYRid geWWing ShiVhed. 

a
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Ɣ [UUlVcan.iR](hWWSV://XUlVcan.iR/) allRZV eYen ine[SeUienced XVeUV WR inYeVWigaWe SRVVibl\ 

maliciRXV SageV, VXch aV ShiVhing aWWemSWV RU SageV imSeUVRnaWing knRZn bUandV. 
 
A feZ RWheU WhingV WR cRnVideU (Zhich I hRSe Ze can e[Sand XSRn laWeU) 
 

Ɣ TXUn Rff lRcaWiRn VeUYiceV Rn eYeU\Whing SRVVible 
Ɣ LRcking dRZn Whe VeWWing Rn \RXU VRcial media accRXnWV 
Ɣ RemRYing \RXUVelf fURm SeRSle VeaUch ViWeV (in caVe \RX geW dR[[ed) 
Ɣ RemRYe meWadaWa fURm \RXU ShRWRV befRUe \RX SRVW Whem 
Ɣ ['ThiV SeUVRn dReV nRW e[iVW'](hWWS://WhiVSeUVRndReVnRWe[iVW.cRm) geneUaWeV YeU\ 

cRnYincing faceV, again XVing machine leaUning. RelRad Whe Sage WR Vee anRWheU image. 
AV Whe name VXggeVWV, WheVe aUe nRW Ueal SeRSle - Whe faceV aUe geneUaWed enWiUel\ 
aXWRmaWicall\. YRX can Vee aUWifacWV, eVSeciall\ in Whe WeeWh, bXW WhiV iV VWill YeU\ clRVe WR 
SeUfecW (and Rf cRXUVe gUeaW fRU cUeaWing fake XVeUV). a

a
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6. The ReVSRQVe TeaP

TL;DR Team Setup 1

The Team 2
TeaP PLVVLRQ 2
TeaP QeedV 3
SSecLaOLVaWLRQV 4
TeaP CKaQQeOV 5
OQbRaUdLQJ: cRPLQJ LQ WR KeOS 7

TL;DR Team SetWp

Ɣ People:

ż creaVe secWre space Vo discWss incidenVs in
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ż ensWre Veam are aYare of safeV[ (menVal healVh, opsec)

ż creaVe / geV access Vo Vraining/ menVoring, if needed

Ɣ Process:

ż YriVe Veam mission

ż deVail process VhaV's eas[ Vo folloY Wnder Vime pressWre

ż seV Wp connecVions Vo responders/ oVher Veams

Ɣ Tech:

ż creaVe safe shared space for noVes

ż creaVe / geV access Vo daVa sVorage areas, if needed

ż creaVe / geV access Vo anal[sis Vools, if needed

ż creaVe / geV access Vo informaVion sharing Vools, if needed

The Team

Ͳf [oW're Yorking on a disVribWVed disinformaVion defence, chances are [oW're eiVher seVVing

Wp a Veam or parV of a Veam made Wp of indiXidWals and/or organisaVions.  We'Xe learned a

feY Vhings aboWV VhaV.

Team mission

YoW're seVVing Wp a disVribWVed disinformaVion defence Veam, bWV [oW also need Vo knoY

YhaV iVs core mission is, so [oW can check an[ neY reqWesVs againsV iV (becaWse scope creep

is real, and [oW Yill aV some poinV Vr[ Vo handle all Vhe disinformaVions aV once).

As as eZample, Vhe CTͲ Disinfo mission is, "WeǷre here Vo Ȥnd, anal[\e, and coordinaVe

responses Vo CoXid19 disinformaVion incidenVs as Vhe[ happen, Yhere oWr specialisV skills

and connecVions are WsefWl. We Ȥnd and Vrack neY disinformaVion incidenVs, York oWV Ya[s
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Vo miVigaVe or sVop disinformaVion incidenVs and geV informaVion Vo Vhe people Yho can do

VhaV."

Team needs

A disinformaVion response Veam V[picall[ needs:

Ɣ People

Ɣ ͲnformaVion sharing space / channels

Ɣ ͲncidenV managemenV process

Ɣ ConnecVions Vo responders and/or oVher Veams

Ɣ SWpporVing Vechnolog[

Ɣ Training / knoYledge sharing maVerials

Ɣ An eas[ Ya[ Vo onboard people / help people Ȥnd all Vhe maVerials aboXe (Ye Wse

Vhe Veam READme for Vhis)

AnoVher Ya[ of looking aV Vhis is VhroWgh Vhe process Vriangle, e.g. Ye need enoWgh Vrained

people responding fasV enoWgh Vo be able Vo make a diͮerence Vo an incidenV - Yhich

inclWdes noVicing incidenVs fasV enoWgh, and Ya[s Vo make Vhose diͮerences happen:

Ɣ People

ż EnoWgh people Vo be able Vo make a diͮerence Vo an incidenV, in Vhe

Vimespan VhaV diͮerence maVVers (inclWdes noVicing incidenVs in Vime)

ż EnoWgh connecVions or leXers Vo make a diͮerence

Ɣ CWlVWre

ż SafeV[ processes: menVal healVh and opsec

Ɣ Process

ż UndersVand disinformaVion, WndersVand VhreaV response

ż FasV, lighVYeighV processes

Page 3 CC-b[-SA, Cop[righV CogSecCollab and ThreeV LLC



The BigBook of Disinformation Defence X2.0

Ɣ Technolog[

ż Speed - sWpporVing anal[sis, sVorage eVc

ż Sharing - geV daVa Vo responders in Ya[s Vhe[ WndersVand (Wse YhaVeXer

Yorks)

We'll coXer each of Vhese componenVs, bWV Vhe mosV imporVanV parV of Vhis is people.

Specialisations

CogniViXe secWriV[ needs man[ diͮerenV skills - [oW're likel[ Vo Ȥnd [oWrself Yorking

alongside informaVion secWriV[ people, bWV also academics, researchers, VechnologisVs,

sVWdenVs, and joWrnalisVs.  We'Xe foWnd iV WsefWl someVimes Vo also form specialisV Veams:

Ɣ Leads: makes sWre Vhe disinformaVion Veam Yorks smooVhl[ and prodWces XalWe.

The lead keeps all Vhe people and pieces in Vhe Yhole Veam Yorking Yell VogeVher:

gWides and sWpporVs Vhe Veam, arranges resoWrces as needed, coordinaVes Veam

acViXiVies, Vracks and logs Veam acViXiVies, and keeps an e[e on oXerall Veam healVh

(Ye're also someVimes in a diɍcWlV enXironmenV, and iV helps Vo haXe someone

YaVching for sVresses).

Ɣ ͲncidenVs: RWns Vhe disinformaVion incidenV response. PrioriVi\es incidenVs, e.g

decides Yhich alerVs Vo respond Vo, and Yhich incidenVs Vo concenVraVe eͮorV on.

Finds and mainVains eͮorV (alerVing, collecVion, anal[sis, miVigaVion, cleanWp) on

incidenVs and decides Yhen and hoY Vo hand oͮ or close doYn incidenVs.

Ɣ Tech: Makes sWre disinfo has all Vhe Vech iV needs Vo do iVs job and keeps VhaV Vech

rWnning. BWilds Vools as needed. Finds and gWides deXelopmenV ValenV as needed

and appropriaVe for Vhe disinformaVion Veam. EnsWres Vech bWilds are docWmenVed,

repeaVable, and mainVainable. Ͳf appropriaVe, Vhis role mighV be accompanied b[ a

research or daVa lead.
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Ɣ Process and Vraining: MainVains Vhe processes and Veam skills needed for

disinformaVion Veam Vo do iVs job. MainVains manWals (e.g. Vhe BigBook of

DisinformaVion Response). Manages Veam Vraining: makes sWre Vhere _is_ regWlar

Veam Vraining, and VhaV Vhe people rWnning iV haXe Vhe resoWrces Vhe[ need.

Ɣ OWVreach: MainVains connecVions beVYeen disinformaVion and oVher connecVed

Veams. Manages alerV and daVa sharing YiVh oVher Veams. MainVains connecVions Vo

Veams feeding daVa inVo disinformaVion, Wsers of disinformaVion Veam oWVpWVs, and

Vo sisVer Veams Yhose Vech and needs oXerlap YiVh Vhe disinformaVion Veam.

Ɣ People: Makes sWre disinfo has Vhe people iV needs Vo do iVs job and ensWres Vhere

are roWVes Vo become a XeVVed (e.g. Vriage) disinformaVion Veam member. Arranges

onboarding (neYbie Vraining, bWdd[ing, eVc.) and XeVVing for prospecViXe Veam

members, mainVains inXenVor[ of Veam skills aXailable and needed, spoVs poVenVial

Veam VroWble (e.g. Vroll breaches and oVher incWrsions), and oͮboards accoWnVs if

needed.

DiͮerenV Veams Yill haXe diͮerenV specialisV needs.

Team Channels

One of Vhe feaVWres of a Veam Yorking on disinformaVion is VhaV iV Yill iVself be XWlnerable Vo

disinformaVion and incWrsion aVVempVs, and Yill haXe Vo design iVs commWnicaVions and

informaVion sharing channels Vo accommodaVe Vhis. Ͳn Vhe LeagWe, Ye handled Vhis b[

rWnning Vhree separaVe Slack channels for Vhe Veam:

Ɣ DisinformaVion: an open channel, for people Vo York on CoXid19-relaVed incidenV

Vasks, and Vo learn, engage, and share aboWV CoXid-relaVed disinformaVion and

disinformaVion VechniqWes. Members haXe fWll access Vo open Vools, process noVes,

Vraining maVerials.
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Ɣ Triage: a high-VrWsV channel, for people Yho'Xe been XeVVed Vo York on

CoXid19-relaVed sensiViXe daVa and incidenVs. Members haXe named access Vo all

daVa, Vools, maVerials.

Ɣ Random: Open channel for an[Vhing VhaV doesnǷV ȤV inVo Vhe oVher channels, e.g.

non-CoXid19-relaVed resoWrces and obserXaVions, general chaV aboWV

disinformaVion.

EZamples of posVs and Yhere Vhe[ shoWld go inclWde:

Ɣ A fWn posV aboWV disinformaVion in Vhe gas indWsVr[ = Random

Ɣ Non-medical poliVical disinformaVion = Random

Ɣ EZVremisV disinformaVion = Random, Wnless Vhe[Ƿre parV of a disinfo incidenV

Ɣ An alerV aboWV a (non-sensiViXe) poVenVial neY incidenV = Disinfo

Ɣ ArVicles on healVh-relaVed disinfo = Disinfo

Ɣ Cool Vools and ideas = Disinfo (Wnless sensiViXe)

Ɣ AnnoWncemenVs = Disinfo

Ɣ NeYs from oVher groWps = Disinfo

Ɣ ǺHoYǷs eXer[one doingǻ check-ins = Disinfo and Triage

Ɣ An alerV aboWV a (sensiViXe) poVenVial neY incidenV = Triage

Ɣ A posV aboWV a sensiViXe incidenV VhaV Ye need Vo keep in Vriage = Triage

OVher channels Wsed in Vhe LeagWe inclWde:

Ɣ DaVa channels: WsefWl for sVreaming sWpplemenVar[ inpWV daVa VhaV Ye don'V YanV

ȥooding Vhe main hWman channels

Ɣ User channels: WsefWl for Ȥnding Ws Vhe people and places Ye need Vo geV

assisVance, Vo reporV Vo (e.g. Vo Ȥnd a speciȤc TYiVVer groWp represenVaViXe), Vo

reqWesV VakedoYns, eVc.
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Ɣ EZVernal Veam channels: oVher Veams (e.g. darkneV) Yho York alongside Ws,

someVimes on Vhe same arVifacVs

Ɣ OWVpWV channels: sVream clean oWVpWVs from Veams

The channel norms Ye Wsed in Vhe LeagWe inclWde:

Ɣ FolloY Vhe LeagWe code of condWcV

hVVps://cVi-leagWe.com/cVi-leagWe/code-of-condWcV

Ɣ DonǷV pWV disinformaVion inVo Vhe disinformaVion channel YiVhoWV a Yarning VhaV iV's

disinformaVion

Ɣ ͲncidenVs shoWld be Vhreaded, so please add posVs relaVed Vo incidenVs in Vhe

releXanV Vhread

Ɣ Machine safeV[:

ż Defang [oWr Wrls (i.e., YYY\[.\]google\[.\]com)

Ɣ HWman safeV[:

Ɣ Keep an[Vhing poVenViall[ Vriggering in Vhreads

Ɣ ConVenV Warnings: LiXe b[ Vhe rWle of ǺFirsV, do no harmǻ

Ɣ YoW can Wse ǺCWǻ Vo indicaVe VhaV VhereǷs a conVenV Yarning

Ɣ T[pes of conVenV VhaV reqWire conVenV Yarnings: Violence, HaVred, self harm, eVc.

Onboarding: coming in to help

Ͳf [oW're joining a disinformaVion Veam, iV's on Vhe Veam leads Vo make make Vhe processes

simple Vo Wse and Vools, noVes, Vraining eVc eas[ Vo Ȥnd.  Some of Vhe helpfWl Vhings [oW

mighV need Vo knoY inclWde:
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Ɣ The main York of Vhe disinformaVion Veam is incidenV Vracking and response. LiXe

incidenVs are lisVed in Vhe incidenV Vracking s[sVem, and neY ones are ȥagged in

Veam channels as Vhe[Ƿre added.

Ɣ EXer[Vhing sVarVs aV Vhe Veam README, Yhich lisVs Yhere Vo Ȥnd Vasks and

informaVion, Vhe Veam channels, Vech sVack, and a cWV-doYn descripVion of Vhe

Veam's incidenV process.

Ɣ ͲnformaVion soWrces inclWde Vhe BigBook of disinformaVion response, Veam-speciȤc

eZplainers, and regWlar Vraining / knoYledge sharing sessions rWn b[ Vhe Veam.

Ɣ Triage is a high-VrWsV Veam, so Ye XeV eXer[one Yho joins iV. To join Vriage,  Ȥll oWV Vhe

disinformaVion Veam sWrXe[, so Ye haXe enoWgh informaVion Vo check [oW're noV a

boV, sockpWppeV or similar.

Ɣ When in doWbV, ask a Veam lead: Ye'Xe creaVed a Slack groWp, @disinfo-leads,  so [oW

can alYa[s reach a lead. OVherYise, checking social media Vo see if a neY incidenV is

breYing is a neXer-ending job.
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7. DiVinformaWion ReVponVe NeWZorkVb

a

a

TL;DR ReVSRQVe NeWZRUNV 2 

ReVSRQVe NeWZRUNV 2 
ReVSRQdeUV 2 

CRQQecWLQJ WR RWKeU UeVSRQdeUV 3 
VolXnWeeU GUoXSV 4 
LaZ EnfoUcemenW 4 
PlaWfoUmV 4 
InfoUmaWion ShaUing NeWZoUkV 4 
MISP NeWZoUkV 5 
BUoadcaVW fUom \oXU oZn neWZoUk 6 

FXUWKeU ReadLQJ 6 
 

a
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a

TL;DR ReURonUe NeVYoTkUa
 

ReURonUe NeVYoTkUa

"DiUiPfQTOaViQP iUP'V a UiNXeT bWNNeV RTQbNeO, iV'U a VhQWUaPd-bWNNeV RTQbNeO, YiVh aa

VhQWUaPd-RQiPV UQNWViQP" - PabNQ BTeWeT.a

Disinformation is a distributed, heterogeneous problem: there are many incident, narrativea

and artifact creators, across many different channels and communities.  The response toa

this isn't going to be just from a few large organisations: it will need to come from all ofa

society, and be collaborative, heterogeneous, and connected.aa

Lots of different groups at lots of different scales will need to work together, and we needa

to connect them, in a way that respects the groups, the subjects of disinformation, and thea

accounts and groups being investigated. Practically, that means both finding anda

connecting those groups, and carefully designing around privacy, sharing, and standards.a

ReURondeTUa

Mostly, when people think about cognitive security, they look at platforms, public, anda

government as responders. But as we catalogued counters, we found many types ofa

people, resources, and groups who could help. A few of these actors include:aa

Ɣ Other infosec peoplea

Ɣ Platformsaa

Ɣ Law enforcementa

Ɣ Governments and government departmentsaa

Ɣ Communities and Elvesaa

a
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a

Ɣ Ͳnfluencersaa

Ɣ Mediaaa

Ɣ Nonprofitsaa

Ɣ Academia and Educatorsaa

Ɣ Ͳndustry / corporationsa

Ɣ General public and individualsa

Potential responders include the whole of society, including the infosec bodies alreadya

linked by the ͲSAOs and cyber Ͳnterpols. You may find yourself sending reports to, ora

working alongside, many of these people.a

ConnecVing Vo oVheT TeURondeTUa

There are several ways to reach disinformation responders safely.  These include:aa

Ɣ ͲSACs and ͲSAOs. Organisations and communities can join an ͲSAO. Ͳn a hurry, thea

easiest way to connect to an ͲSAC/ͲSAO is to find someone who's already part ofa

them.a

Ɣ MͲSP networksa

Ɣ Broadcast from your own networka

Most ͲSACs and ͲSAOs share information using the STͲX data standard. Many of them usea

the MͲSP platform.a a

a

a
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a

VolWnVeeT GToWRUa

One group weǷre focusing on are the Elves. Ͳn Eastern Europe, these are volunteer groupsa

who go online to counter Russian troll activities - mostly with tracking, truth and humor.a

WeǷve been wondering if that could work elsewhere and set out to support it.a

LaY EnfoTcemenVa

PlaVfoTmUa

ͲnfoTmaVion ShaTing NeVYoTkUa

 
ISACV (USA) 

 

A group that we support is the information sharing and analysis organizations: the ͲSAOs,a

ͲSACs and cyber Ͳnterpols. These organizations already share infosec information for criticala

sectors in the USA, and we now have one that shares cognitive security information to alla

a
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a

the other ͲSAOs and ͲSACs: the CS-ͲSAO (Cognitive Security ͲSAO), run by ͲACͲ-CERT at thea

Center for Space Education, NASA/Kennedy Space Center, Florida.a  

aa

MͲSP NeVYoTkUa

 
MISP commXniWieV 

MͲSP communities of users and organizations run MͲSP instances that share informationa

about threats and cyber security indicators worldwide.  Many are easy to join; it's alsoa

possible to stand up your own MͲSP instance and add it to the network (see Tools chapter).a

MͲSP communities include: EU, ͲSAC, ͲSAO, CERTs, CSͲRTs, NATO, Military, Ͳntelligence,a

Fortune 500s.  Misp connections include APͲ push/pull, email out, and connections to othera

tools (e.g. Anomali ThreatStream, ThreatConnect, OSQuery).aa

CogSecCollab runs the MͲSP disinformation community.a

https://www.misp-project.org/communities/a 

a

Page 5                           CC-by-SA, Copyright CogSecCollab and Threet LLCa

https://www.misp-project.org/communities/


The BigBook of DiUinfoTmaVion Defence X2.0a

a

BUoadcaVW fUom \oXU oZn neWZoUk 

Ͳf your community is creating and outputting data, research and other outputs, you coulda

push those out yourself, taking care to respect privacy, not start panic etc etc.  Ͳn practice,a

that means sending things like flash alerts through a system that's either part of a largera

network (e.g. the MͲSP networks), or broadcast to subscribers (e.g. email).aa

a

FWTVheT Readinga

Volunteer groupsa

Ɣ Elves vs Trolls: fighting disinformation in Lithuaniaa

Ͳnformation Sharing Networksa

Ɣ https://www.isao.org/information-sharing-groups/enrollment/a

Ɣ Ͳnformation Sharing and Analysis Organizations (ͲSAOs)a

Ɣ https://www.dhs.gov/sites/default/files/publications/ͲSC-PPD-21-Ͳmplementation-Wh

ite-Paper-2015-508.pdfa

a
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a

8. DiVinformaWion RiVk RedXcWionb

a

a

TL;DR DiViQfRUPaWiRQ RiVN RedXcWiRQ 1 

Red TeaP: LeaUQiQg hRZ Whe RWheU haOf WhiQNV 1 

a

TL;DR DKUKPfQTOaVKQP RKUM RedWcVKQPa

Red TeaO: LeaTPKPI JQY VJe QVJeT JaNf VJKPMUa

Ͳf [QW'Te defending againUV a Veam'U acViQnU, iV'U WUefWl VQ WndeTUVand hQY VhaV Veam VhinkU.a

WhilUV iV'U RQUUible VQ Teach QWV and UReak VQ diUinfQTmaViQn cTeaVQTU, VhaV'U nQV alYa[Ua

a
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adXiUable, UQ CQgSecCQllab  TWnU Yeekl[ DiUinfQTmaViQn Red Team UeUUiQnU.  We'Xe leaTneda

a lQV fTQm VheUe UeUUiQnU, QfVen changing Vhe Ya[ Ye YQTk VQ maVch inUighVU like "[eah, Qfa

cQWTUe VhaV'U Yh[ iV haRRenU VhaV Ya[".aa

SQme VQRicU [QW mighV like VQ VT[ inclWde:a

● TWnning "diUinfQTmaViQn aU a UeTXice"/alVeTnaViXe maTkeVing cQmRanieU,aa

● TWnning hQUVile UQcial media RlaVfQTmU,aa

● TWnning h[bTid diUinfQTmaViQn / VTadiViQnal infQUec incidenVU,aa

● eZVending an eZiUVing camRaign, VQ RTedicV YheTe iV mighV gQ neZVaa

a

a

a
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a

7. MoniWoUingb

a

a

TL;DR MoniWoring 2 

MoniWoring 2 

MoniWoring AlerW FeedV 3 

MoniWoring NarraWiYeV 4 
OUgaQiViQg NaUUaWiYeV 4 
IdeQWif\iQg QeZ QaUUaWiYeV 5 

DiVinformaWion DaWa 6 
WheUe dReV DiViQfRUPaWiRQ DaWa CRPe FURP? 6 
T\SeV Rf daWa 7 
DaWa iQSXWV: AOeUWV aQd CaQaUieV 7 
DaWa VRXUceV: diViQfRUPaWiRQ daWa VWUeaPV 8 

CollecWing \oXr oZn daWa XVing WoolV 8 
TZiWWeU daWa 9 

a

Page 1                           CC-b[-SA, Cop[TighV CogSecCollab and ThTeeV LLCa



The BigBQQk Qf DiUiPfQTOaViQP DefePce X2.0a

a

FacebRRN daWa 10 
ReddiW 10 
MXOWi-SOaWfRUP WRROV 10 

SWoring daWaVeWV 10 

Tracking DiVinformaWion in A NeZ CoXnWr\ 11 

TL;DR MQPiVQTiPga

Ɣ MoniVoT gToWpU, naTTaViXeU and aTVifacVU (e.g. aTVicleU on URLU) in Vhe Veam'U aTea ofa

inVeTeUV, Uo Yhen an incidenV UVaTVU, VheTe'U a bod[ of knoYledge UWppoTVing iV.aa

Ɣ ͲdenVif[ aXailable TeleXanV daVaUeVU in eZiUVing collecVionU and Uocial media feedUa

Ɣ UUe UeaTcheU and APͲUa

Ɣ Make daVa aXailable Vo [oWT Veam in a foTmaV Vhe[ can WUea

Ɣ WaVch foT biaUeU, and check VhaV [oWT daVa iU cleana

MQPiVQTiPga

When an aleTV comeU in, Vhe incidenV YoTkfloY UVaTVU (Uee Vhe neZV neZV chapVeT foT deVailUa

of VhiU). BWV YhilUV Vhe UeZ[ incidenV TeUponUeU and "Vook doYn a hWge opeTaVion"a

TeUponUeU eZiUV, incidenV TeUponUe iUn'V  all VhaV a diUinfoTmaVion TeUponUe Veam doeU.aa

We bWild oWV oWT knoYledge baUeU and commWniVieU, YTiVe code Vo Upeed Wp oWTa

TeUponUeU, VeUV VoolU and pToceUUeU, and YoTk on a loV of Vhe backgToWnd VhingU VhaV helpa

an incidenV TeUponUe TWn UmooVheT.aa

WoTkfloYU UWppoTV Vhe Vop-leXel miUUion and goalU of Vhe gToWp.  AcViXiVieU Vo UWppoTV VhoUea

goalU inclWde incidenV TeUponUe, bWV Vhe[ alUo inclWde:aa

Ɣ moniVoTing foT pWblic UafeV[ iUUWeU VhaV Ye can TepoTV befoTe Vhe[ become haTmfWl;a

Ɣ mapping haTmfWl naTTaViXeU aU Vhe[ emeTge;a

a
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Ɣ moniVoTing knoYn diUinfoTmaVion feedeT channelU.a

Ɣ chaUing doYn diUinfoTmaVion VacVicU and coWnVeTU;a

Ɣ Adding and mainVaining UWppoTVing diUinfoTmaVion daVaa

MoniVoTing YoTk inclWdeU UpTeadeT anal[UiU - looking foT infTaUVTWcVWTe and accoWnVU VhaVa

aTe UeV Wp in adXance of incidenVU, inclWding Uock pWppeV accoWnVU ǺlaWndeTedǻ and lefV Voa

maVWTe.a 

MQPiVQTiPg AleTV FeedU 

A Veam haU man[ placeU iV can poVenViall[ geV diUinfoTmaVion aleTVU fTom. TheUe inclWde:a

Ɣ AleTVU fTom diUinfoTmaVion Veam membeTUa

Ɣ FeedU fTom oVheT gToWpUa

Ɣ Phone hone[poVUa

Ɣ RepoTVing hoVline (dedicaVed email addTeUU)a

Ɣ Sniff diUinfoTmaVion TepoTV liUVU, daUhboaTdU and boVneV feedU foT VhemeUa

Ɣ SeV Wp TepoTVing fTom Uocial media (Facebook, VYiVVeT eVc)a

Ɣ AUk Uocial media companieU foT feedU fTom Vhema

Ɣ NeY daVa coming inVo Vhe DKANa

We leaTn aboWV poVenVial incidenVU fTom UeXeTal placeU:a

Ɣ TeamU connecVed Vo VhiU one, e.g. CoXid19acViXaVion and coXid19diUinfoTmaVion,a

Yho aTe YaVching foT diUinfoTmaVion onlinea

Ɣ Team membeTU UpoVVing online diUinfoTmaVion and TaiUing Vhe aleTV in Vhe Veama

Ulack channela

Ɣ Team membeTU UpoVVing aleTVU fTom oVheT diUinfoTmaVion VTacking VeamUa

Ɣ OVheT CTͲ channelU Velling WU aboWV diUinfoTmaVion in VheiT feedUa

a
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ͲmpoTVanV: An aleTV iUnǷV Vhe Uame aU an incidenV. ͲV'U an indicaVoT VhaV UomeVhing mighV bea

YoTVh inXeUVigaVing and UVaTVing an incidenV TeUponUe foT.a

MQPiVQTiPg NaTTaViXeUa

NaTTaViXeU aTe paTV of incidenVU - each incidenV mighV haXe mWlViple naTTaViXeU inXolXed, oTa

jWUV one, bWV VheTeǷU WUWall[ an idenVifiable naTTaViXe UomeYheTe in VheTe, VhaV [oW can WUea

Vo Uee if VheTe aTe TelaVed incidenVU alTead[ VTacked oT dealV YiVh eVc.a

The oVheT Vhing aboWV naTTaViXeU iU VhaV Vhe[, like incidenVU, haXe lifeVimeU. Some naTTaViXeUa

appeaT aU a TeUWlV of a YoTld oT local eXenV (oT Wpcoming oT anVicipaVed eXenV), and aTe onl[a

WUefWl YhilUV VhaV eXenV iU in peopleUǷ mindU. EZample: WUing Vhe SVaffoTd AcV Vo makea

eXeT[one UVa[ indooTU YaU a naTTaViXe Ye VTacked a monVh ago, befoTe Vhe UVa[-aV-homea

oTdeTU UVaTVed and iV YaU a loV cleaTeT aboWV YhaV UVaVeU coWld, coWldnǷV, YoWld anda

YoWldnǷV do.a

OVheT naTTaViXeU appeaT foT a Yhile, go doTmanV, Vhen TeemeTge in diffeTenV foTmU.a

EZample: 5G, Yhich YaU oTiginall[ paTV of Vhe ǺTadiaVion of all foTmU Yill do bad VhingU Voa

[oWǻ naTTaViXeU, and haU noY come back in a miZWp YiVh coXid19.a

OTgaPiUiPg NaTTaViXeUa

WhaV Ye need iU a Ya[ Vo log all Vhe naTTaViXeU VhaV Ye knoY (oT caTe) aboWV, YhilUV keepinga

a UmalleT liUV hand[ of ǺcWTTenVl[ aliXeǻ naTTaViXeU VhaV Ye can check incominga

diUinfoTmaVion againUV.a

TheTe aTe a loV of naTTaViXeU: Ye'Xe Ueen hWndTedU of Vhem in CoXid19 alone.  We'Xe alUoa

Ueen VhaV VheUe can be gToWped inVo VhemeU; Ye'Xe WUed mindmapU Vo gToWp and oTganiUea

a
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naTTaViXeU inVo hieTaTchieU, making Vhem eaUieT Vo Tead and manage. We'Xe alUo WUeda

UpTeadUheeVU Vo UhaTe naTTaViXe liUVU.aa

ͲdePVif[iPg PeY PaTTaViXeU 

PaTV of oWT YoTk iU Vo idenVif[ neY VhTeaVU befoTe Vhe[ become YideUpTead. One Ya[ Vo doa

VhiU iU Vo idenVif[ emeTging naTTaViXeU fTom oWT eZiUVing aUUeV collecVion.a

FiTUV, Ye need Vo eUVabliUh a baUeline WndeTUVanding of Vhe cWTTenV VhTeaV landUcape in oWTa

aTea of inVeTeUV (e.g. anVi-maUk, coXid5g eVc). The placeU Ye look Vo UVaTV VhiU YoTk inclWde:a

Ɣ MaUVeT naTTaViXeU liUVUa

Ɣ EZiUVing liUVU of peTUiUVenV VhTeaVU knoYn Vo caTT[ diUinfoTmaVion: knoYn boVU,a

UoWTceU (e.g. diUinfoTmaVion YebUiVeU), and canaTieU (accoWnVU oT haUhVagU YiVh aa

high pTobabiliV[ of caTT[ing diUinfoTmaVion in VhiU aTea)a

Ɣ RegWlaT VhTeaV UVTeamU: knoYn diUinfoTmaVion feedU, UWbUcTipVionU and plaVfoTmU.a

Once Ye haXe a baUeline, Ye can eUVabliUh peTUiUVenV and TepeaVable moniVoTing:a

Ɣ ͲdenVif[ daVa UoWTceU Vo moniVoT, e.g. googleneYU, VYiVVeT, facebook, neYUa

aggTegaVion UiVeU eVca

Ɣ CTeaVe UaXed oT foTmaVVed UeaTcheU foT each plaVfoTm, e.g. VYiVVeT =a

'#diUinfoTmaVion coXid qanon boogaloo'; google = google hack foTmaVVed YiVh a Vimea

paTameVeT, e.g. 'diUinfoTmaVion and coXid Yhen=1d'a

Ɣ WheTe api acceUU iU difficWlV, WUe oVheT plaVfoTm collecVion TeUoWTceU YheTe poUUible,a

e.g. VYeeVdeck, cToYdVanglea

ȽOVheT Ya[U Vo find oWVlieT oT neY naTTaViXeU inclWde YaVching foT one oT moTe of:a

a
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Ɣ meTging and/oT TeemeTging naTTaViXeU being pWUhed b[ WUWall[ oppoUing gToWpU, oTa

old naTTaViXeU VhaV aTe TeacViXaVinga

Ɣ local oT YoTld eXenVU, e.g. pToVeUVU, changeU in an aTea'U UVaVWU aToWnd Upecific daVeUa

(holida[U eVc)a

Ɣ anomaloWU oT UignificanVl[-Ui\ed online acViXiV[, e.g. in VTending haUhVagUa

Once naTTaViXeU aTe foWnd, [oW'll need Vo anal[Ue Vhem:a

Ɣ eXalWaVe UoWTce biaUeU (iU VhiU UVaVe-oYned media, an opinion aTVicle, Uocial mediaa

eVc)a

Ɣ find addiVional UoWTceU YiVh Vhe Uame and/oT compeVing naTTaViXeUa

Ɣ compaTe and conVTaUV [oWT findingU: YhaV'U Vhe Uame - iU VhiU facV oT opinionU?a

WhaV'U diffeTenV - Yh[? WhaV'U Vhe inVenV and/oT agenda behind Vhe naTTaViXe - iU iVa

poliVical, inflWence, haTm, deUigned Vo confWUe, diUVTacV, diUTWpV?a

Ɣ HoY coWld VhiU be WUed foT bad ([oW mighV YanV Vo Ted Veam VhiU)a

Ɣ WhaV YoWld Vhe impacV be if VhiU naTTaViXe iU leXeTaged foT bad?aa

DiUiPfQTOaViQP DaVaa

BeYaTe of biaU Yhen [oW WUe daVaUeVU collecVed b[ oVheT people. TheiT collecVion iUnǷV [oWTa

collecVion: be aYaTe of biaUeU, daVa gapU eVc.aa

WheTe dQeU DiUiPfQTOaViQP DaVa CQOe FTQO?a

The c[nical amongUV WU YoWld Ua[ VhaV Ye'Te dToYning in diUinfoTmaVion daVa. MainUVTeama

neYU haU man[ UVoTieU aboWV diUinfoTmaVion incidenVU and VakedoYnU, poliVical gToWpU aTea

qWick Vo decT[ "fake neYU", and almoUV eXeT[one YoTking on diUinfoTmaVion haU a faXoWTiVea

fake cWTe oT conUpiTac[ VheoT[.a

a
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Ͳn pTacVice, if Ye'Te looking foT diUinfoTmaVion in oWT Upecific aTeaU of inVeTeUV \(e.g. Vhe CTͲa

LeagWe cWTTenVl[ YoTkU on CoXid19 TelaVed diUinfoTmaVion\) in Vime Vo make a diffeTence Voa

iVU effecVU, Ye need Vo do Uome gToWndYoTk and bWild oWV connecVionU, infoTmaVion feedUa

and caValogWeU of good placeU Vo look.aa

T[ReU Qf daVaa

We need Vo Vhink aboWV daVa. MoUVl[ YeǷTe dealing YiVh daVa VhaVǷU moXing, aV TeUV anda

UVaVic.a a

Ɣ MoXing daVa: A loV of TeUeaTch placeU haXe Uocial media liUVening - doYnloading alla

Vhe Uocial media meUUageU eVc aToWnd VopicU, haUhVagU eVc of inVeTeUV.a a

Ɣ DaVa aV TeUV: VhiU iU Vhe daVa YeǷXe gTabbed dWTing inXeUVigaVionU, WUWall[ aU paTV ofa

finding moTe of a neVYoTk and iVU effecVU. WeǷTe ofVen acViXel[ anal[Uing iV, YoTkinga

oWV hoY Ye can affecV Vhe enXiTonmenV iVǷU in.aa

Ɣ SVaVic daVa: VhiU daVa iUnǷV going Vo change. Some of iV iU moXing daVa VhaV YeǷXea

UVoTed, and Vhe enXiTonmenV iV YaU in haU been oXeTVaken b[ eXenVU.  ͲVǷU of inVeTeUVa

becaWUe iV conVainU paVVeTnU Vo be mined, and coWld conVain clWeU Vo laVeTa

behaXioWTU.  OVheT UVaVic daVa iU WUed Vo UWppoTV inXeUVigaVionU.aa

DaVa iPRWVU: AleTVU aPd CaPaTieUa

We TeceiXe aleTVU aboWV poUUible diUinfoTmaVion incidenVU fTom membeTU of Vhea

diUinfoTmaVion Veam, and fTom oVheT VeamU connecVed Vo WU. T[picall[ Ye geV aleTVU aToWnda

an aTVefacV oT Vheme, e.g.a

Ɣ A neY naTTaViXe emeTging online, eiVheT in geneTal Uocial media oT knoYn conUpiTac[a

/ eZVTemiUV / VaTgeV eVc gToWpUa

Ɣ A local oT YoTld eXenV VhaV mighV UpaTk a diUinfoTmaVion incidenVa

a
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Ɣ AnomaloWU oT UignificanV-Ui\ed online acViXiV[ VhaV mighV be aUUociaVed YiVh aa

diUinfoTmaVion incidenVa

Ɣ Command UignalU fTom knoYn diUinfoTmaVion gToWpU (e.g. qanon)a

The V[peU of aTVefacV VhaV Ye V[picall[ TeceiXe inclWde:Ƚa

Ɣ ͲmageUa

Ɣ MeUUageU, e.g. VYeeVU, facebook poUVU, SMS oT MeUUengeT/TelegTam eVc meUUageUa

Ɣ URLUa

The pToceUUeU foT inXeUVigaVing VheUe aTe diUcWUUed in moTe depVh in Vhe neZV chapVeT.a

SeXeTal accoWnVU and gToWpU aTe eiVheT knoYn pTodWceTU oT eaTl[ adopVeTU of man[a

diUinfoTmaVion campaignU. WeǷXe dWbbed VheUe ǺcanaTieUǻ, aU in Vhe enViVieU VhaV giXe Vhea

fiTUV UignalU VhaV UomeVhing iU happening: canaT[, aU in ǺcanaT[ in a coal mineǻ.a

DaVa UQWTceU: diUiPfQTOaViQP daVa UVTeaOUa

When Ye geV oWT fiTUV daVa inpWVU, iVǷU a good idea Vo check Vhem againUV oVheTa

diUinfoTmaVion and TelaVed daVa collecVionU, Vo Uee if Vhe[ǷXe been picked Wp b[ oVheTa

TeUeaTcheTU, oT VhoUe TeUeaTcheTU haXe alTead[ collecVed daVa TelaVed Vo VheUe inpWVU VhaVa

can be of WUe Vo oWT inXeUVigaVion. The daVa feedU aTe conVinWall[ WpdaVed, Uo aTe a gooda

UoWTce foT bTeaking daVa; Vhe UVaVic daVa collecVionU aTe good foT finding hiUVoT[ on daVa,a

UoWTce, naTTaViXeU eVc.a

CQllecViPg [QWT QYP daVa WUiPg VQQlUa

The daVaUVTeamU aboXe Yill help [oW geV a UenUe of YhaVǷU knoYn aboWV Vhe aTVefacV and/oTa

Vheme VhaV [oWǷTe inXeUVigaVing, and UomeVimeU VhaVǷU enoWgh Vo cTafV a TeUponUe, e.g. ifa

VheTeǷU a WHO page on a knoYn Ucam, VhaV mighV be enoWgh eXidence Vo aUk foT VakedoYnUa

a
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eVc. BWV moUV of Vhe Vime, [oWǷll haXe Vo go collecV [oWT oYn daVa fTom acToUU Uocial media,a

and UomeVimeU be[ond, e.g. foT papeT fl[eTU, Ye aUked people if Vhe[Ƿd Ueen Vhem in VheiTa

neighboWThoodU Voo.a

WheTe [oW collecV fTom, and YhaV [oW collecV Yill depend on Vhe aTVefacVU [oW foWnd, bWVa

heTe aTe Uome of Vhe Ya[U.a

TYiVVeT daVaa

TYiVVeT daVa iU UVWdied a \*loV\pTeciUel[ becaWUe iV haU a loXel[ APͲ. Since Ye WUe a loV ofa

P[Vhon heTe, leVǷU Valk aboWV P[Vhon libTaTieU. Ͳf [oW haXe VYiVVeT APͲ codeU, Vhen TYeep[ iU aa

good choice. Ͳf [oW donǷV YanV Vo WUe Vhe VYiVVeT APͲ, VT[ TYinV.a

VaTioWU TeUeaTcheTU poUV VYiVVeT daVa-gaVheTing VoolU online. And[ PaVelǷU ȽVYiVVeT-gaVheTȽ iUa

good if [oWǷTe doing VYiVVeT neVYoTk anal[UiU. We haXe code baUed on an eaTl[ XeTUion ofa

VhiU in Vhe giVhWb Tepo. ͲVǷU Ƚand[_paVel.p[Ƚ - call iV YiVh Ǻp[Vhon and[_paVel.p[ name1 name2a

name3 eVcǻ YheTe name1 eVc aTe Vhe haUhVagU, WUeTnameU, phTaUeU \(phTaUeU in qWoVeU\)a

VhaV [oW YanV Vo UeaTch TYiVVeT foT. And[paVel.p[ cTeaVeU a UeV of fileU in diTecVoT[a

daVa/VYiVVeT/[[[[mmddhhmmUU_haUhVag1 eVc YiVh Vhe VYeeVU, moUV pTolific WTlU, aWVhoTU,a

inflWenceTU, menVionU eVc and gephi inpWV daVa Uo [oW can cTeaVe WUeT-WUeT eVc gTaphU (Ueea

Vhe gephi inUVTWcVionU in VhiU BigBook foT hoY Vo do VhaV\). DaVa foT eaTlieT inXeUVigaVionUa

aTe in Vhe Tepo foldeT ȽdaVa/VYiVVeTȽ if [oW YanV Vo Uee YhaV VhaV lookU like.a

UUefWl TefeTenceU on collecVing VYiVVeT daVa inclWdea

hVVpU://fiTUVdTafVneYU.oTg/laVeUV/hoY-Vo-inXeUVigaVe-healVh-miUinfoTmaVion-and-an[Vhing-elU

e-WUing-VYiVVeTU-api/aa

a
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FacebQQk daVaa

The Facebook APͲ iU hoTTible. MoUV eXeT[one VTacking Uocial media WUeU a VhiTd paTV[ likea

CToYdTangleȽ oT UcTapeU foT Vhe daVa Vhe[ YanV. The CToYdVangle chTome eZVenUion iUa

aXailable fTee Vo an[one, bWV Vhe fWll CToYdVangle Vool iUn'V: iV'U aXailable Vo neYUa

oTganiUaVionU, Uome academicU, and piloV pTogTamU, Uo iV'U YoTVh checking Vo Uee if [oWTa

Veam iU eligibleȽ oT haU Uomeone YiVh acceUU on iV.a

ReddiV 

ReddiV daVa iU TegWlaTl[ dWmped in an eaU[ Vo Tead foTmaV. FoT qWick-lookU, VheTe aTe VoolUa

like (ȽhVVpU://YYY.TedecViXe.com/Ƚ )a

MWlVi-RlaVfQTO VQQlUa

ReapeT collecVU fTom a UeV of Uocial media feedU. TT[ing VhaV oWV. Ͳf [oW haXe iUUWeU YiVha

Facebook acceUU VokenU, look aV liUV ina

hVVpU://deXelopeTU.facebook.com/docU/facebook-login/acceUU-VokenU/Ƚ - Vhen WUeda

hVVpU://deXelopeTU.facebook.com/VoolU/eZploTeT/Ƚ Vo check Vhe Voken YoTked befoTe pWVVinga

inVo ReapeT.  Ͳf [oW geV ǺPage PWblic MeVadaVa AcceUU TeqWiTeU eiVheT app UecTeV pToof oT ana

app Vokenǻ, Ueea

hVVpU://deXelopeTU.facebook.com/docU/appU/TeXieY/feaVWTe#TefeTence-PAGES_ACCESSaa

SVQTiPg daVaUeVUa

A VTacking Veam Yill collecV a loV of UWppoTVing daVa VhaV iUn'V aTVefacVU: VhingU like Vhe VYeeVUa

and accoWnVU aUUociaVed YiVh a haUhVag, oT WTlU and gToWpU VhaV a UVoT[ appeaTU on.  MoUVa

of VhiU daVa iUn'V paTV of TepoTVU - iV'U UWppoTVing daVa - bWV UVill needU Vo be UVoTeda

UomeYheTe, foT anal[UiU.aa

a
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Social media daVa can be laTge, and iVU XalWe iU ofVen in Vhe TelaVionUhipU beVYeen objecVUa

aU Yell aU Vhe objecVU VhemUelXeU. OpVionU Ye'Xe WUed inclWde collecVionU of CSV and jUona

fileU held in a DKAN daVa YaTehoWUe, ȽNeo4jȽ and an ELK UVack ȽhVVpU://YYY.elaUVic.co/Ƚ.a

TTackiPg DiUiPfQTOaViQP iP A NeY CQWPVT[a

AmeTica and Vhe UK aTe oTiginal maUVeTU aV diUinfoTmaVion campaignU, boVh foT VheiT YoTka

fTom Uecond YoTld YaT onYaTdU, bWV alUo foT Vhe inVeTnal pTopaganda YoTk Uo UWcceUUfWll[a

picked Wp laVeT b[ e.g. ȽChinaȽ. RWUUia, China, ͲTan aTe all biggieU TighV noY in online diUinfoa

aimed aV oVheT coWnVTieU, bWV VheTe aTe alUo coWnVTieU YhoUe inVeTnal - aimed aV VheiT oYna

popWlaVion - diUinfoTmaVion campaignU haXe been maUVeTfWl e.g. Vene\Wela, oT WnUWbVlea

bWV effecViXe, e.g. PhilippineU. TheTe aTe oVheT coWnVTieU YheTe Vhe WUe of diUinfoTmaVion iUa

jWUV kinda backgToWnd noTmal poliVicU, bWV geneTall[ inVeTnal and local, e.g. NigeTia. A XeT[a

UWbjecViXe Vop 10 liUV YoWld be: USA, China, RWUUia, ͲTan, UK, SaWdi ATabia, PakiUVan, Ͳndia,a

Vene\Wela, PhilippineU.a

ThingU Vo Vhink aboWV: Yhoa

Ɣ HoY iU a coWnVT[ inXolXed?a

ż DiUinfoTmaVion cWUVomeT / oTiginaVoTa

ż DiUinfoTmaVion VaTgeVa

ż DiUinfoTmaVion pTodWceT / facVoT[a

Ɣ WhaV V[pe of diUinfoTmaVion?a

ż GeopoliVicU / NaVion SVaVe pTopaganda: coWnVT[ A Vo coWnVT[ B/C/eVca

ż PoliVicU / pTopaganda: coWnVT[ A Vo oYn popWlaViona

ż GTifVing: indiXidWalU Vo popWlaVion (WUWall[ foT mone[)a

ż PoYeT: gToWpU Vo popWlaVion (TecTWiVing, acVionU eVc)a

a
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ThingU Vo Vhink aboWV: YhaVȽa

Ɣ LocaliUaVion:a

ż Local Vech WUe (inclWding Uocial media)a

ż Local poYeT UVTWcVWTeUa

ż Local conceTnUa

ż LangWageUa

ż CommWnicaVion UV[lea

ż Local idiomU (e.g. ǺcockToacheUǻ)a

Ɣ GlobaliUaViona

ż Common VhemeU: poliVicU, gTifVeTU, 5g, anViXaZ eVca

a

a
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10. Incident Response 

a

a

TL;DR Incident Response 2 

Risk Assessment 2 

Disinformation Threat Intelligence 3 

Incident Response Considerations 3 
RHVSRQVH TLPHVcaOH 4 
LHYHO RI EQJaJHPHQW 5 
PURGXcW W\SHV 5 

a
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RHVRXUcH CRQVWUaLQWV 6 

Incident WorkfloZ 6 
MaNH a GR/NR-JR DHcLVLRQ 7 
TULaJH TXHVWLRQV 8 
AGG LQcLGHQW WR ORJV 9 
AOHUW WKH THaP 9 
CUHaWH POacHV WR PXW OXWSXWV 9 
BXLOG SLWXaWLRQ PLcWXUH 10 
TaNH RU SSaUN AcWLRQ 11 
HHOS ZLWK a GLVLQIRUPaWLRQ LQcLGHQW 11 

Organising an Incident Response 12 
MaQaJLQJ aQ LQcLGHQW UHVSRQVH 13 

TL;DR ͲPcidePV ReURQPUe 

Ɣ ͲV'U Qka[ VQ Ua[ 'PQ' VQ a TeURQPUe.a a

Ɣ MaVch [QWT TeURQPUe VQ Vhe Vime VhaV [QW caP make a diffeTePce iP, Vhe Veam aPda

TeUQWTceU [QW haXe aXailable, aPd Vhe effecVU VhaV [QW caP TeaUQPabl[ achieXe.aa

Ɣ Ͳf [QW TeURQPd, Pame Vhe iPcidePV, decide Yhich SWeUViQPU [QW'Te aPUYeTiPg, Vell Vhea

Veam VhaV [QW'Te TeURQPdiPg aPd UQTV QWV YheTe TeURQPUe iPRWVU aPd QWVRWVU aTea

gQiPg.aa

RiUk AUUeUUOePVa

We VTack diUiPfQTmaViQP iPcidePVU aPd ReTUiUVePV VhTeaVU. We aTe WUWall[ cQWPVeTiPga

delibeTaVe cTeaViQP aPd RTQRagaViQP Qf falUe iPfQTmaViQP QPliPe. WheP Ye aUUeUU YheVheTa

VQ TeURQPd VQ a diUiPfQTmaViQP iPcidePV, Ye WUe a UeV Qf cTiVeTia VhaV iPclWde aP eUVimaVe Qfa

Vhe TiUk, defiPed iP VeTmU Qf Vhe RQVePVial haTm caWUed b[ Vhe iPcidePV YiVhQWV TeURQPUe,a

fQT eZamRle iP Vhe LeagWe, YeǷTe URecificall[ lQQkiPg fQT, aPd VT[iPg VQ TedWce, medicala

haTmU (aPQVheT cTiVeTiQP iU YheVheT QVheT VeamU aTe alTead[ TeURQPdiPg VQ TedWce Vhea

a
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iPcidePV'U RQVePVial haTm). The WUe Qf a haTmU fTameYQTk iU imRQTVaPV becaWUe iP 2020,a

UQcial media cQmRaPieU, RQliViciaPU eVc UhifVed VheiT defiPiViQP Qf ǶbadǷ QP UQcial media fTQma

immediaVe callU fQT XiQlePce VQ Vhe idea Qf digiVal haTmU YheTe Vhe effecVU mighV bea

dela[ed.a

UPdeTUVaPdiPg YhaV diUiPfQTmaViQP cTeaVQTU dQ caP be imRTQXed b[ fiTUV WPdeTUVaPdiPga

Yh[ Vhe[ dQ iV, aPd UeeiPg hQY Vhe[ mighV QRVimiUe agaiPUV VhQUe gQalU.a

DiUiPfQTOaViQP ThTeaV ͲPVeNNigePcea

OP a laTge Ucale, Ye Uee YhaV Ye dQ aU beiPg RaTV Qf VhTeaV iPVelligePce: Vhe RTedicViQP aPda

aPal[UiU Qf TecePV, cWTTePV aPd fWVWTe VhTeaVU.  TQ dQ VhaV, Ye WUe:aa

Ɣ ͲPVelligePce aPal[UiU: deVeTmiPe YhaVǷU gQiPg QP, YhQǷU iPXQlXed, aPd YhaV QWT beUVa

gWeUUeU aTe abQWV Vhe cWTTePV aPd fWVWTe UiVWaViQP RicVWTe.a

Ɣ OSͲNT: WUiPg RWblic daVa, deVeTmiPe YhaV Ye caP Vell TeURQPdeTU, iP Vime fQT Vhema

VQ acVa

Ɣ DaVa UciePce: UWRRQTV Vhe iPVelligePce aPal[UiU aPd OSͲNT b[ fiPdiPg RaVVeTPU aPda

iPfQTmaViQP iP Vhe daVa Ye haXe aXailable, aPd helR YiVh Vhe "VhTee VU": Vhe VTiRlea

RTQblem Qf daVa cQmiPg iP VQQ SWickl[, aV VQQ gTeaV a XQlWme, QT iP VQQ Yide a UeV Qfa

fQTmaVU fQT Vhe Veam Qf ReQRle Ye haXe aXailable VQ aPal[\e iP Vhe Vime Ye haXe VQa

TeURQPd.aa

ͲPcidePV ReURQPUe CQPUideTaViQPUa

Ͳf [QW'Te cTeaViPg a TeURQPUe Veam, QT a PeY V[Re Qf TeURQPUe YiVhiP a Veam, VheTe aTe aa

bWPch Qf aZeU VQ VhiPk abQWV.  HQY Ye dQ VhiU YQTk iU eXQlXiPg TaRidl[.  APQVheT aTea VhaVa

a
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alUQ TaRidl[ eXQlXed TecePVl[ iU daVa UciePce. We'Xe bQTTQYed libeTall[ fTQm daVa UciePce,a

iPVelligePce aPal[UiU aPd OSͲNT RTacVice VQ helR WU make UePUe Qf VhiU.a

ReURQPUe TiOeUcaNea

DiffeTePV VeamU dQ diffeTePV VhiPgU.  SQme VeamU aTe laTge aPd faUV; QVheTU Umall, UlQY aPda

delibeTaVe.  The['Te all RaTV Qf a mWch-Peeded TeURQPUe.aa

Ɣ SVTaVegic - [eaTU/mQPVhU/YeekU. ͲUUWe fQcWUUed (e.g. iP-deRVh iPXeUVigaViQPU,a

lQPg-fQTm jQWTPaliUm).  GQQd RlaceU VQ lQQk fQT VhiU V[Re Qf YQTk iPclWde SVaPfQTda

ͲPVeTPeV ObUeTXaVQT[, UWaUhiPgVQP, ShQTePUVeiP CePVeT, BelliPgcaV, DfTlab, UQciala

media RlaVfQTmU.aa

Ɣ OReTaViQPal - da[U/YeekU. PTQjecV fQcWUUed. EZamRleU iPclWde daVa UciePViUVUa

embedded iP deX VeamU, YQTkiPg VQ aPUYeT SWeUViQPU/ bWild algQTiVhmU YiVhiPa

UQfVYaTe deX c[cleU. UUWall[ TWPPiPg h[RQVheUeU VQ UWRRQTV VhiPgU likea

behaXiQWT-dTiXeP aPd h[RQVheUiU-dTiXeP deXelQRmePV, aPd leaP ePVeTRTiUe (RTWPiPga

XalWe VTeeU eVc).  GQQd RlaceU VQ lQQk iPclWde Vhe AͲ/ML-baUed diUiPfQTmaViQP daVaa

aPd VQQl cQmRaPieU.aa

Ɣ TacVical - hQWTU/da[U.  ͲPcidePV fQcWUUed.  ͲPclWdeU daVa jQWTPaliUVU. GQQd RlaceU VQa

lQQk iPclWde NeY YQTk TimeU, CTͲ LeagWe Veam, UQme Qf MLSEC, UQme Qf Vhea

cTiUiU-maRReTU.aa

HQY lQPg dQ [QW haXe befQTe [QWT aPal[UiU aPd acViQPU dQP'V make a diffeTePce?  Ͳf [QWa

QPl[ haXe hQWTU, all [QW caTe abQWV iU UVQRRiPg Vhe flQQd; if [QW haXe mQPVhU, [QW caP geVa

iPVQ Vhe deVailU Qf aVVTibWViQP, geQRQliVicU aPd mQViXeU.aa

 

a
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LeXeN Qf EPgageOePVa a

 
AQaO\WLcV PaWXULW\ PRGHO (aNa WKH DaWa ScLHQcH LaGGHU)] 

 

DaVa UciePce iU UQmeVimeU deUcTibed iP VeTmU Qf Vhe daVa UciePce laddeT (abQXe). ͲVa

deUcTibeU Vhe V[ReU Qf YQTk dQPe b[ VeamU, fTQm iPXeUVigaViPg YhaV haU haRRePed iP Vhea

RaUV (e.g. claUUic UVaViUVicU), VQ RTedicViPg YhaV mighV haRReP PeZV, VQ UWggeUViPg mQXeU aPda

cQWPVeTmQXeU iP aP iPVeTacViXe ePXiTQPmePV.  DiUiPfQTmaViQP TeURQPUe iU mQXiPg VQYaTdUa

Vhe TighV Qf VhiU laddeT PQY, hQXeTiPg UQmeYheTe aTQWPd RTeUcTiRViXe aPal[VicU (e.g. gTQWRUa

aTe UVaTViPg VQ bQVh aPal[Ue aPd TeURQPd, bWV PQV ePgage iP game-like iPVeTacViQPU [eV).a

Which RaTV Qf Vhe laddeT Yill Vhe daVa RaTV Qf [QWT TeURQPUe be QP?a 

PTQdWcV V[ReUa

We cQWld alUQ diXide daVa UciePViUVU b[ Vhe VhiPgU VhaV Vhe[ caTe abQWV:a

Ɣ AcademicU - lQPg deadliPeU, caTe abQWV RaReTU aPd TeRWVaViQPa

Ɣ AcademicU YQTkiPg QP VechPiSWeU - UͲPdiaPaa

Ɣ AcademicU aPal[UiPg acVQTU aPd iUUWeU - DFRlab, UVTaVegica

a
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Ɣ GQXeTPmePV agePcieU / miliVaT[ - UVTaVegica

Ɣ CQmmeTcial iPVeTeUVUa

WhaV iU [QWT Veam, aPd Vhe VeamU aTQWPd iV, Teall[ VT[iPg VQ dQ?  WhaV aTe Vhe QbjecVU VhaVa

aTe mQUV imRQTVaPV VQ iV (aTVefacVU, PaTTaViXeU, acVQTU, iPVePVU?) - VhiU Yill UhaRe YhaV [QWa

RTQdWce aPd fQT YhQm. 

ReUQWTce CQPUVTaiPVU 

AlVhQWgh daVa UciePce iU WUed VQ make UePUe Qf Vhe laTge daVa flQYU iP UQcial media, mWcha

diUiPfQTmaViQP TeURQPUe YQTk iU UVill dQPe b[ haPd aPd iU XeT[ UimilaT VQ claUUic OSͲNT.a a

JWUV becaWUe [QW YaPV VQ dQ iV dQeUP'V meaP [QW caP (QT caP [eV). DQ [QW haXe Vhea

TeUQWTceU fQT laTge-Ucale daVa aPal[UiU?  ͲU [QWT Veam TecQXeTed ePQWgh fTQm iVU RTeXiQWUa

deRlQ[mePV(U) VQ ePgage iP VhiU QPe?a 

ͲPcidePV WQTkfNQYa

The maiP YQTkflQY iP Vhe diUiPfQTmaViQP Veam iU VTackiPg aP iPcidePV.aa

A PeY TWmQWT haU UVaTVed QPliPe. YQWǷXe UeeP iV [QWTUelf, UQmeQPe haU UePV [QW aPa

eZamRle Qf iV, [QWǷXe UeeP aPQVheT gTQWR VTackiPg iV - VheTe aTe a bWPch Qf Ya[U VQ URQVa

UQmeVhiPg PeY haRRePiPg. The UVeRU VhaV haRReP PeZV aTe:a

1. Decide YheVheT VQ UVaTV aP iPcidePVa

2. Add iPcidePV VQ lQgUaa

3. AleTV Vhe Veama

4. CTeaVe RlaceU VQ RWV iPcidePV QWVRWVUa

5. BWild a UiVWaViQP RicVWTea

6. ShaTe Vhe UiVWaViQP RicVWTea

a
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7. Take QT URaTk acViQP 

Make a GQ/NQ-gQ DeciUiQP 

AP iPcidePV PeedU VQ be YiVhiP Vhe VeamǷU UcQRe, aPd laTge ePQWgh VQ be YQTVh effQTV.a

BefQTe [QW UVaTV, dQ a SWick check VhaV iVǷU a TWmQWT. OPe UighViPg dQeUPǷV make aP iPcidePV.a

15 cQRieU Qf Vhe Uame meUUage QP TYiVVeT, QT 3 fTiePdU UePdiPg [QW Vhe Uame UVTaPge DM,a

aPd [QWǷTe RTQbabl[ QPVQ UQmeVhiPg.a

WheP Ye Uee aP aleTV, Ye haXe UQme SWeUViQPU:a

Ɣ ͲU VhiU aP iPcidePV, e.g. iU iV a laTge cQQTdiPaVed diUiPfQTmaViQP iPcidePV, QT aPa

iUQlaVed Riece / feY RieceU Qf diUiPfQTmaViQP?a

Ɣ ͲU VhiU diUiPfQTmaViQP UWiVable fQT RTQceUUiPg b[ Vhe diUiPfQTmaViQP Veam (e.g. 419a

UcamU mighV be beVVeT haPdled b[ Vhe PhiUhiPg Veam, bWV mighV alUQ cQPVaiPa

iPfQTmaViQP abQWV iPcidePVU VhaV Ye UhQWld check QWV VQQ)?a

Ɣ ͲU VhiU diUiPfQTmaViQP alTead[ beiPg haPdled b[ RlaVfQTm VeamU QT QVheT URecialiUVa

VeamU (Ye mighV YaPV VQ check iP YiVh Vhem jWUV iP caUe, fQT iPUVaPce TefeTTiPg VQa

healVhcaTe gTQWRU iQT laY ePfQTcemePV, QT iUUWiPg a VakedQYP TeSWeUV becaWUe Qf aa

fiPdiPg)?a

Ɣ ͲU VhiU iPcidePV UQmeVhiPg VhaV Ye UhQWld VTack?aa

ǺͲU VhiU iPcidePV UQmeVhiPg VhaV Ye UhQWld VTack?ǻ, e.g. hQY dQ Ye chQQUe Yhich iPcidePVU VQa

VTack?a

Ɣ We dQPǷV VTack iPcidePVU fQT fWP QT iPVeTeUV. We VTack Vhe QPeU VhaV Ye haXe aa

TeaUQPable chaPce Qf dQiPg UQmeVhiPg WUefWl abQWV - YheVheT VhaVǷU TaiUiPg Vhea

alaTm VQ gTQWRU QT QTgaPiUaViQPU VhaV caP TeURQPd VQ Vhe iPcidePV, aUkiPg Vhem VQa

a

Page 7                           CC-b[-SA, CQR[TighV CQgSecCQllab aPd ThTeeV LLCa



The BigBQQk Qf DiUiPfQTOaViQP DefePce X2.0a

a

Vake URecific acViQPU (like VakiPg dQYP a diUiPfQTmaViQP accQWPV QT UiVe), QT VakiPga

acViQPU QWTUelXeU (like amRlif[iPg cQWPVeTPaTTaViXeU).a

Ɣ We alUQ VTack aPd cQWPVeT iPcidePVU VhaV Ye belieXe giXe WU Vhe beUV chaPce Qf aa

RQUiViXe effecV, aPd iP Vhe CQXid19 deRlQ[mePV, ideall[ QPe VhaV imRacVU healVh.a

TTacked caUeU caP alUQ iPclWde ReTUiUVePV VhTeaVU - gTQWRU, PaTTaViXeU, aTVefacVU eVc VhaV aTea

likel[ VQ aRReaT iP fWVWTe iPcidePVU.aa

TTiage SWeUViQPUa

The fiTUV SWeUViQPU aTe abQWV YheVheT VQ UVaTV a TeURQPUe.  SiPce SWeUViQPU WUWall[ cTeaVea

PeY SWeUViQPU, VhiU Yill alUQ feed iPVQ [QWT liUV Qf VhiPgU VQ RTiQTiViUe, aPd/QT iPXeUVigaVe. Ƚa

Ɣ ͲU VhiU RQVePViall[ dQiPg haTm?a

ż WhaV effecVU mighV VhiU haXe?a

ż ͲU iV laTge? CQQTdiPaVed? TaTgeVVed (VQ demQgTaRhicU eVc)?a

Ɣ ͲU VhiU diUiPfQTmaViQP?a

ż ͲU Vhe cQPVePV falUe (e.g. miUiPfQTmaViQP?)a

ż ͲU iV e.g. RhiUhiPg TaVheT VhaP diUiPfQTmaViQP?a

ż DQeU iV iPclWde fake gTQWRU, fake RTQfileU, fake amRlificaViQP eVca

Ɣ ͲU QWT Veam Vhe beUV QPe VQ TeURQPd VQ VhiU?a

ż ͲU VhiU iP QWT aTea (e.g. CTͲ = cWTTePVl[ YQTkiPg QP CQXid19 /a

medicall[-TelaVed?)a

ż ͲU UQmeQPe elUe alTead[ VTackiPg aPd TeURQPdiPg VQ VhiU?a

ż DQ Ye haXe Vhe TeUQWTceU VQ TeURQPd?a

Ɣ TheTe aTe UeXeTal fQllQY-QP SWeUViQPU VQ VheUe, e.g.a

Ɣ ͲU VhiU iUP'V aP iPcidePV, iU iV UQmeVhiPg VhaV Ye UhQWld haPdle iP a diffeTePV Ya[? e.g.a

ż iPXeUVigaVe aU RaTV Qf QWT mQPiVQTiPg YQTka

a
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ż mQPiVQT ReTiQdicall[ iP caUe iV becQmeU aP iPcidePVa

Ɣ Ͳf Ye'Te PQV Vhe TighV Veam, aPd PQbQd[ elUe iU VTackiPg VhiU, UhQWld Ye:a

ż igPQTe iVa

ż RWV QWV aP aleTV iP Vhe hQRe VhaV aPQVheT Veam mighV Rick iV WRa

ż YQTk VQ fiPd a mQTe UWiVable Veam fQT iVa

Add iPcidePV VQ NQgUa

GiXe Vhe iPcidePV a memQTable Pame. ThiU helRU.  Add Vhe iPcidePV VQ YhicheXeT U[UVem Vhea

Veam iU WUiPg VQ VTack iPcidePVU.  ThiU giXeU Vhe TeUV Qf Vhe Veam, YhQ aTe QfVeP QP diffeTePVa

Vime UchedWleU, a headU-WR VhaV VhiU iU aP acViXe iPcidePV.aa

ANeTV Vhe TeaO 

Ɣ PWV a meUUage iP Ulack, YiVh Vhe aTVifacV [QW fQWPd aPd a UhQTV deUcTiRViQP.a

ż SVaTV YiVh ǺNEW RUMORǻ UQ Ye Yill be able VQ VTack Vhemaa

ż AP[ UWRRQTViPg iPfQTmaViQP QT liPkU (WPdeT VhaV TWmQT) UhQWld be RQUVed iP aa

VhTead Qff VhaV iPiVial NEW RUMOR RQUVa

ż ThiU Yill make dQcWmePViPg aPd addiPg QbjecVU aPd QbUeTXableU VQ Vhea

iPcidePV aPd aPal[UiU lQg eaUieT VQ VTack, aPd alUQ keeR eXeT[VhiPg a liVVlea

mQTe Vid[a

AV VhiU RQiPV, mighV alUQ UePd QWV flaUh aleTVU VQ cQPPecVed VeamU VQQ.a

CTeaVe PNaceU VQ PWV OWVRWVUa

Ɣ CTeaVe a fQldeT iP Vhe [gQQgledTiXe ͲNCͲDENTS fQldeT] fQT PQVeU aPd aP[VhiPg VhaVa

YQPǷV fiV iPVQ Vhe DKANa

Ɣ SVaTV addiPg daVa VQ Vhe DKANa

a
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WheP [QW cTeaVe a diUiPfQTmaViQP iPcidePV iP HͲVE:a

Ɣ CTeaVe a PeY caUe. UUe caUe VemRlaVe ǺͲPflWePce OReTaViQP ͲPcidePVǻ.a

Ɣ Name Vhe iPcidePV (WUe VhiU Pame iP all Vhe VQQlU)a

Ɣ CTeaVe aP eXePV iP MͲSP fQT Vhe iPcidePVa

Ɣ LiUV Vhe TiUkU aPd RQVePVial Teal-YQTld cQPUeSWePceU fTQm VhiU iPcidePVa

Ɣ LiUV aP[ Vime bQWPdU QP Vhe iPcidePV, e.g. aTe VheTe eXePVU VhaV iVǷU geaTiPg VQYaTdUa

eVca

Ɣ LiUV aP[ geQgTaRhical QT demQgTaRhic VaTgeVU iP VhiU iPcidePVa

Ɣ CTeaVe a DKAN diTecVQT[ fQT Vhe iPcidePVa

MͲSP liUV fQT UVaTViPg aP iPcidePVa

Ɣ LiUV acVQTU aPd QVheT QbjecVU VhaV aTe imRQTVaPV iP VhiU iPcidePV - YeǷTe WUiPg aa

cQmbiPaViQP Qf STͲX aPd DFRlabǷU DiUiPfQTmaViQP DichQVQmieU UVaPdaTd fQT VhiU. Adda

VheUe VQ Vhe CleaP MͲSPa

Ɣ LiUV Vhe VacVicU aPd VechPiSWeU VhaV aTe beiPg WUed iP Vhe iPcidePV - YeǷTe WUiPga

AMͲTT fQT VhiU (Vhe XeTUiQP VhaV cQmeU aU UVaPdaTd iP MͲSP). Add VheUe VQ Vhe MͲSPa

eXePV.a

DKAN hQldU daVa Ye dQPǷV YaPV VQ lQUe, aPd daVa VhaVǷU TaY aPd laTge: iVǷU Vhe iP-VTa[a

MͲSP hQld QbjecVU Qf iPVeTeUV aPd Vhe TelaViQPUhiRU beVYeeP Vhem, UQ Ye caP SWickl[ lQQka

WR VhiPgU YeǷXe UeeP befQTe eVc 

BWiNd SiVWaViQP PicVWTea

LQQk fQT TelaVed aTVefacVU, accQWPVU, WTlU, PaTTaViXeU eVca

a

a
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DaVa Ye bWild WR iP MͲSPa

Ɣ ͲPcidePVUa

Ɣ NaTTaViXeUa

Ɣ AcVQTUa

Ɣ UTlUa

Take QT SRaTk AcViQP 

Ɣ ͲPXeUVigaVe Ya[U VQ clQUe dQYP Vhe TWmQT / TeReaVeT UiVeU eVc.aa

Ɣ ReRQTV QP Vhe TWmQTa

ż Add aP iPcidePV VQ Vhe MͲSP iPUVaPce fQT VhiU TWmQTa

ż The iPcidePV mWUV iPclWde UQme TeleXaPV QbUeTXableU UWch aU a TYeeV, UQciala

media WUeTPame QT URL.aa

Ɣ WTiVe aPd UePd PQVeU/TeRQTVU VQ Vhe ReQRle YhQ caP TeURQPda

Ɣ ClQUe dQYP Vhe TWmQT aPd mQXe QPVQ Vhe PeZV QPe (VheTeǷU alYa[U a PeZV QPe)a

HeNR YiVh a diUiPfQTOaViQP iPcidePVa

Ɣ The maUVeT dQcWmePV fQT YhaV YeǷTe dQiPg QP iPcidePVU iU Vhe [iPcidePVUa

URTeadUheeV]. LQQk aV Vhe UVaVWU cQlWmP - Vhe RTiQTiV[ iU liXe iPcidePVU, VheP mQPiVQTa

lQPg-VeTm, VheP ǺkeeR aP e[e QP iVǻ (Vhe RQVePVial Ƕ\QmbieǷ iPcidePVU VhaV aTea

RTQbabl[ dead bWV mighV TeUVaTV)a

Ɣ Check back iP Vhe Ulack chaPPel, aPd iP Vhe iPcidePV README iP Vhe [gQQgledTiXea

ͲNCͲDENTS fQldeT] VQ Uee YhaVǷU beeP dQPe YiVh VhiU iPcidePV TecePVl[. AU Ye geVa

VhiPgU VQgeVheT, YeǷll RTQbabl[ haXe iPcidePV-URecific VaUkU iP Vhe giVhWb iUUWeU liUV,a

bWV YeǷTe UVill YQTkiPg QP VhaV.a

a
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Ɣ FiPd aTVicleU aPd aTVifacVU, iPXeUVigaVe Vhe QPeU Ye haXe, RWV TeUWlVU iPVQ Vhe Ulacka

chaPPel fQT haTXeUViPg b[ Vhe bQVU, aPd/QT diUcWUUiQP YiVh Vhe Veam.a

Ɣ Ͳf [QW URQV UQmeVhiPg UigPificaPV (PeY QbjecVU Vied VQ Vhe iPcidePV eVc, PeY VhiPgU Qfa

iPVeTeUV), WRdaVe Vhe iPcidePV README.aa

OTgaPiUiPg aP ͲPcidePV ReURQPUea

DQcWmePViPg aPal[UiU:a

Ɣ We haXe DKAN aPd MͲSP, bWV alUQ WUefWl VQ haXe a gQQgle fQldeT fQT each iPcidePVa

fQT QVheT VhiPgU VhaV dQPǷV fiV iPVQ VhQUe, like TeUeaTch PQVeUa

Ɣ ClaUUificaViQPU: if iVǷU QRePl[ aXailable QPliPe, VheP iVǷU Qka[ VQ RWV VhTQWgh e.g.a

TableaW; if iVǷU cQme VhQWgh iPVeTPal TQWVeU (e.g. SMS), VheP keeR iV Qff RWblica

iPVeTPeV (dQPǷV UhaTe).a

Ɣ lQQkiPg fQT TelaVed aTVifacVU, WTlU, PaTTaViXeU eVca

ȽWhQ Ye cQmmWPicaVe VQ:a

Ɣ ReRQTV YheP UQmeVhiPg UigPificaPV haRRePU - e.g. Uee VhiU maiP effQTV fQT VhiU PeYa

liPea

Ɣ ReRQTV QP Vime ReTiQdȀ if big, a dail[ TeRQTV; if UmalleT a Yeekl[ TeRQTVa

Ɣ NQ TeRQTV gQeU QWV YiVhQWV aV leaUV 2 ReQRle be[QPd Vhe ediVQT gQiPg QXeT iVa

Ɣ EPd WUeTU aTe alUQ YaVchiPg Vhe MͲSPa

WhQ makeU deciUiQPU:a

Ɣ DeRePdU QP deciUiQPUa

Ɣ Need a bQaTd - XQVe Xia Ulack; ReTUQP calliPg fQT XQVe dQeU @chaPPel VQ bQaTd, QTa

emailU Vhema

a
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Ɣ WhQ caP add aP iPcidePV? AP[QPe caP UVaTV aP iPcidePV.a

Ɣ WhQ caP TeleaUe a TeRQTV -a

Ɣ WhQ caP Valk VQ cWUVQmeT/ XicVim? NeedU VQ be agTeed QPa

MaPagiPg aP iPcidePV TeURQPUea

AP iPdiXidWal caP VTack aP iPcidePV QP VheiT QYP - QReP WR UQme PQVebQQkU, fiTe WR Vhea

cQffeemakeTU aPd maiPliPe chQcQlaVe fQT a cQWRle Qf da[U. ThaVǷU - PQV UWUVaiPable QXeTa

Vime aPd laTge PWmbeTU Qf iPcidePVU, aP[ mQTe VhaP iV iU fQT QVheT iPfQUec iPcidePVU.a

The UhQTV iPUVTWcViQPU fQT maPagiPg a TeURQPUe aTe iP Vhe [Veam Teadme]. ThiU iU UQme Qfa

Vhe VhiPkiPg aTQWPd Vhem:a

We haXePǷV YQTked QWV eZacVl[ hQY VQ fiV cQgPiViXe UecWTiV[ / diUiPfQTmaViQP TeURQPUe iPVQ aa

SOC [eV, bWV heTeǷU YheTe Ye aTe aV Vhe mQmePV QP UVaTViPg aP iPcidePV:a

Ɣ ͲPcidePVU Peed PameU. YeU, [eU, Ͳ kPQY VhaVǷU a UliRReT[ UlQRe VhaV ePdU WR iP a cWVea

maUcQV aPd a dedicaVed YebUiVe, bWV a Pame makeU iV eaU[ VQ SWickl[ idePVif[ YhaVa

[QWǷTe YQTkiPg QP, fiPd Vhe TighV fQldeT VQ RWV VhiPgU iPVQ eVc.aa

ż AcViQP: Make WR a Pame: make iV UhQTV bWV deUcTiRViXe - [QWǷTe gQiPg VQ bea

V[RiPg iV a lQV, bWV [QW alUQ YaPV VQ TemembeT YhaV iV YaU abQWV a Yeek laVeT.a

Ɣ The Veam PeedU VQ kPQY [QW UVaTVed aP iPcidePV - bQVh Vhe Veam YhQ aTe aTQWPd aVa

Vhe Vime (aPd caP helR lQQk fQT aTVifacVU, add VheiT URecialiUV UkillU eVc), Veama

membeTU YhQ aTe cQmiPg iP lQQkiPg fQT VhiPgU VQ dQ laVeT, aPd leadU YhQ aTe VT[iPga

VQ balaPce Vhe lQad QP Vhe Veam QXeTall. BeUV Ya[ VQ dQ VhiU iU VQ add a PQVe VQ Vhea

Veam chaV aPd aP ePVT[ iP Vhe Veam lQg.aa

ż AcViQP: add a PQVe VQ Vhe Veam Ulack chaPPel, PamiPg Vhe iPcidePV aPd aUkiPga

fQT helR YiVh iV (if Peeded). Ͳf [QW haXe a UVaTViPg aTVefacV, add VhaV VQQ.a

a
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a

AddiPg Vhe YQTd ǺNEWǻ Yill make iV eaUieT VQ fiPd b[ ReQRle lQQkiPg iP QP Vhea

chaPPel laVeT.aa

ż AcViQP: add aP ePVT[ iP Vhe Veam lQg, Ua[iPg [QWǷTe UVaTViPg aP iPcidePVa

TeURQPUe. AV Vhe mQmePV, VhiU iU Vhe iPcidePVU URTeadUheeV - VhiU iU likel[ VQa

UhifV VQ addiPg a caUe VQ aP iPcidePV VTackiPg VQQl like TheHiXe.aa

Ɣ YQW, aPd Vhe Veam, aTe gQiPg VQ UVaTV RTQdWciPg PQVeU aPd aTVifacVU aU [QW VTacka

VhTQWgh Vhe iPcidePV. CTeaVe a Rlace VQ RWV Vhem, VhaVǷU acceUUible VQ Vhe Veama

ż AcViQP: cTeaVe a URace VQ RWV imageU, aTVifacVU eVc iP. AV Vhe mQmePV, VhaVǷUa

cTeaViPg a fQldeT fQT Vhe iPcidePV WPdeT Vhe ͲNCͲDENTS gQQglefQldeT - VhiU iUa

likel[ VQ UhifV VQ diTecVl[ WRlQadiPg VQ a VQQl like TheHiXe QT MͲSP.aa

ż AcViQP: cTeaVe a PQVeU lQg fQT Vhe iPcidePV. AV Vhe mQmePV, VhaVǷU a READMEa

file iP Vhe iPcidePV gQQglefQldeT - VhiU iU likel[ VQ UVa[ Vhe Uame fQT Vhea

mQmePV. ͲP Vhe lQg, YTiVe a UhQTV deUcTiRViQP Qf Vhe iPcidePV, aPd hQY [QWa

UVaTVed VTackiPg iV (e.g. YhaV Vhe fiTUV aTVefacV(U) [QW UaY YeTe.aa

HeTeǷU YheTe Ye aTe QP maPagiPg iPXeUVigaViPg Vhe iPcidePV:Ƚa

Ɣ YQW, aPd Vhe Veam, aTe gQiPg VQ iPXeUVigaVe Vhe iPcidePVa

ż AcViQP: LQQk fQT TelaVed aTVefacVU, accQWPVU, WTlU, PaTTaViXeU eVca

ż AcViQP: add aTVefacVU VQ Vhe URace [QW UeV WR fQT cQllecViPg imageU, aTVefacVUa

eVc. YQWǷll fiPd iV helRfWl if [QW PWmbeT Vhe imageU, becaWUe Vhe[ǷTe difficWlV VQa

TefeTePce QVheTYiUe (aka ǺVhe [ellQY RQUVeT agaiPǻ iUPǷV aU URecific aUa

Ǻimage001_[ellQYRQUVeTǻ)a

ż AcViQP: keeR Vhe flQY Qf iPXeUVigaViQP mQXiPg - keeR a liUV Qf acViQPU TelaVed VQa

Vhe aTVefacVU, aPd/QT diTecV Vhe Veam VQ aTeaU VhaV Peed fWTVheT TeUeaTcha

Ɣ YQWǷll alUQ Peed VQ VTaPUlaVe VhaV iPVQ aP iPcidePV deUcTiRViQP VhaV caP gQ QWV aU aPa

aleTV VQ QVheT VeamU, aPd be WUed VQ lQQk fQT RQVePVial cQWPVeTUa

a
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a

ż AcViQP: add iPcidePV VQ aleTV VQQlU. WeǷTe WUiPg MͲSP heTe, UQ addiPg a MͲSPa

QbjecV fQT Vhe iPcidePV, aPd aVVachiPg Vhe QbjecVU imRQTVaPV VQ iV iUa

aRRTQRTiaVe heTe.a

ż AcViQP: maR aTVefacVU UeeP VQ VacVicU aPd VechPiSWeU. MͲSP iPclWdeU AMͲTT -a

[QW caP WUe Vhe ATT&CK PaXigaVQT VQ click QP all Vhe VacVicU aPd VechPiSWeUa

[QW caP Uee iP VhiU iPcidePV.a

ż AcViQP: ͲPXeUVigaVe Ya[U VQ clQUe dQYP Vhe TWmQT / TeReaVeT UiVeU eVc. WeǷTea

YQTkiPg QP VQQlU fQT VhiU VQQ, bWV fQT PQY iVǷU diUcWUU VhiU YiVh Vhe Veam, aPda

check Vhe liUVU belQY.a

Ɣ Oh, aPd [eU, [QW geV VQ be UcTibe fQT Vhe Veam VQQ, makiPg UWTe [QW keeR a TecQTd Qfa

Vhe iPXeUVigaViQP:a

ż AcViQP: keeR Vhe iPcidePV lQg WRdaVed YiVh aP[ UigPificaPV fiPdiPgU, PQVeU,a

VhiPgU VQ dQ eVc.a a

APd heTeǷU YheTe Ye aTe QP maPagiPg TeURQPdiPg VQ Vhe iPcidePV:a

Ɣ YQW Peed VQ geV iPfQTmaViQP abQWV Vhe iPcidePV QWV VQ QVheT VeamU VhaV cQWld dQa

UQmeVhiPg abQWV iV:a

ż YQWǷXe alTead[ added aP iPcidePV VQ MͲSP; make UWTe iVǷU Tead[ VQ gQa

(SWeUViQP: iU VheTe UQmeVhiPg Ye Peed VQ dQ VQ geV iV QWV QP Vhe feedU?).a

ż WTiVe aPd UePd PQVeU/TeRQTVU VQ Vhe ReQRle YhQ caP TeURQPda

Ɣ Ͳf [QW fQWPd Ya[U VQ TeURQPd, decide YhaV VQ dQ, aPd check YheVheT [QW did iVa

ż Ͳf Vhe Veam fQWPd Ya[U iV cQWld TeURQPd - VTiage Vhem. FiPd Ya[U VQ dQ Vhea

QPeU [QW caP.a

ż AlUQ check QP Vhe VhiPgU [QW YeTe gQiPg VQ dQ. WaU UQmeVhiPg dQPe? ChaUea

iV WR.a

Ɣ APd fiPall[, kPQY YheP VQ UVQR.a

a
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a

ż Ͳf [QWǷXe dQPe aU mWch aU [QW UePUibl[ caP, clQUe dQYP Vhe TWmQT aPd mQXea

QPVQ Vhe PeZV QPe (VheTeǷU alYa[U a PeZV QPe).a

TheTe aTe alYa[U mQTe iPcidePVU, alVhQWgh YeǷTe QfVeP lWck[ ePQWgh VQ haXe a feY da[Ua

YiVhQWV aP[VhiPg majQT gQiPg QP. EXeT[ mQTPiPg, QPe Qf Vhe leadU lQQkU VhTQWgh Vhe liUV Qfa

iPcidePVU aPd decideU Yhich QPeU UhQWld cQPViPWe VQ be ǶliXeǷ, Yhich Ye UhQWld mQXe VQ jWUVa

keeRiPg aP e[e QP, QT keeR a lQPgeT-VeTm YaVch QP iP caUe Vhe[ flaTe WR agaiP, aPd Yhicha

Ye caP clQUe dQYP aU WPlikel[ VQ be acViXe agaiP.a

a
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Start by listing questions for the team to answer.  Most of the time we're doing detective 

work, looking for evidence that we can send over to another team. Typical questions: 

Ɣ ȽWhat artifacts are we starting with? What are they connected to? Have we seen any 

of these before? 

Ɣ Who is involved (groups, accounts, etc)? 

Ɣ What are we trying to do: track artifacts and incident back to origins? Track its 

spread outwards? Work out where the influence points, places it might be stopped, 

ways it might be countered or mitigated? 

Ɣ What are we looking for: just artifacts, or narratives and techniques to add to the 

incident report? 

Ɣ Are there other groups already tracking this? Are there related datasets we can pull 

in and use? 

Ɣ Who should we be alerting, when, and what do they need?   

OSͲNT, data science and intelligence analysis all have methods that can be useful here. 

That's the top-level questions: each artifact will have questions connected to it too, for 

instance: do we want to map out any networks connected to URLs we find?  Are hashtags 

being amplified etc.  These are covered in the next chapter. 

Framing Questions 

Always start with the questions you want to answer. 

Ɣ ȽWhat are we starting with? 

ż What's our initial artifact, theme, narrative, lead 

Ɣ What’s our “research questionǻ? 

ż What do and don’t we care about here? 
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ż What’s more and less important to us (if we have limited resources)? 

Ɣ What are we trying to produce and for whom? 

ż Enough evidence that we can identify who to pass it to, and give them 

enough to either act or start their own investigation 

ż Enough evidence and information to take action ourselves 

The Five Wsa

In a loW of informaWion gaWhering and sharing Zork, Ze ZanW Wo knoZ Whe fiYe Ws: Zho, ZhaW, 
Zhen, Zhere, Zh\, and hoZ.  (​hWWps://en.Zikipedia.org/Ziki/FiYe_Ws​ ) 

Artifact questionsa

Once we start an incident, our first job is to gather enough information to determine 

whether we should act, hand this information over to another party, stand down, or not 

act, but keep a watch on this area.  This is usually a mixture of artifact-based activity 

analysis, network analysis and fact-checking. 

Ɣ Activity analysis 

ż Track artifacts (messages, images, urls, accounts, groups etc), e.g. 

Ŷ find artifact origins 

Ŷ track how an artifact moves across channels, groups etc 

Ŷ find related artifacts 

ż Detect AMͲTT Techniques, e.g. 

Ŷ Detect computational amplification 

Ŷ Detect, track and analyze narratives 

Ɣ Network detection 

ż find inauthentic website networks (pink slime) 

ż find inauthentic account and group networks (including botnets) 
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Ɣ Credibility/ Verification 

ż Fact-checking: verify article, image, video etc doesn’t contain disinformation. 

ż Source-checking: verify source (publisher, domain etc) doesn’t distribute 

disinformation.   

Fact checking is hard, and usually needs a team of fact-checkers, up-to-date knowledge etc. 

Source checking isn't the same as article classification, although it does include article 

classifications. Source-checking is why we label and track URLs. Several groups already 

publish labelled lists of domains.  Fake news creators often run multiple, seemingly 

unconnected, sites, so finding already-labelled sites in a network can help a lot.  

Other related activities include things like looking for signals of inauthentic accounts, 

inauthentic amplification, and other inauthentic online behaviours, e.g. by looking at 

patterns of account creation dates for popular messages.  

Artefact Tasksa

Most alerts start with an artifact: an image, a URL, a piece of text etc.  We usually have a lot 

of starter questions about these too: 

Ɣ Have we seen this artifact before? Ͳs it related to an artifact we've seen before (e.g. a 

variant of an earlier artifact). 

Ɣ Ͳs the artifact's context similar to earlier artifacts (e.g. are the networks and accounts 

pushing it the same as the ones in earlier incidents?). 

Ɣ We see a lot of repeat offenders - is this a known scam? Are the actors behind it 

people already associated with known scams?  

AWWribXWion 
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Attribution - working out who’s responsible for a disinformation incident - is hard. You don’t 

have full access to data, and there are incentives for people to obfuscate and hide who they 

are.  At best, attribution is probabilistic, but even a hint can help us assess potential moves, 

and countermoves.  

Further Readinga

Ɣ Heuer, Structured analytic techniques for intelligence analysis 

Ɣ Beebe, Pherson, Cases in Ͳntelligence Analysis 

Ɣ Joint Forces Smartbook, JFODS5 

a
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12. Open SoXrce InWelligence

TL;DR OSINT 2

IQWURdXcWLRQ 2
GeQeUal AdYice 3

HaQdOLQg DRPaLQV (URLV) 4
GRRgle DRUkV 4
FiQdiQg ViWe RZQeUVhiS aQd cRQQecWiRQV 6
SiWe cRQWeQWV 6
RelaWed WebViWeV aQd T\SRVTXaWWiQg 7
RefeUeQceV WR Whe dRmaiQ 7

HaQdOLQg TZeeWV 8
HaVhWagV 8
BRWQeWV 9
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ChaVLQg aQ LPage 9

VLdeR aQd AXdLR 10
VideR 10
AXdiR 11

HaQdOLQg FacebRRN GURXSV 11

FXUWheU ReadLQg 11

TL;DR OSͲNT

Ɣ  Ͳmage: reXerUe image Uearch; Ucrape VeZV, WrlU, haUhVagU, phone nWmberU, iconU eVc

and Uearch for each of VheUe

Ɣ TYeeV: doYnload and anal[Ue VYiVVer Uearch, check imageU, WrlU, main accoWnVU from

iV. Check oVher Uocial media for relaVed accoWnVU, groWpU, VeZV

Ɣ URL: check regiUVraVion YiVh icann/YhoiU, WUe bWilVYiVh Vo look for oYner and relaVed

UiVeU, WUe croYdVangle Vo look for Uocial media menVionU. Check UiVe for Uocial media

linkU, oYnerU, UaleU

Ɣ Facebook groWp: log groWp name, look for connecVed groWpU, look for URLU and

oVher Uocial media accoWnVU, Uearch inVerneV and oVher Uocial media UiVeU for groWp

name and/or groWp deUcripVion VeZV, check page oYner / admin

ͲPVTQdWcViQP

We WUe OSͲNT Vo inXeUVigaVe arVifacVU. ArVifacVU are Vhe VhingU Ye can Uee online. Common

arVifacVU inclWde:

Ɣ TYeeVU

Ɣ TYiVVer accoWnVU

Ɣ Facebook groWpU
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Ɣ DomainU (YebUiVeU)

Ɣ HaUhVagU

Ɣ ͲmageU

Ɣ VideoU

Ɣ AWdio fragmenVU (e.g. Xoice meUUageU)

Tracking arVifacVU helpU Vo WnderUVand YhaVǷU happening in an incidenV, hoY eXer[Vhing in iV

ȤVU VogeVher, and YhaV Ye can WUefWll[ paUU on aU informaVion aboWV iV aV Vhe incidenV leXel,

or WUefWll[ do Vo inȥWence iV.

ArVifacVU alUo inclWde combinaVionU of oVher arVifacVU. TheUe inclWde

Ɣ Domain neVYorkU

Ɣ AccoWnV neVYorkU (inclWding boVneVU)

Ɣ NarraViXeU

Man[ incidenVU UVarV YiVh an arVifacV VhaV Ye inXeUVigaVe, Ȥnding connecVed arVifacVU,

incidenV objecVU (e.g. acVorU and narraViXeU) and VechniqWeU in Vhe daVa aXailable online in

Uocial media and oVher open UoWrceU (e.g. V[pical OSͲNT inpWVU).   ThiU chapVer lookU aV

Uome of Vhe VhingU Ye do Yhen Ye meeV diͮerenV V[peU of arVifacV.

GePeTaN AdXice

When [oW UVarV inXeUVigaVing an arVifacV, check if an[one elUe iU alread[ Vracking iV. Check

placeU like reddiV: [oW mighV UaXe [oWrUelf Vime.

The baUic qWeUVionU: WhaV iU VhiU Vhing. HoY iU iV impacVing Vhe VhingU Ye care aboWV? Are

Vhere oVher VeamU doing UomeVhing aboWV iV? WhaV can Ye do aboWV iV? HoY mWch impacV

can Ye make in Vhe VhingU Ye care aboWV, for Vhe reUoWrceU Ye need Vo eZpend?
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Time can be confWUing. UUe ͲSO8601 formaV for daVeU Yhere poUUible: [[[[-dd-mm, and

eiVher WUe UTC, or UVaVe Vhe Vime\one [oWǷre WUing.

HaPdNiPg DQOaiPU (URLU)

A Wrl iU a Yeb addreUU, e.g. hVVpU://YYY.YaUhingVonpoUV.com/policieU-and-UVandardU/. A

domain name iU a link Vo a YebUiVe, e.g. hVVpU://YYY.YaUhingVonpoUV.com/. WiVhin Vhe

domain name iU a ǺVop-leXel domainǻ, e.g. YaUhingVonpoUV.com. Domain nameU and URLU

are WUefWl VhingU Vo Vrack: moUV Ȥnanciall[-moViXaVed diUinformaVion needU a URL Vo make

mone[, and URLU are conUiUVenV: Wnlike haUhVag UpellingU, Vhe[ donǷV WUWall[ haXe XarianV

UpellingU eVc.

So [oWǷXe goV a URL. NoY YhaV? Well, [oW probabl[ YanV Vo knoY aboWV Vhe URL - Yho

creaVed iV, Yhen, YhaVǷU iV connecVed Vo eVc.

GQQgNe DQTMU

Google DorkU are Yeb UearcheU VhaV WUe GoogleǷU adXanced Uearch opVionU.  UUing Google

DorkU Vo Check Primar[ UoWrceU (from Henk Xan EUUǷU Finding paVienV \ero):

“Step 1: Look at the link

● Ex. https://www.sec.gov/litigation/apdocuments/3-17405-event-11.pdf

● Pull out just the domain name and Top Level Domain (Ex. sec.gov)

Step 2: Use “site:”

● Go to a generic search engine.

● Start with the query (“Dutch police”) and end with “site:” followed directly with the URL (no

spaces).
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● Ex. “Dutch police” site:sec.gov

Step 3: Adapt the “primary source formula” to your needs

● Ͱnclude specific folders (Ex. “Dutch police” site:sec.gov/public)

● Predict folders you think might be there

Following the trail of Documents

Step 1: Establish the document type

● Ͱs it a doc \| pdf \| xls \| txt \| ps \| rtf \| odt \| sxw \| psw \| ppt \| pps \| xml file?

● Use filetype: and the type of file with no spaces (Ex. “filetype:pdf”)

Step 2: Ͱnclude a phrase you’d like to search with in the document (could include a date)

● Ex. You’re searching for an invitation to an event from May 13, 2014, event. (Be sure to

search for both the cardinal and ordinal forms, May 13 and May 13th.)

Step 3: Who is involved?

● Do you know the creator/host and it’s website?

● Ex. The organizer is “Friends of Science” and its website is friendsofscience.org.

When you combine all three steps, the query in Google will be:

“May 13th, 2014” filetype:pdf site:friendsofscience.org

Filtering social media for primary sources

Process for investigating the authenticity of a website :
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Web searching a domain: Since we want to find out what other sites are saying about the site

while excluding what the site says about itself, we use a special search syntax that excludes

pages from the target site

● Search syntax is website -site:website

● (Ex. baltimoregazette.com -site:baltimoregazette.com)

● Scan the set of results looking for sites we trust”

FiPdiPg UiVe QYPeTUhiR aPd cQPPecViQPU

EnVer Vhe domain name inVo WHOͲS Domain ToolU or hVVpU://lookWp.icann.org/lookWp. NoVe

Yho Vhe domain YaU regiUVered Vo: WnforVWnaVel[, WHOͲS blockerU haXe dramaVicall[

redWced Vhe XalWe of WHOͲS UearcheU, Uo [oW ma[ onl[ Ȥnd a proZ[. NoVe Yhen Vhe

domain YaU regiUVered.

UUe a backlink checker like ahrefU or UmallUeoVoolU Vo Uee all Vhe YebUiVeU VhaV link Vo Vhe

domain. Check Vhe domain name on bWilVYiVh.com. Ͳf [oWǷre lWck[ VhaV Yill Vell [oW Yhen

and Yho. ͲV Yill alUo Vell [oW Yhich UiVeU haXe Vhe Uame VagU aU VhiU UiVe: VhiU helpU [oW Ȥnd

connecVed UiVeU.  CogSecCollab code rWn_bWilVYiVh.ip[nb prodWceU Vhe Uame reUWlVU, bWV

giXeU [oW jUon and a daVaframe of VhoUe connecVed UiVeU.

SiVe cQPVePVU

Are Vhere phraUeU [oW can WUe in a googleUearch, Vo Ȥnd relaVed objecVU? RWn Vhe Uearch

VhaV alloYU repeaVed reUWlVU, Vo Uee idenVical pageU. AboWV and VermU pageU are WUWall[

good placeU Vo look for VheUe. Are Vhere people or companieU connecVed Vo Vhe UiVe? SVarV

Uearching for Vhem. CogSecCollab code googleUearch_for_VermU.ip[nb UearcheU for VermU/

pageU.
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ReNaVed WebUiVeU aPd T[RQUSWaVViPg

AUVroVWrferU Vr[ Vo coXer an area, YheVher iVǷU geographical or demographic, and if Vhe[Ƿre

doing iV for mone[, Vhe[Ƿll WUWall[ haXe mWlViple UiVeU. Look aV Vhe ViVle and Wrl of Vhe UiVe. Do

Vhe[ haXe elemenVU VhaV mighV be repeaVed? Think aboWV geograph[, XerVicalU, and oVher

clWeU Vhere mighV be XarianVU of VhiU UiVe. E.g. if [oW haXe ZZZmichigan.com, check for Vhe

Uame paVVern YiVh oVher UVaVeUǷ nameU, e.g. ZZZYiUconUin.com.

T[poUqWaVVing iU Yhen [oW creaVe a UiVe YhoUe Wrl iU almoUV Vhe Uame aU a real or

Yell-knoYn one, ofVen WUing combinaVionU of leVVerU (e.g. ǶnnǷ inUVead of ǶmǷ) or WrlU (e.g.

.goX.WU) Vo fool people on a caUWal glance. UUefWl p[Vhon librarieU for Ȥnding V[poUqWaVU

inclWde dnUVYiUV for generaVing V[poUqWaVU, and SnaP[ for Ȥnding near-dWplicaVeU.

Looking for Uearch VermU in neY domainnameU can help UpoV neY VrendU. YhoiU

neYl[-regiUVered-domainU iU a liUV of domainU creaVed each da[.  GiVhWb code

check_neY_regiUVraVionU.ip[nb UearcheU for UVringU of inVereUV in VhaV domain liUV. NeYl[

regiUVered alone iUn'V reall[ an indicaVion of an[Vhing; domainU VhaV are neYl[ regiUVered

and acViXe all YiVhin 24hrU, are YorVh YaVching, aU are recenVl[ acViXe and qWeUVionable

domainU. We haXe e.g. Vhe ZeVal[VicU APͲ for Uearching VhroWgh VhoUe.

RefeTePceU VQ Vhe dQOaiP

Check Uocial media - are Vhere referenceU Vo Vhe URL, or groWpU / pageU / accoWnVU YiVh Vhe

Uame name? CroYdVangleǷU chrome eZVenUion Yill giXe [oW a liUV of referenceU Vo a UiVe

[oWǷre looking aV, on Facebook, TYiVVer, ͲnUVagram and ReddiV.

Ͳf Vhere are referenceU Vo Vhe URL, are Vhere common haUhVagU, phraUeU or people in

common [oW can WUe Vo Uearch for more UiVeU?
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EZampleU of Vracking URLU inclWde Vhe referenceU in DaVa Safari roWgh noVeU: Ǻpink Ulimeǻ

neVYork.

HaPdNiPg TYeeVU

HaUhVagU

ǺYhaV do Ye conUider YorVh[ of collecVing from VYiVVer?ǻ - FrankC

Good qWeUVion. The TL;DR iU VhaV Vhe reaUon Ye WUe Vhe code VhaV Ye do

(and[paVel\_geVVYiVVer.p[ from CSC Vracking repo) iU becaWUe YeǷre looking for Vhe objecVU

VhaV dominaVe and are relaVed Vo Vhe haUhVag:

Ɣ Ye YanV Vo knoY Yhich WUerU are promoVing iV

Ɣ Which oVher haUhVagU are WUed heaXil[ YiVh iV

Ɣ Which WUerU on Vhe haUhVag are in UWUpicioWU conȤgWraVionU - e.g. one WUer linked

oWV Vo loVU of oVher people Yho arenǷV connecVed Vo each oVher (VhaVǷU Uomeone

eiVher pWUhing or pWlling, depending on Vhe direcVion of Vhe linkU), or groWpU of WUerU

connecVed heaXil[ Vo each oVher bWV noV Vo an[one elUe on VhaV haUhVag (V[pical

conȤgWraVion for a boVneV)

Ɣ Ye YanV Vo knoY Yhich URLU are aUUociaVed YiVh Vhe haUhVag - if VhiU iU being WUed

Vo make mone[, VhaV mone[ haU Vo come from UomeYhere, and VhaVǷU WUWall[ eiVher

online adXerViUing, merchandiUe or paid UerXiceU: eiVher Ya[, each of VhoUe iU going

Vo haXe a Yeb addreUU aUUociaVed YiVh iV, and an[ grifVer YorVh Vheir UalV iU going Vo

be pWUhing VhaV addreUU heaXil[
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Ɣ We alUo collecV imageU - VhaV giXeU a good idea of YhaV Vhe VhemeU are, becaWUe

moUV good diUinformaVion merchanVU knoY VhaV imageU are more ofVen eZchanged

Vhan VeZV. ThaVǷU Yh[ [oW Uee all VhoUe poUVerU YiVh VeZV on

The Ȥnding Vhe conȤgWraVionU parV - Ye WUe Gephi Vo look aV Vhe neVYork; boVneVU and

diUVribWVorU UVand oWV like liVVle ȥoYerU in a Gephi neVYork. BWV Ye coWld WUe neVYorkZ Vo

do Vhe Uame Vhing. There are alUo a UeV of VoolU in OSOME VhaV Yill help [oW eZamine

relaVionUhipU qWickl[.

RaY daVa iU WUefWl Voo - iVǷU Yhere Ye UVarV. BWV reall[, in Uocial engineering, iVǷU Vhe

relaVionUhipU VhaV coWnV.

BQVPeVU

Ͳ WUe boV UenVinel and VoolU like iV - oneU like HamilVon68 moniVor accoWnVU from naVion

UVaVe acVorU (RWUUia, China eVc - Vhink embaUU[ VYiVVer feedU, RWUUiaToda[ eVc), oneU like

BoVUenVinel moniVor accoWnVU acViXe in earlier campaignU VhaV mighV or mighV noV be boVU.

The moUV XalWable Vhing Vhe[ giXe [oW iU VrendU: YhaV Vhe recenV chaVVer online iU.

BoV deVecVion iU an arV noY. Once Wpon a Vime, iV YaU aU eaU[ aU ǺVhere are 100 accoWnVU

poUVing all Vhe Vime, and Vhe[Ƿre all poUVing Vhe Uame VeZVǻ, and Ȥnding Vhem YaU baUicall[

Ǻlook for Vhe Qanon haUhVagUǻ. NoY iVǷU more UWbVle. There are Uome rWleU of VhWmb, like

being UWUpicioWU of an[Vhing VYeeVing more Vhan 100 VimeU a da[, bWV VhereǷU more Vo iV,

and a bWnch of VoolU Vo help.

ChaUiPg aP iOage

There are a feY VhingU [oWǷre going Vo YanV Vo do YiVh an image:

Ɣ EZVracV Vhe VeZV from iV
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Ɣ See Yhere elUe iV eZiUVU online

Ɣ Check Vo Uee if iVǷU been alVered / iU fake

EZVracVing VeZV: YoW can WUWall[ eZVracV VeZV from imageU WUing opVical characVer

recogniVion, OCR. There are librarieU like TeUUeracV VhaV can be called from P[Vhon (aU e.g.

p[VeUUeracV), bWV Vhe[ haXe miZed reUWlVU. A more reliable Ya[ Vo do VhiU iU Vo WUe Vhe OCR

bWilV inVo Uearch engineU Vo pWll Vhe VeZV from each image: [andeZ.com appearU Vo be beUV

aV VhiU (alVhoWgh alYa[U check becaWUe OCR UVill doeUnǷV prodWce perfecV reUWlVU) bWV iU

RWUUian: if VhaVǷU an iUUWe for [oW, bing.com image Uearch doeU VhiU Voo.

Seeing Yhere elUe an image iU online:

Ɣ MoUVl[ [oWǷll be doing VhiU b[ hand for neY imageU, bWV a good ȤrUV check iU Vo Uee if

an image (e.g. a phoVo) haU been reWUed from an earlier eXenV. ReXerUe image

Uearch from [andeZ.com and bing.com YorkU Yell - Vine[e.com Yill call all Vhe big

image Uearch engineU for [oW (and [oW can laWgh aV Uome of Vhe VhingU Vhe[

reVWrnȀ).

Checking for alVeraVionU: BellingcaV are Vhe maUVerU of online image forenUicU, and haXe a

good gWide Vo VhiU BellingcaV gWide. Look aV VoolU like FoVoForenUicU.

VideQ aPd AWdiQ

VideQ

ͲnVͲD_EU

“YouTube’s search tool has a problem: it won’t let you filter for videos that are older than one

year. To solve this,
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● Ͱn a Google search include the keywords and site:youtube.com

● manually enter the preferred date into a Google.com search by using the “Tools” menu

on the far right

Ɣ Then select “Any time” and “Custom Range.” “ - Ȥnding paVienV \ero

AWdiQ

YoW can UaXe an aWdio Ȥle from Facebook MeUUenger. The YorkaroWnd iU Vo WUe

m.facebook.com on a Chrome broYUer - NOT on mobile. Click on Vhe meUUenger icon. Go

Vo Vhe chaV VhaV haU Vhe aWdio. RighV moWUeclick on Vhe (...) aV Vhe end of Vhe meUUage and

[oW'll haXe Vhe opVion Vo "SaXe AWdio AU".

HaPdNiPg FacebQQM GTQWRU

A loV of CoXid19 diUinformaVion iU happening and/or moXing aV Uome poinV VhroWgh

facebook groWpU. WeǷXe been Vracking Uome of VheUe b[ handU YhilUV Yorking oWV hoY Vo

aWVomaVe creaVing YaVchliUVU of groWpU, pageU, accoWnVU Vo check for neY diUinformaVion

incidenVU forming before Vhe[ hiV Vhe mainUVream preUU.

Some academic referenceU on VhiU, focWUUed on anViXaZ (one of Vhe beUV-knoYn and

Yell-UVWdied modern conUpirac[ VheorieU).

FWTVheT ReadiPg

Tracking facebook groWpU

Ɣ The online compeViVion beVYeen pro- and anVi-XaccinaVion XieYU

Ɣ Hidden reUilience and adapViXe d[namicU of Vhe global online haVe ecolog[

Ɣ "NeY online ecolog[ of adXerUarial aggregaVeU: ͲSͲS and be[ond" YiVh

UWpplemenVar[ maVerialU
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a

Te[W Anal\ViV 5 
NeWZoUk Anal\ViV 6 
Image, Video and AXdio Anal\ViV NeedV 7 

FXUWheU Ueading 7 

TL;DR Data Science and Machine Learning 

● DaVa science nice, bWV big XolWme, paVVerns noV obXioWs: Wse machines.aa

● AͲ good on oVher side, e.g. deepfakes; also for deVecVion eVceVc - PabloǷs Valk ona

AͲ/ML and disinfo.a

DaVa Ucience 

DaVa science is a process.  There are man[ Xersions of Vhis process, bWV iV basicall[ goesa

from idenVif[ing and asking a seV of bWsiness qWesVions, Vo aVVempVing Vo ansYer Vhem b[a

finding and cleaning daVaseVs, bWilding models based on Vhem, and Wsing Vhose models Voa

WndersVand parV of Vhe Yorld and/or predicV YhaV mighV happen neZV in iV, Vhen eZplain VhaVa

Vhe people Yho need Vo make decisions based on [oWr findings.aa

The sVarV and end of daVa science is all aboWV people: Ye need Vo Vhink in Verms ofa

end-Wsers, qWesVions and problems.a

DiUinformaVion Modelling aV Scalea

There's a loV of academic York on modelling disinformaVion aV scale.  Some of Vhe modelsa

Wsed inclWde:a

● aWVomaVed facV checkinga

● cascade and Vime-based modelsa

● social neVYork anal[sis: Pablo is keen on scale-free neVYorks for Vhisa

a
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a

TacVical daVa Uciencea

Working from Vhe daVa Ye haXe insVead is insVrWcViXe and can Veach Ws Vhings aboWV Vhea

disinformaVion enXironmenV, bWV VhaVǷs noV VacVical daVa science. MosV of Vhe York so fara

hasnǷV been VacVical.  AV speed, Vhis becomes a VhreaV inVelligence nerd fighV, VhaV looks Xer[a

similar Vo Vhe oVher VhreaV inVelligence nerd fighVs: disinformaVion creaVors Xsa

disinformaVion defenders.a

A loV of YhaV Ye do is deVecViXe York, Yhere Vhe algoriVhms and Vools are Vhere Vo assisV Ws.a

This has a loV in common YiVh daVa forensics, VhreaV inVelligence York and OSͲNT.a a

Where and hoY Vo look for eZampleUa

ǺVacVical daVa scienceǻ is Vhe York [oW do in Vhe momenV, chasing disinformaVion incidenVsa

and campaigns as Vhe[ happen.  ThereǷs a loV of liVeraVWre oWV Vhere on disinformaViona

algoriVhm design, Yhich is nice, WsefWl in some circWmsVances \(e.g. as a da[job\), bWV noVa

helpfWl Vo people faced YiVh Ǻsocial media is happening, York oWV hoY Vo redWce harmǻ.a

ThereǷs a loV Vhere of Vhe ǺVhereǷs a daVaseV, leVǷs see YhaV Ye can do YiVh iVǻ persWasion.aa

Places Vo look for ideas in Vhis field inclWde:aa

● Trained amaVeWrs - siVes like VoYards daVa science \(loVs of sVWdenV projecVs\), giVhWb,a

mediWm.aa

● Academics - knoYn research groWps, paper reposiVories, conference oWVpWVsa

● AdjacenV groWpsa

● SVWdenV projecVs - [es, iVǷs sVWdenVs, bWV Vhe[Ƿre WsWall[ sWperXised in laVesVa

VechniqWes, keen Vo Vr[ Vhem oWV online, and Yilling Vo YriVe Wp Vheir code.aa

Good search Verms inclWde ǺcompWVaVional propagandaǻ, ǺmisinformaVionǻ,a

ǺdisinformaVionǻ.  This is Yhere Vhe daVa science comes in...aa

a
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a

Machine Learninga

DisinformaVion anal[sis has changed a loV since 2016 Yhen a search on \#qanon, and somea

simple checks YoWld find [oW boVneVs and a disinformaVion campaign.  There are peoplea

Yho are good aV disinformaVion daVa science (ElioV Alderson, Conspirador NorVeno eVc), anda

VhereǷs been a loV of academic mone[ in Vhis area recenVl[.  This secVion coXers WsefWl Vricks,a

processes and Vools.aa

Ͳn Vhe LeagWe, Ye also do man[ Vhings b[ hand, bWV are Yorking on Ya[s Vo speed Vhem Wp,a

and aWVomaVing Vhe parVs VhaV make sense (Vhis Yill probabl[ neXer be a fWll[-aWVomaVeda

acViXiV[, bWV Ye can sWpporV and geV a loV of load off disinformaVion anal[sVs) as Ye XalidaVea

process.aa

This chapVer is aboWV Vackling Vhe Vhree Vs (XolWme, XelociV[, XarieV[)  YiVh machine learning,a

aWVomaVing Vhe York VhaV's Voo large, coming in Voo qWickl[ or across Voo man[ channelsa

for Vhe Veam Vo concenVraVe on Vhem all. There is no magic "plWg in Vhis algoriVhm anda

disinfo Yill go aYa[" s[sVem: Vhe big idea here is VhaV Vhe hWmans and algoriVhms can Yorka

VogeVher - e.g. Vhis is aWgmenVed inVelligence VhaV leVs Vhe people focWs on YhaV Vhe['rea

good aV, noV a replacemenV for people.a

One of Vhe reasons Ye shifV York from hWmans Vo algoriVhms is make sifVing VhroWgh Vhea

daVa and highlighVing poVenVial paVVerns in iV more efficienV; anoVher is VhaV disinformaViona

arVefacVs (images, VeZV eVc) are ofVen difficWlV Vo handle, and Ye YanV Vo redWce eZposWre Voa

Vhem as mWch as possible.  Ͳf Ye can clWsVer arVifacVs so VhaV insVead of looking aV 100a

near-idenVical images, a hWman can XieY and classif[ one cop[ of VhaV image, Vhe redWcViona

of sVress on Vhe hWmans is YorVh is.a a

Looking for more:  Google search ǺdisinformaVion ǶdaVa scienceǷǻ - loV of posing.  FoWnd daVaa

science siVesǷ arVicles on disinformaVion.  GiVhWb searches for ǺȽdisinformaVionȽǻ anda

a
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a

ǺȽmisinformaVionȽǻ foWnd hWndreds of repos.  Searching sVWdenV siVes like ToYards DaVaa

Science for ǺȽfake neYsȽǻ, disinformaVion, misinformaVion can be WsefWl becaWse Vhe[Ƿrea

scanning recenV York.aa

AͲ OXerXieYa

<FiZiV: drop in PabloǷs AͲ Valk> 

TeZV Anal[UiUa

 

co-occWrrance graph for VeZV clWsVers in EWVsDisinfo (Gabe)a

TeZV-based algoriVhm needs inclWde:a

● Find Vhemesa

a
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a

● Classif[ Vo narraViXesa

● ClWsVer VeZV Vo narraViXesa

● Search for similar VeZV/narraViXesaa

NarraViXe deVecVion and anal[sis: ȽTopic modelling. 

NeVYork Anal[UiUa

 

Gephi XisWalisaVion aroWnd a TYiVVer hashVaga

NeVYork algoriVhm needs inclWde:aa

● Finding sWper-spreadersa

● Finding rWmor originsa

● UncoXer neY arVefacVsa

● Track moXemenV oXer Vimea

a
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a

Ͳmage, Video and AWdio Anal[UiU NeedUa

Ͳmage/AWdio algoriVhm needs inclWde:aa

● ClWsVer imagesa

● Search for similar imagesa

● DeVecV shalloYfakesa

WhilsV Ye'Xe seen deepfakes being Wsed for Vhings like fake profile picVWres, mosV of oWra

image/Xideo eVc needs haXe been more mWndane: searching for reWsed and/or misVaggeda

images, finding images VhaV haXe been crWdel[ docVored (shalloYfakes), and clWsVering seVsa

of near-idenVical images Vo make Vhen fasVer Vo sifV VhroWgh YiVh less eZposWre ofa

poVenViall[-harmfWl maVerial Vo Vhe people checking VhroWgh Vhem.aa

PS a loV of Vhe eZamples are in P[Vhon and Pandas - [oW donǷV escape from learning Vhesea

P[Vhon DaVa Science Handbooka

FWrVher readinga

● hVVps://YYY.eWroparl.eWropa.eW/RegDaVa/eVWdes/STUD/2019/624278/EPRS_STU%28

2019%29624278_EN.pdfa

● AVVenVion is All The[ Need: CombaVVing Social Media ͲnformaVion OperaVions WiVha

NeWral LangWage ModelsȽ  - Firee[e on VeZV generaVion and deVecViona

● hVVps://YYY.cnn.com/2019/05/23/poliVics/docVored-Xideo-pelosi/indeZ.hVmla

● hVVps://YYY.anal[VicsXidh[a.com/blog/2017/09/common-machine-learning-algoriVh

ms/a

a

a
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a

TL;DR DeUcTibing an ͲncidenVa

Ɣ Make a sitWation pictWre for the incidenta

Ɣ Share information in Ya[s that recipients are Wsed toa

Ɣ Use XisWalisations to highlight patterns and connectionsa

 
SiVWaVion PicVWTeUa

YoW haXe qWestions, artifacts, a commWnit[ that [oW're sharing Yith.  YoW still need to bWilda

a pictWre of Yhat is happening - the sitWation aroWnd those artifacts, that most likel[a

created them - and share that Yith other people.a a

Sensemaking inclWdes looking at Yhat YeǷXe collected, to York oWt YhatǷs happening anda

might happen across the Yhole incident. One Ya[ Ye do that is b[ anal[\ing thea

connections betYeen incident objects.  The CTͲ LeagWe Wses MͲSP to help Yith that; othera

teams Wse tools like Maltego.aa

a
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UUing TTPUa

 

TTP frameYork for Plandemic, 2020a

WeǷXe talked aboWt the AMͲTT FrameYork before. ͲtǷs hoY Ye break an incident intoa

techniqWes that Ye can anal[\e and coWnter.a a

We tick the AMͲTT boZes Yhilst Ye're gathering data \(e.g. dWring the obserXation part of ana

OODA loop\). DWring Orient, Ye look at this diagram to York oWt YhatǷs happening, hoY Yea

might respond, and, if Ye catch an incident earl[, Yhich doYnstream techniqWes might bea

Wsed in that incident too.aa

The eZample here is Plandemic - a debWnked conspirac[ theor[ Xideo Yhich makes somea

false claims aboWt the natWre of COVͲD-19. We mapped it in AMͲTT to help Ws Wnderstanda

Yhat capabilities the actor has and potentiall[ hoY the[Ƿre resoWrced.a

a
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OWVpWVU Vo OVheT GToWpUa

Data science, data anal[sis, starts and ends Yith hWman beings. We can do beaWtifWla

anal[sis, bWt if Ye donǷt make it accessible to the people Yho need to take action from it,a

then Ye haXenǷt done oWr job.a

There's no point bWilding things YithoWt thinking aboWt the end Wsers, so letǷs talk aboWta

oWtpWts. The Ya[s Ye present the data Ye prodWce, and hoY Ye do that, inclWding thea

forms/ formats some of the people Ye interact Yith are Wsed to, Yhat good XisWalisationsa

in this space look like \(and hoY to create them\), and hoY to get those oWtpWts to the righta

people.a

ͲncidenV RepoTVU 

The most common Yritten oWtpWt is an incident report, containing a sWmmar[, narratiXes,a

techniqWes, artifacts and objects.a a

 

MͲSP eXenVUa

We get a misp eXent that Ye can share Yith other groWps either directl[ or b[ email, Xiaa

their threat intelligence tools etc.aa

We added a feY other things to MͲSP for this.a a

Ɣ Object t[pes for common social media platforms, and code to load these into MͲSPa

Wsing single-line commands in Slack, becaWse speed is eXer[thing in a tacticala

response.aa

Ɣ NeY relationship t[pes, to make the graphs that Wsers can traXerse in MͲSP richer.aa

Ɣ TaZonomies to coXer things like t[pes of threat actor.a

a
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ViUWaliUaVionUa

E[eballing the data, looking at statistics, and eZamining machine learning oWtpWts are good,a

bWt part of getting to knoY data, and eZplaining it to other people is being able to look at ita

XisWall[.  ThereǷs a lot of York on data XisWalisation \(read ǺStor[telling Yith Dataǻ to see ita

done Yell\), so this section is looking at Yhat disinformation people do Yith XisWals.aa

Good places to look for Yhat Ǻthat chart isǻ inclWdea

Ɣ All ChartsȽ - p[thon XisWals (most data scientists Wse P[thon)a

Ɣ A Periodic Table of VisWali\ation MethodsȽ - periodic table of XisWalisationsa

UndeTUVanding Vime UeTieUa

Disinformation operations happen oXer time, so time-based plots can be WsefWl tools.  Thea

hWmble bargraph, or its coWsin the colWmn plot, is reall[ WsefWl for this.  Almost eXer[a

XisWalisation tool has this as an option, e.g.a

https://matplotlib.org/3.2.1/api/_as_gen/matplotlib.p[plot.bar.htmlaa

 
(SekRQdaU\ IQfekWiRQ UeSRUW, 2020\) 

a

a
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Bar graphs and line plots can be Wsed for shoYing a range of entities oXer time.a a

 
![\(SekRQdaU\ IQfekWiRQ UeSRUW, 2020\)] 

 

Ͳf the XalWe range is too large to shoY easil[ \(e.g. thereǷs a miZ of Xer[ small and Xer[ largea

XalWes that [oW canǷt easil[ plot on one aZis\), heatmaps might be more appropriate.a

[https://p[thon-graph-galler[.com/91-cWstomi\e-seaborn-heatmap/](https://p[thon-graph-

galler[.com/91-cWstomi\e-seaborn-heatmap/)a

 
![\(SekRQdaU\ IQfekWiRQ UeSRUW, 2020\) 

 

The Wse of spider plots for 24-hoWr data is good too, becaWse the[ donǷt haXe a Ǻstartǻ ora

Ǻendǻ time, making it easier to compare different diWrnal patterns.aa

a
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![\(SekRQdaU\ IQfekWiRQ UeSRUW, 2020\)] 

 

UndeTUVanding TelaViXe Ui\eUa

Bargraphs can do this too: http://p[thon-graph-galler[.com/barplot/a

a
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![\(SekRQdaU\ IQfekWiRQ UeSRUW, 2020\)] 

 

Treemaps shoY relatiXe si\es as areas.a

https://p[thon-graph-galler[.com/200-basic-treemap-Yith-p[thon/aa

 
SekRQdaU\ IQfekWiRQ UeSRUW, 2020 

 

ColoWrs are an eZtra, WsefWl, dimension on most plots.aa

a
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SekRQdaU\ IQfekWiRQ UeSRUW, 2020 

 

UndeTUVanding connecVionUa

Reall[ simple graphics - think poYerpoint - can help eZplain the connections betYeena

objects.aa

a
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SekRQdaU\ IQfekWiRQ UeSRUW, 2020: Qice XVe Rf aUURZV 

 

Simpl[ gridding oWt pages or accoWnts Yith the same XisWals or information can be reall[a

poYerfWl if [oWǷre describing a netYork.aa

Graph diagrams shoY a large nWmber of nodes and the connections betYeen them - thea

ǺsnWrfballǻ images that Ye sometimes shoY to eZplain Yhere the inflWencers are in ana

incident.  Tools like Gephi prodWce these, Yith a little York, and liberal Wse of things like thea

Force Atlas 2 algorithm to make the netYork strWctWre easier to see.  Graphika prodWcesa

ǺnetYork mapsǻ - one eZplanation is ǺThe circles represent indiXidWal TYitter accoWnts. Thea

XolWme of the circles represent inflWence b[ folloYing, Yhile the coloWrs represent politicala

ideologies.ǻ.  This also looks like graph diagrams.a

a
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OVheTU 

Some XisWalisations are hard to classif[ - is this a netYork diagram or the oWtpWt from aa

dimension redWction algorithm? Dimension redWction is a t[pe of machine learninga

algorithm that takes a set of objects that eZist in man[ dimensions, and flattens it so itǷsa

eas[ to see - WsWall[ as a tYo-dimensional plot.a a

Specialist teZt anal[sis: look at things like ȽScatterteZtȽ.a

a
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15. ReporWing an IncidenW

TL;DR ReSRUWing an IncidenW 1

ReSRUWing 2
IQVide Whe LeagXe 2
LaZ eQfRUcemeQW 2
PlaWfRUmV 2
ReSRUWiQg a ZebViWe 3

TL;DR ReSRUWiQg aQ IQcideQW

Ɣ Know who to report an incident to

Ɣ Common places: platforms, law enforcement, other groups, community

Ɣ Know how to report an incident
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Reporting

Inside the League

If \RX kQRZ Zhich RUgaQiVaWiRQ \RX Qeed, XVe Whe /liVW\_RUgV aQd /liVW\_cRQWacWV \[RUg\] Vlack
cRmmaQd WR fiQd Whe SeUVRQ \RX Qeed. MRUe geQeUall\, lRRk aW Whe chaQQelV gXide iQ Whe LeagXe
haQdbRRk WR Vee Whe UighW chaQQel WR UeSRUW aQ iQcideQW RU cRmSRQeQW WR.

FRU laZ eQfRUcemeQW, iQVide Whe LeagXe, RSeQ aQ LE eVcalaWiRQ WickeW XViQg Whe /leQeZ
cRmmaQd

Law enforcement

Platforms

Reporting to social media

Ɣ  Reddit: https://www.reddit.com/r/redditsecurity/

Ɣ Twitter: report-twitter-impersonation and twitter-rules

Ɣ Facebook: How to Report Things on Facebook

Ɣ Linkedin: Reporting Ͳnaccurate Ͳnformation on Another Member's ProȤle

Ɣ Ͳnstagram: https://help.instagram.com/1735798276553028

Ɣ YouTube: https://support.google.com/youtube/answer/2802027

Ɣ Google: is going to take some digging Avoid and report Google scams - Google Help

For example, these are the reporting routes for Pinterest:

Ɣ Fast: https://help.pinterest.com/en/article/report-something-on-pinterest

Ɣ Slower: report on https://help.pinterest.com/en/contact?page=about_you_page -

you’ll need a Pinterest account to do this from.
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ż Choice is porn, violence, hate speech, self harm, harassment/ exposed

private information, spam; currently going with either hate speech, violence

or harassment as appropriate.

ż Has an image Ȥlesize limit of 2MB

Ɣ community guidelines are https://policy.pinterest.com/en-gb/community-guidelines

Reporting a website

Ͳf you've found a website or ring of websites, teams you can report it to include registrars,

and the lists used by adtech and other sites to check the types of sites that they're passing

money through.

Ɣ Global disinformation index

Ɣ Media bias fact check

Ɣ Unreliable News repo , Cred Score (hypothesis), Fact-check Feed (articles by US

fact-checkers, 2016–present), Fact Checkers tool, News Netrics media site

performance metrics.

Ɣ https://iͮy.news/fact-check-search/
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16. TaNLQJ AcWLRQb

a

a

TL;DR Taking AcWion 2 

InWrodXcWion 2 

AcWion 3 

CoXnWermeasXres 4 
EffecWV-baVed cRXQWeUPeaVXUeV 5 
DRcWUiQe-baVed CRXQWeUPeaVXUeV 8 
E[aPSle 10 

a
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Pla\books 11 

PracWical CoXnWermeasXres: E[Wernal AcWions 13 
GRYeUQPeQW 13 

PracWical CoXnWermeasXres: DirecW AcWion 13 

FXrWher Reading 14 

TL;DR Taking AcViona

Ɣ Possible actions shoWld alYa[s inclWde deciding not to acta

ͲnVTodWcViona

The point of real-time disinformation tracking is to be able to do something aboWt it. OWra

basic actions inclWde:a

Ɣ Not actinga

Ɣ Direct action.a

Ɣ Asking someone directl[ connected to Ws to take actiona

Ɣ Reporting to someone not directl[ connected to Ws, so the[ can inXestigate anda

decide Yhether to take action.aa

Not acting.  This is alYa[s an option: Ye shoWld alYa[s ask if Ye shoWld act, and if Ye Yanta

to act - and if not, Yhat are the ethical Ya[s Ye haXe to discharge responsibilities likea

haXing the datasets that Ye haXe.aa

Direct action: there are man[ small things that a team coWld do to disrWpt a disinformationa

incident. These inclWde:a

a

a
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Ɣ Flooding a disinformation hashtag or groWp Yith alternatiXe information - be carefWla

Yith this becaWse if the original intent Yas confWsion, [oW might be adding to ita

Asking someone connected to Ws to take actiona

Ɣ Reporting a sWspicioWs domain to registrars. Ͳf Ye do this, itǷs on Ws to gathera

information to help them - e.g. screenshots of selling bleach ǶcWresǷ etc etca

Ɣ Reporting to laY enforcement.  Escalating to laY enforcement is appropriatea

especiall[ if there is risk of ph[sical harm, bWt Wse this roWte Yisel[.a

Reporting to someone not directl[ connecteda

Ɣ This is most likel[ Yith the large social media platforms. WeǷre going to find bots anda

botnets; Ye YonǷt be able to remoXe them oWrselXes, Ye Yill be able to report thema

to platforms. ͲtǷll help if Ye haXe that reporting mechanism set Wp ahead of time.aa

Ɣ TakedoYn reqWests Yill need a reason, the easiest of Yhich is Xiolations of platforma

terms of serXice.  This is aboWt pointing platforms at incidents, artifacts anda

behaXiors the[ might not haXe detected alread[; it's also aboWt coWnteringa

disinformation incidents:   Ye are not censors, and shoWld alYa[s XieY data in termsa

of "Yhat is happening" rather than "Ͳ disagree Yith this post".aa

AcViona

What Ye Yant to do Yith an incident is disrWpt it as mWch as possible. Ͳf Ye can stop ita

completel[, thatǷs a big Yin, bWt generall[, YeǷre after disrWption. CogSecCollab keeps aa

long-list of the things Ye can do to disrWpt incidents at different stages of thea

disinformation killchain Ƚhttps://githWb.com/cogsec-collaboratiXe/amittȽ - that, and DFRlabǷsa

object labelsȽ https://githWb.com/DFRLab/Dichotomies-of-DisinformationȽ are Yhat YeǷrea

Wsing in the MͲSP reporting), bWt frankl[ itǷs still mess[ so at this stage itǷs better to pWt oWra

a
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hacker hats on and think ǺYhich artefacts (obserXable objects) do Ye haXe in this incident,a

and Yhat can Ye do to make them less effectiXe?ǻa

EZamples: are there URLs pWshing oWt coXid5g disinfo? Are there social media accoWnts anda

groWps pWshing oWt coXid5g disinfo? Ͳf Ye gather eXidence on these, Ye can get that to thea

social media companies. Are there botnets inXolXed \([es, [es, Ͳ said the b Yord, bWt the[Ƿrea

part of this too\)? Can report those too. Etc etc \(and Ͳ sWspect man[ of [oW haXe etcsa

CogSecCollab didnǷt think of Yhen the[ created that coWnters repo\).a

This is the practical part of incident handling. We track an incident Wntil the Wnderl[inga

incident stops or sloYs significantl[ \(or the eXent itǷs bWilding Wp to has passed\), or Wntila

YeǷXe done as mWch as Ye belieXe Ye can to coWnter it, or knoY that there are other teamsa

dealing Yith it.a

Disinformation coWnters are mWch more than ǺremoXe the botnetsǻ and ǺedWcate peopleǻ.a

For most incidents, there are a Xariet[ of things that can be done aboWt the incident, itsa

creators, the objects Wsed in it, and the tactics and techniqWes Wsed. WeǷXe collected a feYa

\(Yell, a coWple of hWndred\) sWggestions for techniqWe-leXel coWnters ata

https://githWb.com/cogsec-collaboratiXe/amittȽ - YeǷre eZpecting to WncoXer a bWnch morea

as more infosec people do disinformation.a

CoWnVeTmeaUWTeUa

"CoWnVermeaUWreU are VhaV form of miliVar[ Ucience VhaV, b[ Vhe emplo[menV of deXiceU and/ora

VechniqWeU, iU deUigned Vo impair Vhe operaVional effecViXeneUU of enem[ acViXiV[.a

CoWnVermeaUWreU can be acViXe or paUUiXe and can be deplo[ed preempViXel[ or reacViXel[." - JPa

3-13.1 , ͰnformaVion OperaVionU - JoinV ChiefU of SVaff 

a
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The MisinfosecWG collected and designed coWntermeasWres against AMͲTT tactics anda

techniqWes in 2019.  We did foWr main things to get oWr list of 200-odd coWnters.aa

Ɣ EZisting: We looked for eZisting coWntermeasWres, in incidents, literatWre anda

eZamples.aa

Ɣ Tactic-based and TechniqWe-based: We ran a Yorkshop, Yhere Ye Wsed the AMͲTTa

frameYork to create coWnters to both the tactic stages, and to specific techniqWesa

Yithin those stages.  This centred aroWnd a coWrses of action matriZ; basicall[ Yea

gridded oWt response t[pes and tactic stages, and asked people to post ideas intoa

each grid sqWare. \(oWr team Yas knoYn for Wsing all the postits in the bWilding\).a

Ɣ Doctrine-based: And Ye looked at inflWence operations as resoWrce-limited games,a

and described the coWnters that Ye coWld Wse to deplete or eZhaWst disinformationa

resoWrces.aa

We foWnd qWite a feY eZisting coWnters, be[ond the obXioWs Ǻtake doYn the botnetsǻ anda

ǺedWcate peopleǻ ones. EZamples inclWded:aa

Ɣ The Macron election teamǷs email hone[pots,aa

Ɣ US C[bercommand blocking the Ͳnternet Research Agenc[Ƿs internet access dWringa

the 2018 midterm elections.a

EffecVU-baUed coWnVeTmeaUWTeU 

OWr coWrses of action matriZ Wsed a sWbset of the effects listed in JP3.0:aa

Ɣ Detect: find them. DiscoXer or discern the eZistence, presence, or fact of ana

intrWsion into information s[stems.aa

Ɣ Den[: stop them getting in. PreXent the adXersar[ from accessing and Wsing criticala

information, s[stems, and serXices.aa

a
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Ɣ DisrWpt: interrWpt them. Break or interrWpt the floY of information.aa

Ɣ Degrade: sloY them doYn. RedWce the effectiXeness or efficienc[ of adXersar[a

command and control or commWnications s[stems, and information collectiona

efforts or means.aa

Ɣ DeceiXe: diXert them. CaWse a person to belieXe Yhat is not trWe. militar[ deceptiona

seeks to mislead adXersar[ decision makers b[ manipWlating their perception ofa

realit[.aa

Ɣ Destro[: damage them. Damage a s[stem or entit[ so badl[ that it cannot performa

an[ fWnction or be restored to a Wsable condition YithoWt being entirel[ rebWilt.aa

Ɣ Deter: discoWrage them.a

We inclWded Detect becaWse thatǷs Yhat eXer[one Yas doing - looking, not reacting, and Yea

Yanted them to get that oWt of their s[stems. We added Deter to the list as a potentiall[a

WsefWl categor[ too.a 

a
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AMͲTT coWntermeasWres, listed b[ metatechiqWea

The resWlt Yas a set of mitigations and coWntermeasWres that Ye labelled b[ the tactic,a

techniqWe, agents Yho coWld carr[ them oWt, and a metacategor[ that Ye Wsed to sorta

throWgh looking for dWplicates.aa

a
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SANS Vcale 

 

We also thoWght aboWt these effects in terms of the SANS scale for responses - e.g. Yhethera

the[ Yere architectWral changes to the Wnderl[ing ecos[stem, defence, intelligencea

gathering or offence.aa

The AM!TT effects-based coWntermeasWres York can be foWnd ina

https://githWb.com/cogsec-collaboratiXe/amittȽ. WeǷre still getting the coWntermeasWres intoa

Wsable order: [oW can track oWr progress in this repositor[, throWgh the grids that YeǷrea

Wsing to think aboWt the t[pes of blWe-team actions that can be \(and are\) Wsed againsta

disinformation.a

For eZample, The CTͲ LeagWe Wses effects-based coWnters: reporting to laY enforcement,a

platforms, and registrars, Yith the CogSecCollab helping to set Wp the Realit[Teama

coWnternarratiXes groWp to help coWnter rapidl[-eXolXing narratiXes.a

DocVTine-baUed CoWnVeTmeaUWTeU 

ǺA diUinformaVion campaign iU made Wp of reUoWrceU and infraUVrWcVWre and operaVeU oXer Vime,a

YiVh Vime aU a WniXerUal UcarciV[.ǻ - The GrWgqa

a
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We need some Ya[ to make coWnters York Yell together. We haXe a set of coWnters bWt Yea

need a Ya[ to Wnderstand hoY and Yhen to Wse them. SJ, GrWgq, Pablo started aa

conXersation aboWt resoWrces, infrastrWctWre, and that time is scarce. Operations area

rooted in the real Yorld and the critical elements reqWired in the real Yorld limit thesea

actors. Actors need mone[, people, organi\ation, knoYledge and capabilities and the timea

to make things happen.aa

When Ye talk aboWt a coWnter for a techniqWe Ye jWst donǷt Yant an[ Xiable coWnter. Wea

Yant the coWnter thatǷs most appropriate to oWr achieXe oWr objectiXes Yithin the cWrrenta

enXironment. Ma[be thatǷs to destro[ some capabilit[, or cost the adXersar[ mone[, Yastea

their time in some Ya[ that is impactfWl to that adXersar[ based on that actorǷs state in thea

real-Yorld.a

So Yhat are the critical elements Ye Yant to affect? We like to get it RͲTE:aa

Ɣ ResoWrces: material things, mone[, messages, aWdiencea

Ɣ ͲnfrastrWctWre: media/mediWm, administration, obserXationa

Ɣ Time: speed, capacit[, Ǻm[thical person monthǻa

Ɣ EZecWtion: actors, capabilities, strategiesa

NoY Ye can bWild a coWrse of action matriZ based on critical elements and combine it Yitha

the coWrse of action matriZ for Amitt techniqWes. When action is taken on critical elements,a

a capabilit[Ƿs capacit[ to inflWence a target aWdience is affected in some strategicall[a

significant Ya[. Effects on disinformation capabilities can noY be groWped into three maina

classes;aa

Ɣ those Yhich eZhaWst the capabilit[Ƿs resoWrce dependencies;aa

Ɣ those Yhich decrease a capabilit[ cost-effectiXeness; andaa

Ɣ those Yhich eZhaWst the adXersar[Ƿs capacit[ to Wse a capabilit[ in a timel[ manner.a

a
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EZamRlea

 

DoWble Deceit incident componentsa

ThatǷs the theor[, can Ye appl[ that in practice? TWrns oWt Ye can. DoWble Deceit isa

interesting to a critical elements based doctrine of coWnters for seXeral reasons: Smalla

operation: 16 people aroWnd a table; essentiall[ a bWnch of kids Yith phones. complicateda

sitWation for a defender - canǷt target an NGO YithoWt Wnderstanding Yho the[ are anda

Yhat the[Ƿre doing; the[ might be legitimate, bWt appear adXersarial in natWre.a

So Yhat can Ye do the neZt time Ye detect this pattern? Banning the accoWnts and alertinga

them jWst teaches them aboWt oWr oYn capabilities. Ͳdeall[ Ye Yant to make thema

ineffectiXe bWt alloY them to operate. Target critical elements the adXersar[ is Yeak in anda

tWrn this ͲO into a resoWrce sink for oWr adXersar[.a

The critical elements of this operation can gWide oWr application of coWnters. For eZample,aa

a
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Ɣ this a highl[ time constrained operation. No bots. Direct engagement. Bottlenecks ina

hoY Ye coWld eZpect them to react to oWr coWnters. We can sloY them doYn anda

make them ineffectiXe.aa

Ɣ Another XWlnerabilit[ is that the[ relied on TYitter Anal[tics and Wnderstandinga

retYeets, messages. Ͳt appears that their KPͲs are all contingent on social mediaa

platforms giXing them accWrate resWlts. 

Pla[bookUa

Threat Ͳntelligence pla[books York toYards a goal. We haXe something Ye Yant to protect,a

achieXe, den[ etc. Pla[books can bWild compleZ responses to disinformation eXents. Cana

tell Ws hoY to respond to an adXersar[ giXen a set on conditions and objectiXes.a

Ͳn doWble deceit, Ye saY time Yas one XWlnerabilit[. DoWble Deceit Yas also XWlnerable ina

hoY it collected and Wsed anal[tics. Ͳf Ye Yant to disrWpt that, Ye coWld do something like aa

fake engagement pla[book - a set of actions to disrWpt that.a

a
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Pla[book, for a fake engagementa

A fake engagement pla[book looks something like this. We list the releXant adXersar[a

capabilities and the set of appropriate coWnters to achieXe oWr objectiXe. What YeǷre doinga

here is bWilding a pla[book that lists the possible effects Ye can haXe on the adXersar[a

capabilities and Yhich coWnters Ye need to Wse to achieXe that effect.aa

OWr neZt step is integration of critical elements to gWide decisions to den[, degrade, etc., b[a

the t[pe of resoWrces reqWired for the capabilit[. For eZample, Ye coWld degrade adXersar[a

Wse of anal[tics b[ targeting time or resoWrce sensitiXe reqWirements for those anal[tics. Ata

Yhich point Ye start getting into game theor[.a

a
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PTacVical CoWnVeTmeaUWTeU: EZVeTnal AcVionUa

We canǷt alYa[s act oWrselXes, bWt Ye often knoY an organisation or groWp that can, giXena

direction on Yhere to look, and/or reliabl[ gathered eXidence.  GroWps like CS-ͲSAO alsoa

need Ya[s to share disinformation information qWickl[ betYeen organisations.aa

GoXeTnmenVa

 
JRQaWhaQ SWUa\, &#[201C;IQVWiWXWiRQal CRXQWeU-diViQfRUPaWiRQ SWUaWegieV iQ a NeWZRUked 

DePRcUac\ 

Jonathan Stra[Ƿs sWrXe[ on goXernment response is WsefWl here.a

PTacVical CoWnVeTmeaUWTeU: DiTecV AcViona

 

a
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Some groWps \(e.g. the kPop stans\) haXe taken direct actions against disinformation,a

inclWding flooding hashtags Yith eZternal material \(band photos etc\).aa

When [oW act in a disinformation space, [oWǷre acting in an enXironment, Yith a lot of othera

hWmans and machines in. And Yhat [oW can end Wp in is a mWltipla[er game, Yhere [oWǷrea

each acting in response to each other, and pla[ing off against each othersǷ resoWrces. Bea

aYare of this if [oW choose this roWte. 

FWTVheT Readinga

Training end-Wsers aboWt disinformationa

Ɣ https://getbadneYs.com/#introȽ - game to train people on hoY disinformation Yorksa

Ɣ CrashCoWrse media literac[ Xideosa

a

a
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Annex A. Data Sources 

a

a

TeVW daWaVeWV 1 

DiViQfRUPaWiRQ DaWa 2 
NarraWiYes 2 
DaWa 2 
CRXQWeU-diViQfRUPaWiRQ feedV 2 
GeQeUal diViQfRUPaWiRQ daWaVeWV 3 
CRXQWU\-VSecific daWaVeWV 3 

Test datasets 

Ɣ Kaggle Ǻgetting real about fake newsǻȽ Getting Real about Fake NewsȽ - used a lota

Ɣ Twitter deleted 200,000 Russian troll tweets. Read them here.Ƚ - NBCǷs Russian twittera

dataseta

Ɣ fivethirt[eight/russian-troll-tweetsȽ - 538Ƿs ͲRA dataseta

a
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Ɣ 538 dataset was from SalesforceǷs Social Studio tool ($1000/month)Ƚ Editions &a

Pricing: Social Media Marketinga

Disinformation Data 

Narratives 

Ɣ EuVsDisinfo databaseȽ https://euvsdisinfo.eu/disinformation-cases/a

Ɣ R[erson Claimwatch dashboarda

Ɣ Ͳndiana Hoax[Ƚ (twitter, articles)a

Data 

Ɣ Botsentinel: lists Ǻtrollbotsǻ (bot-like and troll-like accounts) and the themes the[Ƿrea

promotingȽ https://botsentinel.com/Ƚ (not just Covid19)a

Ɣ Hamilton68 - live feed from accounts attributable to Russia or China (ma[ or mighta

not contain propaganda; useful for seeing current themes). Public version is livea

feeds from official Russian sites (embassies, RT etc), not trolls. Academics can ask fora

a more detailed feed.Ƚ https://securingdemocrac[.gmfus.org/hamilton-dashboard/a

(not just Covid19)a

Ɣ Ͳndiana Universit[ OSOME Decahosea

Counter-disinformation feeds 

Ɣ Snopes: (Ƚhttps://www.snopes.com/Ƚ )a

a
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General disinformation datasets 

Ɣ Twitter ͲO archive: covers several countries up to a few months ago. Good fora

getting a sense of the si\e and ǶfeelǷ of t[pical nationstate twtter posts/ networks etc.a

https://transparenc[.twitter.com/en/information-operations.htmla

Ɣ Facebook ad librar[: contains all active ads that a page is running on Facebooka

productsȽ https://www.facebook.com/ads/librar[/Ƚ (ȽAbout the Ad Librar[Ƚ)a

Country-specific datasets 

Ɣ EuVsDisinfo databaseȽ. Database of pro-Kremlin disinformationa

https://euvsdisinfo.eu/disinformation-cases/Ƚ. Ordered b[ date, narrative, outlets anda

countries, with summar[ and disproof. Described ina

https://euvsdisinfo.eu/old-wine-new-bottles-6500-disinformation-cases-later/Ƚ.a

Publicl[ accessible, no APͲ.a

Ɣ Facebook GRU dataset provided to SSCͲ. Not publicl[ available; described ina

ǺȽPotemkin Pages & PersonasȽǻa

OmelasȽ https://www.omelas.io/Ƚ has a live feed, multiple countries (Russia, China etc)a

but Ͳ don't think the['ve gone public with their dashboard [et - can ask for emaila

summariesa

Ɣ Russia anal[sis: KremlinWatch does anal[sis on Russia-EU opsa

https://www.kremlinwatch.eu/#welcomeȽ ; CEPA is more high-levela

http://infowar.cepa.org/This-week-in-infowarȽ.a

Ͳf [ouǷre looking for non-Russia, [ouǷre basicall[ looking at specialists.a

 

a

a
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AMITT STIX 9 
MISP ZiWh AMITT 9 

TL;DR ToolUa

Ɣ OSͲNT VoolU aTe WUefWl foT diUinfoTmaVion anal[UiUa

Ɣ WoTk oWV YheTe and hoY Vo UVoTe [oWT daVaUeVUa

DiUinfoTmaVion ToolUa

The VoolU [oW need depend on Vhe Ui\e of Vhe TeUponUe [oW'Te planning Vo TWn, Vhe nWmbeTa

of people inXolXed, and VhingU like YheVheT Vhe[ alTead[ haXe acceUU Vo VheiT oYna

UpecialiUed VoolU foT VhingU like VTacking diUinfoTmaVion naTTaViXeU.  A good baUic UeV of VoolUa

Yill inclWde: 

Ɣ TickeV VTacking.  TickeVU help [oW keep VTack of incidenVU, inclWding acVionU Vaken ona

Vhem and YheTe Vo find moTe infoTmaVion.a

Ɣ Anal[UiU.  EZVTacV infoTmaVion fTom aTVifacVU and oVheT Uocial media daVa.aa

Ɣ DaVa UVoTage. SomeYheTe Vo UVoTe and acceUU laTge and diXeTUe daVaUeVU.aa

Ɣ ͲncidenV noVeU. ShaTe noVeU and incidenV UWmmaTieU YhilUV a Veam iU YoTking ona

Vhem.a

Ɣ AleTV UhaTing.  ShaTe incidenV infoTmaVion SWickl[ YiVh oVheT VeamU.aa

ReUponUe TTackinga

Ͳf [oW haXe a laTge Veam YiVh people joining and leaXing TeUponUeU, TeUponUe managemenVa

becomeU eUUenVial. A VickeV VTacking app helpU a loV, bWV Ye'Xe alUo TWn incidenV TeUponUeUa

aTmed YiVh noVhing moTe Vhan a Slack gToWp and a Google foldeT.a a

a
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Team CommWnicaVionUa

UUe YhaVeXeT YoTkU foT [oWT Veam.  We Vend Vo WUe Slack.aa

TickeV TTackinga

ͲncidenV VTacking VoolU Tange fTom a UhaTed UpTeadUheeV (e.g. googleUheeVU and aiTVableU)a

Vo VickeVing U[UVemU (The LeagWe WUeU D3PO), and caUe managemenV U[UVemU like TheHiXe.aa

The CTͲ LeagWe diUinfo Veam VTied WUing HiXe Vo manage iVU liUV of incidenVU, and linkU fToma

Vhem Vo Vhe oVheT objecVU and daVa connecVed Vo incidenV TeUponUeU. Check HiXe anda

UeaTch foT Vhe incidenV name. All incidenVU Yill haXe Vhe Vag ǺdiUinfoTmaVionǻ and YoTda

ǺͲncidenVǻ in Vhe ViVle, Yhich UhoWld help YiVh UeaTching.a

TTacking YiVh a GoogledTiXea

a
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WiVh VhiU XaTianV, [oW UVill need Vo VTack Yhich incidenVU [oW'Te TeUponding Vo. We WUed aa

googleUheeV YiVh a ToY foT each incidenV, giXing iV a name, a UVaVWU (liXe, YaVching, cloUed), aa

UVaTV daVe, an end daVe (Yhen Ye cloUed Vhe TeUponUe, noV Yhen Vhe incidenV cloUed), anda

linkU Vo an[ Ulack channelU and  googlefoldeTU Ye WUed Vo collecV and UVoTe aTVefacVU, anda

YTiVe Wp TepoTVU in.aa

One iVeTaVion of VheUe pToceUUeU WUed a UhaTed googledTiXe foT each incidenV, YiVh a foldeTa

foT imageU and oVheT aTVefacVU VhaV coWldn'V be eaUil[ copied inVo a docWmenV (XideoU eVc).a

WiVhin Vhe googledTiXe YaU a README file (VemplaVe aboXe), YiVh UecVionU foT aTVifacVUa

foWnd (becaWUe paUVing Vhe Uame image TepeaVedl[ iU leUU helpfWl Vhan giXing iV a TefeTencea

nWmbeT), acVionU Vaken, a log of YhaV YaU foWnd and done on each da[ of Vhe incidenVa

TeUponUe, and afVeT-acVion noVeU Yhen Vhe incidenV iU cloUed.  ThiU iU looUel[ baUed on Uomea

of Vhe UhaTed docWmenVU WUed  dWTing cTiUiUmapping.aa

One flaY of Vhe docWmenV-peT-incidenV appToach YaU VhaV iV became difficWlV Vo UhaTe anda

check incidenV aTVifacVU.  We UolXed VhiU b[ cTeaVing a googleUheeV VemplaVe YheTe Ye coWlda

add aTVifacV URLU, Vhen TWn code Vo Wpload Vhem inVo oVheT U[UVemU foT aWVomaVeda

anal[UiU. 

Anal[UiUa

Social media anal[UiU: AV a minimWm, [oW'll need neVYoTk and VeZV anal[UiU VoolU. Some ofa

oWT VeamU bTing VheiT oYn; oVheTYiUe UoWTcing oT cTeaVing open-UoWTce anal[UiU VoolU iU aa

good Vhing.aa

ATVifacV anal[UiU: Ye'Te ofVen UVaTVing inXeUVigaVionU fTom Uingle aTVefacVU: VeZV, imageU,a

Xideo, domainU, gToWpU.  We boTToY heaXil[ fTom OSͲNT VoolkiVU Vo anal[Ue each of VheUe.aa

a
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Anal[UiU ToolUa

Some baUic VoolU:a

Ɣ DaVa gaVheTing:a

ż ReapeTȽ hVVpU://giVhWb.com/ScTipVSmiVh/TeapeTa

hVVpU://giVhWb.com/ScTipVSmiVh/UocialTeapeTȽ hVVpU://TeapeT.Uocial/Ƚ - UcTapeUa

Facebook, TYiVVeT, ReddiV, YoWVWbe, PinVeTeUV, TWmblT APͲUa

Ɣ NeVYoTk anal[UiU and XiUWaliUaVion: VheTe aTe man[ VoolU foT VhiU.a

ż Gephi iU a good UVandalone VoolȽ hVVpU://gephi.oTg/WUeTU/inUVall/a

ż NeVYoTkZ iU a WUefWl p[Vhon libTaT[a

Ɣ URL anal[UiUa

ż BWilVYiVh.coma

Ɣ Ͳmage anal[UiUa

ż ReXeTUe image UeaTch: Vine[e.com,Ƚ BellingcaV gWidea

ż Ͳmage UeaTch: bing.com, [andeZ.coma

ż Ͳmage VeZV eZVTacVion: bing.com, [andeZ.coma

DiUinfoTmaVion-Upecific VoolU:a

Ɣ Ͳndiana UniXeTUiV[ haU a UeV of VoolU aVȽ hVVpU://oUome.iWni.iW.edW/VoolU/a

ż BoVomeVeT: check boV UcoTe foT a VYiVVeT accoWnV and fTiendUa

hVVpU://boVomeVeT.iWni.iW.edW/#!/a

ż HoaZ[: check TWmoWT UpTead (WUeU Gephi)Ƚ hVVpU://boVomeVeT.iWni.iW.edW/#!/a

ż BoVUla[eTȽ hVVpU://oUome.iWni.iW.edW/VoolU/boVUla[eT/a

Ɣ BellingcaV madeȽ a liUV of WUefWl VoolUa

BellingcaVǷUȽ Teall[ big VoolU liUVȽ - YoTVh Teading if [oW need a Upecific OSͲNT Voola

a
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Gephia

Gephi iU WUefWl foT XieYing and anal[Uing neVYoTkU.  ThiU iU a manWal pToceUU foT cTeaVinga

VYiVVeT neVYoTk diagTamU, YiVh inUVTWcVionU cTeaVed fTom ȽAnd[ PaVelǷU XideoȽ:a

Ɣ GeV Gephi fTom hVVpU://gephi.oTg/WUeTU/doYnload/ - inUVall iV.a

Ɣ SVaTV Gephi.a

Ɣ Click on Vhe Vop menW, Vhen file, Vhen ǺimpoTV UpTeadUheeVǻ. GTaba

UUeT_WUeT_gTaph.cUX - WUe all defaWlVUa

Ɣ Top menW: Go Vo daVa laboTaVoT[, Ǻcop[ daVa Vo anoVheT colWmnǻ, click ǶidǷ, click oka[.a

Ɣ Go Vo oXeTXieY. RHS: RWn modWlaTiV[ algoTiVhm, WUing defaWlVUa

Ɣ RHS: RWn aXeTage YeighVed degTee algoTiVhma

Ɣ LHS: Click coloT icon, Vhen paTViVion, modWlaTiV[ claUU. Open paleVVe, geneTaVe, Wnclicka

ǺlimiV nWmbeT of coloTUǻ, pTeUeV=inVenUe, geneTaVe, oka[a

Ɣ LHS: SelecV ǺVVǻ, Tanking, YeighVed degTee, UeV minUi\e=0.2, chooUe 3Td Upline, appl[a

Ɣ LHS: La[oWV: OpenOTd, TWn. Then foTceaVlaU2, TWn. TT[ UVTongeT gTaXiV[, anda

Ucaling=200a

Ɣ Top menW: PTeXieY - UelecV Ǻblack backgToWndǻ, click ǺTefTeUhǻ. Click ǺReUeV \oomǻa

Gephi haU an APͲ - VheUe VaUkU coWld be aWVomaVed. 

P[Vhona

YoWǷll pTobabl[ WUe P[Vhon UcTipVU and JWp[VeT noVebookU. UUefWl TeUoWTceU inclWde:a

Ɣ P[Vhon diUVTibWVionU and libTaTieUa

ż hVVpU://YYY.anaconda.com/diUVTibWVion/Ƚ Anaconda. ComeU YiVh P[Vhon,a

JWp[VeT noVebookU and man[ WUefWl libTaTieU inclWding PandaU anda

BeaWVifWlSoWpaa

a
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Ɣ WTiVVen maVeTial and XideoU:a

ż The BeUV Wa[ Vo LeaTn P[VhonȽ Good foT non-pTogTammeTU.a

ż LeaTn P[Vhon Vhe HaTd Wa[Ƚ CompTehenUiXe leaTninga

ż The P[Vhon TWVoTialȽ Good foT UeaUoned codeTUa

ż  ȽNeYBoUVonǷU P[Vhon XideoUa

ż Online book: ȽThink P[Vhona

Ɣ CoWTUeU:a

ż hVVp://YYY.p[UchoolU.com/Ƚ A coWTUe VhaV gTadeU [oW aU [oW go.a

ż Codecadam[ǷU P[Vhon coWTUeȽ. T[pe [oWT code inVo a boZ and VeUV iV online.a

ż  ȽMͲTǷU ͲnVTo Vo CompWVeT ScienceȽ. FTee online MͲT coWTUea

ż P[VhonǷU liUV of p[Vhon VWVoTialUa

ż 5 BeUV WebUiVeU Vo LeaTn P[Vhona

Ɣ GeVVing help:a

ż When [oW UVaTV p[Vhon, V[pe help(ZZ) Vo geV infoTmaVion aboWV YhaV [oW cana

do YiVh Vhe XaTiable called ZZ.a

ż Ͳf [oW geV UVWck, ȽSVack OXeTfloYȽ pTobabl[ haU anUYeTU Vo [oWT pToblem.a

DaVa SVoTagea

We'Xe VTied DKAN UVoTage foT jUon, CSV and image fileU, YiVh USl foT oVheT objecVU ofa

inVeTeUV, and aTe inXeUVigaVing oVheT UVoTage meVhodU.aa

Ɣ DaVa UVoTage / ThTeaV ͲnVelligence VoolUa

ż hVVpU://geVdkan.oTg/Ƚ DKAN iU a daVa YaTehoWUe Vool - iVǷU YheTe Ye UVoTea

laTge daVaUeVU and VheiT deUcTipVionU,foT anal[UVU Vo WUe.a

ż MͲSPȽ hVVpU://YYY.miUp-pTojecV.oTg/a

a
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http://net.tutsplus.com/tutorials/the-best-way-to-learn-python/
http://learnpythonthehardway.org/
http://docs.python.org/2/tutorial/
http://thenewboston.org/list.php?cat=36
http://http//www.greenteapress.com/thinkpython/html/index.html
http://www.pyschools.com/
http://www.codecademy.com/tracks/python
https://www.edx.org/courses/MITx/6.00x/2013_Spring/about
http://wiki.python.org/moin/BeginnersGuide/Programmers
http://www.makeuseof.com/tag/5-websites-learn-python-programming/
http://stackoverflow.com/
https://getdkan.org/
https://www.misp-project.org/
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ͲncidenV NoVeUa

ShaTed noVebookU (e.g. Googledoc VemplaVeU) YoTk foT VhiU, and Uome VTacking U[UVemUa

(e.g. TheHiXe) alUo inclWde UhaTed noVeU.aa

ͲncidenV VechniSWe, aTVefacV and naTTaViXe UhaTing.  TechniSWeU, aTVefacVU and naTTaViXeU aTea

objecVU of Upecific impoTVance Vo an incidenV: Vhe['Te Vhe objecVU VhaV [oW YanV Vo UhaTea

YiVh TeUpondeTU, like haUhVagU, gToWpU, and UWpeTUpTeadeT accoWnV idU.  Each incidenV iUa

bWilV on VechniSWeU, aTVefacVU and naTTaViXeU: collecVing, annoVaVing, and UhaTing VheUe iU ana

impoTVanV paTV of Vhe VeamU' YoTk.  We'Xe VTied a Tange of VoolU, fTom UhaTed UpTeadUheeVUa

(googleUheeV VemplaVeU) Vo MͲSP and DKAN foT VhiU.a

AleTV ShaTinga

One gToWp can onl[ do Uo mWch on iVU oYn. MoUV of oWT commWnicaVionU Vo daVe haXe beena

VhToWgh indiXidWal connecVionU and Vhe cToUU-Veam VTacking U[UVem inUide Vhe LeagWe, bWVa

MͲSP alloYU foT boVh UeVVing an eXenV Vo pWblic UhaTe, and foT emailing eXenV UWmmaTieUa

oWV Vo a UWbUcTibeT liUV. OVheT poUUibiliVieU inclWde a pWblic liUV of non-UenUiViXe incidenVU, ana

incidenVU mailing liUV eVc.a

FoT incidenV UhaTing, Ye'Xe YoTked YiVh Vhe MͲTRE ATT&CK VoolUeV, MͲSP, and OpenCTͲ.a

The impoTVanV Vhing iU VhaV Vhe daVa Ye UhaTe VellU a UVoT[. The AMͲTT fTameYoTka

UWmmaTiUeU behaXioWT; Vhe fanc[ VagU (DFRlab dichoVomieU eVc) help deUcTibe Vhe eXenVa

and pToXide conVeZV on YhaV YeǷTe Ueeing, and MͲSP objecVU help WU TepTeUenV Vhea

TelaVionUhipU beVYeen VhingU: Who poUVed a blog poUV, Yho YaU menVioned in a neYUa

aTVicleU, Yho iU Vhe TegiUVeTed oYneT of a domain eVc.a

a
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UlVimaVel[ VheUe aTe Vhe VhingU YeǷTe aiming Vo bWild and UhaTe. NoV a flaV liUV of indicaVoTU,a

bWV a model of hoY Vhe adXeTUaT[ opeTaVed.a

AMͲTT STͲXa

 
IPage fURP hWWSV://VWi[SURjecW.giWhXb.iR/abRXW/STIX_WhiWeSaSeU_Y1.1.Sdf 

 

AMͲTT iU noY aXailable aU a ȽSTͲX 2.0 bWndleȽ; STͲX 2.1 Yill inclWde an incidenV objecV.a

MͲSP YiVh AMͲTTa

To WUe AMͲTT, liUV and UhaTe Vhe componenVU [oW Uee in [oWT incidenV: AMͲTT iU noY bWilVa

inVo Vhe MͲSP Vool, making VhiU eaU[ Vo do. Compiling and TepoTVing incidenVU iU ana

impoTVanV aUpecV of boVh TeUponding and deXeloping Vhe VoolU needed Vo do Uo. To bea

effecViXe, VhoUe TepoTVU UhoWld inclWde aU mWch infoTmaVion aU poUUible aboWV Vhe UVageUa

and VechniSWeU aV pla[ in VhoUe incidenVU.a

MͲTRE ATT&CK 2.0 iU in Vhe YoTkU and iV TefacVoTU high leXel capabiliVieU inVoa

implemenVaVionU. ͲVǷU a diTecVion YeǷd like Vo Uee YiVh AM!TT and UomeVhing oWT gToWp Yilla

conVinWe Vo YoTk VoYaTd.a

a
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https://github.com/cogsec-collaborative/amitt_cti
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AQQe[ C. RefeUeQceVb

a

a

BRRkV and AUWicleV 1 

PeRSle and E[amSleV 3 
PeRSOe WR FROORZ 3 
E[aPSOeV Rf diViQfRUPaWiRQ WUackiQg 4 
DiViQfRUPaWiRQ CRXQWeUV 4 

Books and Articlesa

TheUe aTe pTacVical gWideU:a

Ɣ VeTificaVion handbookȽ, eUpeciall[ Vhe chapVeT on ȽinXeUVigaViXe TepoTVinga

TheUe bookU giXe Vhe hiUVoT[ of diUinfoTmaVion, pTopaganda and infoTmaVion opeTaVionU:a

a
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http://verificationhandbook.com/
http://verificationhandbook.com/book2/chapter1.php
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Ɣ SJ'U 2018 book UVack - daVed, bWV Uome good claUUicU in heTea

Ɣ ThomaU RidǷU ǺȽAcViXe MeaUWTeUȽǻa

Ɣ PW SingeT and EmeTUon BTookingǷU ǺȽLike WaTȽǻa

Ɣ Ze[nap TWfekiǷU ǺȽTYiVVeT and TeaT GaUȽǻ (fTee XeTUion)a

Good backgToWnd aTVicleU inclWde:a

Ɣ Unpacking China'U ViTal PTopaganda WaTa

Ɣ PTeXalence of LoY-CTedibiliV[ ͲnfoTmaVion on TYiVVeT DWTing Vhe COVͲD-19 OWVbTeaka

(5 pageU)a

Ɣ Media ManipWlaVion and DiUinfoTmaVion OnlineȽ (106 pageU)a

Ɣ Facebook'U CooTdinaVed ͲnaWVhenVic BehaXioT - An OSͲNT Anal[UiUa

Ɣ NaXal PoUV GTadWaVe - DiUinfoTmaVion (man[)a

Ɣ HaVe mWlViXeTUe UpTeadU malicioWU COVͲD-19 conVenV online be[ond indiXidWala

plaVfoTm conVTolȽ (9 pageU)a

Ɣ FTom RWUUia YiVh BlogUȽ (26 pageU)a

Ɣ The COVͲD-19 Social Media ͲnfodemicȽ (18 pageU)a

Ɣ We'Xe JWUV Seen Vhe FiTUV UUe of DeepfakeU in an Ͳndian ElecVion Campaigna

Ɣ Facebook UhWV doYn commeTcial diUinfoTmaVion neVYoTk baUed in M[anmaT anda

VieVnama

Ɣ Facebook ApTil 2020 CooTdinaVed ͲnaWVhenVic BehaXioT RepoTVȽ (26 pageU)a

ż ͲTanǷU BToadcaUVeT: ͲnaWVhenVic BehaXioTȽ (46 pageU)a

ż FacebookǷU VDARE TakedoYnȽ (18 pageU)a

ż Facebook DoYnU ͲnaWVhenVic ClWUVeT ͲnUpiTed b[ QAnonȽ (19 pageU)a

Ɣ (BellingcaV) UncoXeTing A PTo-ChineUe GoXeTnmenV ͲnfoTmaVion OpeTaVion Ona

TYiVVeT and Facebook: Anal[UiU Of The #MileUGWo BoV NeVYoTka

a
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http://overcognition.com/2018/12/10/misinformation-readings/
https://us.macmillan.com/books/9780374287269
https://www.likewarbook.com/
https://www.twitterandteargas.org/downloads/twitter-and-tear-gas-by-zeynep-tufekci.pdf
https://www.realclearinvestigations.com/articles/2020/03/30/unpacking_chinas_viral_propaganda_war_122988.html
https://arxiv.org/pdf/2004.14484.pdf
https://datasociety.net/library/media-manipulation-and-disinfo-online/
https://si.ma/fb-cib/
https://calhoun.nps.edu/discover?query=Disinformation
https://arxiv.org/pdf/2004.00673.pdf
https://arxiv.org/pdf/2004.00673.pdf
https://graphika.com/uploads/Graphika%20Report%20-%20From%20Russia%20with%20Blogs.pdf
https://arxiv.org/pdf/2003.05004.pdf
https://www.vice.com/en_in/article/jgedjb/the-first-use-of-deepfakes-in-indian-election-by-bjp
https://medium.com/dfrlab/facebook-shut-down-commercial-disinformation-network-based-in-myanmar-and-vietnam-d8c07c518c04
https://medium.com/dfrlab/facebook-shut-down-commercial-disinformation-network-based-in-myanmar-and-vietnam-d8c07c518c04
https://about.fb.com/news/2020/05/april-cib-report/
https://public-assets.graphika.com/reports/graphika_report_irib_takedown.pdf
https://graphika.com/reports/facebooks-vdare-takedown/
https://public-assets.graphika.com/reports/graphika_report_qanon_takedown.pdf
https://www.bellingcat.com/news/2020/05/05/uncovering-a-pro-chinese-government-information-operation-on-twitter-and-facebook-analysis-of-the-milesguo-bot-network/
https://www.bellingcat.com/news/2020/05/05/uncovering-a-pro-chinese-government-information-operation-on-twitter-and-facebook-analysis-of-the-milesguo-bot-network/
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Ɣ Unmaking DemocTac[: HoY CoTpoTaVe ͲnflWence ͲU EToding DemocTaVic GoXeTnancea

(HaTXaTd ͲnVeTnaVional ReXieY) - 4 Ma[ 2020 (6min Tead)a

Ɣ ConUpiTac[ TheoT[ HandbookȽ (12 PageU) - alUo iVU ȽGoogle DTiXe LocaViona

Ɣ WhaV if YeǷXe all been pTimed?Ƚ (6 pageU)a

Ɣ (BellingcaV)Ƚ ͲnXeUVigaVe TikTok Like a PToȽ (15min Tead)a

PodcaUVU and XideoU inclWde:a

Ɣ MoVheTboaTdǷUȽ C[beT PodcaUV EpiUode YiVh ThomaU Rid aboWV AcViXe MeaUWTeUȽ anda

implicaVionU foT modeTn diUinfoTmaViona

Ɣ LaYfaTeǷU ATbiVeTU of TTWVhȽ podcaUV UeTieU aboWV diUinfoTmaVion, and eUpeciall[Ƚ VhiUa

epiUode YiVh Camille FTancoiUeȽ on COVͲD-19 and Vhe ABCU of diUinfoTmaViona

Ɣ XOPCDE #2 - DiUcWUUion: DiUinfoTmaVion aboWV DiUinfoTmaVion (GTWgq, SJ, BTian)a

People and EZamplesa

People to FolloYa

DiUinfoTmaVion daVa UcienViUVU:a

Ɣ ConUpiTadoT NoTVeno and DT ZQ: alYa[U a gTeaV eZample on ȽboV VTackingȽ,a

inXeUVigaVed TeopenȽ eVc.  Ƚ@conUpiTaVoT0Ƚ, Ƚ@ZellaQWiZoVea

ż ToolU: ȽhVVpU://makeadXeTbUgTeaVagain.oTg/allegedl[Ƚ and p[Vhon/jWp[VeT YiVha

libTaTieU pandaU, VYeep[, bokeh, c[VoUcapea

Ɣ And[ PaVel, ͲnfoUec and miUinfoTmaVion daVa UcienViUV: Ƚ@T0\eVVaȽ, Ƚbloga

a
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https://hir.harvard.edu/unmaking-democracy-how-corporate-influence-is-eroding-democratic-governance/
https://www.climatechangecommunication.org/wp-content/uploads/2020/03/ConspiracyTheoryHandbook.pdf
https://drive.google.com/file/d/1XyLaJLZvMvi8IW3dmZDIMtMig9h9yilO/view?usp=drivesdk
https://tomnikkola.com/prime/
https://www.bellingcat.com/resources/2020/05/25/investigate-tiktok-like-a-pro/
https://pca.st/episode/d93d6e92-cdfd-40fd-b50c-6c3636c21858?t=721.0
https://www.lawfareblog.com/topic/arbiters-truth
https://www.lawfareblog.com/lawfare-podcast-camille-francois-covid-19-and-abcs-disinformation
https://www.lawfareblog.com/lawfare-podcast-camille-francois-covid-19-and-abcs-disinformation
https://www.youtube.com/watch?v=-tPCmqg5Zwk
https://twitter.com/conspirator0/status/1265829648056954881
https://twitter.com/conspirator0/status/1252374902121721859
https://twitter.com/conspirator0
https://twitter.com/ZellaQuixote
https://makeadverbsgreatagain.org/allegedly
https://twitter.com/r0zetta
https://blog.f-secure.com/author/andrew-patelf-secure-com/page/2/
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ż ToolU: e.g. ȽWUing TFͲDF plWU LoWXain clWUVeTing Vo anal[Ue VYiVVeTȽ,a

hVVpU://VYiVVeT-clWUVeTing.Yeb.app/Ƚ,a

hVVpU://giVhWb.com/T0\eVVa/meVa_embedding_clWUVeTinga

Ɣ EllioV AldeTUon, infoUec and miUinfoTmaVion daVa UcienViUV: Ƚ@fU0c131[Ƚ,  ȽfU0c131[.coma

DiUinfoTmaVion VTackeTU:a

Ɣ ETin GallagheT: Ƚ@3T1nGa

Ɣ @joUh_emeTUona

Ɣ KaVe SVaTbiTd: Ƚ@kaVeUVaTbiTda

EZamples of disinformation trackinga

Ɣ "DiUVingWiUhed ͲmpeTUonaVoT" ͲnfoTmaVion OpeTaVion ThaV PTeXioWUl[ ͲmpeTUonaVeda

U.S. PoliVicianU and JoWTnaliUVU on Social Media LeXeTageU FabTicaVed U.S. LibeTala

PeTUonaU Vo PTomoVe ͲTanian ͲnVeTeUVUa

Ɣ FTom RWUUia WiVh BlogUa

Ɣ Facebook UhWV doYn commeTcial diUinfoTmaVion neVYoTk baUed in M[anmaT anda

VieVnama

Ɣ Facebook'U CooTdinaVed ͲnaWVhenVic BehaXioT - An OSͲNT Anal[UiUa

Ɣ DaVa Ucience:a

hVVpU://one\eTo.mediWm.com/facebook-gToWpU-and-[oWVWbe-enabled-XiTal-UpTead-o

f-plandemic-miUinfoTmaVion-f1a279335e8cȽȽa

Ɣ ͲmageU and diUinfoTmaVion: ȽDeepfakeU b[ BJP in Ͳndian Delhi ElecVion Campaigna

Disinformation Countersa

Ɣ TTaining end-WUeTU aboWV diUinfoTmaViona

a
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https://twitter.com/r0zetta/status/1230786764413030400
https://twitter-clustering.web.app/
https://github.com/r0zetta/meta%5C_embedding%5C_clustering%5D(https://github.com/r0zetta/meta_embedding_clustering)%5C
https://twitter.com/fs0c131y
https://t.co/ntCiqAFatC?amp=1
https://twitter.com/3r1nG
https://twitter.com/katestarbird
https://www.fireeye.com/blog/threat-research/2020/02/information-operations-fabricated-personas-to-promote-iranian-interests.html
https://www.fireeye.com/blog/threat-research/2020/02/information-operations-fabricated-personas-to-promote-iranian-interests.html
https://www.fireeye.com/blog/threat-research/2020/02/information-operations-fabricated-personas-to-promote-iranian-interests.html
https://graphika.com/uploads/Graphika%20Report%20-%20From%20Russia%20with%20Blogs%20-%2002.20.pdf
https://medium.com/dfrlab/facebook-shut-down-commercial-disinformation-network-based-in-myanmar-and-vietnam-d8c07c518c04
https://medium.com/dfrlab/facebook-shut-down-commercial-disinformation-network-based-in-myanmar-and-vietnam-d8c07c518c04
https://si.ma/fb-cib/
https://onezero.medium.com/facebook-groups-and-youtube-enabled-viral-spread-of-plandemic-misinformation-f1a279335e8c
https://onezero.medium.com/facebook-groups-and-youtube-enabled-viral-spread-of-plandemic-misinformation-f1a279335e8c
https://www.vice.com/en_in/article/jgedjb/the-first-use-of-deepfakes-in-indian-election-by-bjp
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ż hVVpU://geVbadneYU.com/#inVToȽ - game UhoYing hoY diUinfoTmaVion YoTkUa

ż CTaUhCoWTUe media liVeTac[ XideoUa

Disinformation teamsa

Teams Yith Volunteersa

TheUe VeamU Ye knoY:a

Ɣ RealiV[TeamȽ - cTeaVing and deplo[ing coWnVeT-naTTaViXeUa

Ɣ CogSecCollabȽ - UVandaTdU, deplo[menVU eVca

Ɣ CTͲ LeagWe DiUinfoTmaVion TeamȽ - infoUec gToWp, focWUUed on CoXid19a

Ɣ BellingcaV inXeUVigaVion VeamȽ - OSͲNT inXeUVigaVionUa

Ɣ CTedibiliV[ CoaliVionȽ - TeUeaTchaa

Ɣ PTo-TTWVh PledgeȽ - peTUWading poliVicianU eVc Vo pledge Vo be VTWVhfWla

TheUe, YeǷTe noV Uo familiaT YiVh:a

Ɣ AVAAZa

Ɣ UN VeTified pTojecVȽ - UhaTing coWnVeT-naTTaViXeUa

Ɣ CiVeU on Vhe ͲnVeTneV (MWͲ)Ƚ - Polanda

Ɣ PGP SVTongeTȽ - TepoTVing and commenVing on diUinfoa

Ɣ C\ech ElXeUa

UniXersitiesa

Ɣ UniXeTUiV[ of WaUhingVona

a

a
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https://getbadnews.com/%23intro
https://www.youtube.com/watch?v=sPwJ0obJya0&list=PL8dPuuaLjXtM6jSpzb5gMNsx9kdmqBfmY&index=1
http://realityteam.org/
http://cogsec-collab.org/
https://cti-league.com/
https://www.bellingcat.com/author/bellingcat/
https://credibilitycoalition.org/
https://www.protruthpledge.org/
https://secure.avaaz.org/campaign/en/disinfo_volunteer_231/
https://shareverified.com/en
https://mwi.pl/
https://stronger.org/
https://www.facebook.com/cestielfoveofficial/
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a
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Anne[ D. CoYid19 DiVinformaWionb

a

a

CRYLd19 DLVLQfRUPaWLRQ 2 

CRYLd19-UeOaWed dLVLQfRUPaWLRQ daWa feedV 2 

CRYLd19 NaUUaWLYeV 3 

NRQ-CRYLd19 dLVLQfRUPaWLRQ aQd ZKeUe WR VeQd LW 5 

CRYLd19 dLVLQfRUPaWLRQ UefeUeQceV 5 

Covid19 disinformation around the world 6 
Places to look for non-USA disinformation 6 
Country-by-Country 7 

 

a
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CoXid19 DisinformaViona

The CTͲ LeagWe UVaTVed in TeURQnUe VQ CQXid19-TelaVed infQUec aVVackU Qn medical anda

TelaVed faciliVieU.  ThiU YQTk gTeY WR aU CQXid19 diUinfQTmaViQn did; bWV jWUV aU a lQV Qf CQXida

diUinfQTmaViQn \(and miUinfQTmaViQn\) YaU cTeaVed and amRlified aTQWnd Vhe YQTld, UQ VQQa

YeTe VeamU and iniViaViXeU VQ cQWnVeT VhaV diUinfQTmaViQn, and VQ RTQXide cleaT UQWTceU Qfa

infQTmaViQn Qn TaRidl[ changing Rh[Uical, UQcial and UcienVific liVeTaVWTe enXiTQnmenVU.a a

CoXid19-relaVed disinformaVion daVa feeds 

SiVeU VQ Uend cQXid19 diUinfQTmaViQn daVa VQ:a

Ɣ Send URLU VQ NeYUGWaTdǷU ȽCQTQnaXiTWU MiUinfQTmaViQn TTacking CenVeTa

NaTTaViXeUa

Ɣ WikiRedia liUV Qf CQXid19 TWmQWTUa

Ɣ WHO CQXid19 m[VhU liUVȽ - naTTaViXeUa

Ɣ CMU ͲDEAS CenVeTȽ liUV Qf CQXid19 diUinfQTmaViQn naTTaViXeUȽ (click daVeU)a

DaVaa

Ɣ R[eTUQn UniXeTUiV[ cQXid19 miUinfQTmaViQn RQTVal:Ƚ hVVRU://cQXid19miUinfQ.QTg/a

○ BQVUYaVch daUhbQaTdȽ hVVRU://cQXid19miUinfQ.QTg/bQVUYaVch/a

Ɣ Uni ATkanUaU COSMOS CQXid19 liUVȽ hVVR://cQUmQU.WalT.edW/miUinfQTmaViQna

Ɣ FacebQQk daVafeed:Ƚ Enabling UVWd[ Qf Vhe RWblic cQnXeTUaViQn in a Vime Qf cTiUiUa

CQXid19-TelaVed cQWnVeT-diUinfQTmaViQn feedUa

Ɣ R[eTUQn UniXeTUiV[ cQXid19 miUinfQTmaViQn RQTVal:Ƚ hVVRU://cQXid19miUinfQ.QTg/Ƚ anda

hVVRU://cQXid19miUinfQ.QTg/facV-checking/cQXid-19-facV-checkeTU/a

a
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https://www.newsguardtech.com/coronavirus-misinformation-tracking-center/
https://en.wikipedia.org/wiki/Misinformation_related_to_the_2019%E2%80%9320_coronavirus_pandemic
https://www.who.int/emergencies/diseases/novel-coronavirus-2019/advice-for-public/myth-busters
https://www.cmu.edu/ideas-social-cybersecurity/research/coronavirus.html
https://covid19misinfo.org/
https://covid19misinfo.org/botswatch/
http://cosmos.ualr.edu/misinformation
https://blog.twitter.com/developer/en_us/topics/tools/2020/covid19_public_conversation_data.html
https://covid19misinfo.org/
https://covid19misinfo.org/fact-checking/covid-19-fact-checkers/
https://covid19misinfo.org/fact-checking/covid-19-fact-checkers/
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Ɣ WHO COVͲD-19 UiVe:Ƚ hVVRU://YYY.YhQ.inV/healVh-VQRicU/cQTQnaXiTWUa

Ɣ WHO infQTmaViQn neVYQTk fQT eRidemicUa

hVVRU://YYY.YhQ.inV/VeamU/TiUk-cQmmWnicaViQna

Ɣ CQTQnaXiTWU Tech HandbQQkȽ hVVRU://cQTQnaXiTWUVechhandbQQk.cQm/miUinfQTmaViQna

Ɣ EZReTVU liUVȽ hVVRU://VYiVVeT.cQm/jeffjaTXiU/UVaVWU/1254038157244456961a

Ɣ MaT[land CQXid19 TWmQWT cQnVTQla

hVVRU://gQXUVaVWU.egQX.cQm/md-cQTQnaXiTWU-TWmQT-cQnVTQla

ReRQTVUa

Ɣ ASPͲ: ȽhVVRU://YYY.aURi.QTg.aW/TeRQTV/cQXid-19-diUinfQTmaViQnaa

CQXid19 geneTal daVa feedUa

Ɣ hVVRU://cTiUiUnlR.ScTi.QTg/cQXid19Ƚ - GeQCQX19 daVaUeV Qf cQXid19 VYeeVU (WR VQ abQWVa

3 YeekU agQ; UVill cQllecVing)a

CQXid19 infQTmaViQn feedUa

Ɣ hVVRU://eZRlaincQXid.QTg/aa

CoXid19 NarraViXesa

The CTͲ LeagWe cQncenVTaVed Qn CQXid19-TelaVed miUinfQTmaViQn, and VheUe aTe Vhea

VQR-leXel VhemeU fQT Vhe 100U Qf naTTaViXeU VhaV Ye UaY.a

Ɣ CQXid iUnǷV UeTiQWUa

○ CQXid dQeUnǷV eZiUVa

○ ͲndiXidWal medical VaTgeVUa

Ɣ Medical UcamUa

○ MMS RTeXenVUa

a

Page 3                           CC-b[-SA, CQR[TighV CQgSecCQllab and ThTeeV LLCa

https://www.who.int/health-topics/coronavirus
https://www.who.int/teams/risk-communication
https://www.who.int/teams/risk-communication
https://coronavirustechhandbook.com/misinformation
https://twitter.com/jeffjarvis/status/1254038157244456961
https://govstatus.egov.com/md-coronavirus-rumor-control
https://govstatus.egov.com/md-coronavirus-rumor-control
https://www.aspi.org.au/report/covid-19-disinformation
https://crisisnlp.qcri.org/covid19
https://explaincovid.org/
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○ AlcQhQl RTeXenVUa

○ eVca

Ɣ OTigin m[VhUa

○ EUcaRed biQYeaRQna

○ CQWnVT[ Z cTeaVed CQXida

○ US UQldieTU VQQk CQXid VQ Chinaa

Ɣ ReUQlWViQn m[VhUa

○ CQWnVT[ [ haU a CQXid cWTea

Ɣ CTQUUQXeT YiVh cQnURiTacieUa

○ CQXid and 5Ga

○ CQXid and anViXaZ / anVi-GaVeUa

○ HelicQRVeTU URTa[ing fQT cQXida

○ DeRQRWlaViQn cQnURiTac[a

Ɣ CTQUUQXeT YiVh ǶfTeedQm TighVUǷa

○ AnVi- UVa[aVhQmea

○ 2nd amendmenVa

○ anVi-immigTaViQna

○ UUWal faT-TighVYing gTQWRUa

Ɣ GeQRQliVicUa

○ China, ͲTan: cQXeTV + QXeTVa

○ ǺBlWe checkǻ diUinfQa

NaTTaViXeU aTe WUefWl becaWUe VheTe aTe a lQV feYeT naTTaViXeU Vhan meUUageU, making Vhema

eaUieT \(eUReciall[ YiVh VeZV-baUed machine leaTning VechniSWeU\) VQ VTack.  Ͳn 2020, Ye UaYa

a lQV Qf cTQUUQXeT naTTaViXeU, YheTe eZiUVing gTQWRU like anViXaZZeTU and haTdcQTea

TighVYingeTU meV and jQined fQTceU, and cQnURiTac[ VheQTieU inclWding black helicQRVeTU anda

5G YeTe Tec[cled and cQmbined inVQ neY CQXid naTTaViXeU. MQUV Qf VhiU YaU YQTVh mQne[.a 

a
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Non-CoXid19 disinformaVion and Yhere Vo send iVa

ͲVǷU almQUV ceTVain VhaV in Vhe cQWTUe Qf lQQking fQT CQXid-19 TelaVed diUinfQTmaViQn, YeǷTea

gQing VQ find diUinfQTmaViQn Qn QVheT VQRicU. While QWT mandaVe iU URecificall[ CQXid-19a

TelaVed, VheTe aTe QVheT, aTea-URecific QTgani\aViQnU VQ Yhich Ye can TeRQTV diUinfQTmaViQn.a

Ɣ RighV-Ying eZVTemiUm/haVe UReech:Ƚ SQWVheTn PQXeTV[ LaY CenVeTa

Ɣ VQVeT UWRRTeUUiQn aVVemRVU:a

○ On UQcial media, TeRQTV Vhe RQUV VQ Vhe RlaVfQTm WUing VheiT TeRQTVinga

mechaniUmUa

○ YQW can alUQ TeRQTV Vhe iUUWe VQ VheȽ U.S. DeRaTVmenV Qf JWUVicea

Ɣ AnVi-GLBTQ+:Ƚ Ga[ and LeUbian Alliance AgainUV DefamaViQna

CoXid19 disinformaVion referencesa

DiUinfQTmaViQna

Ɣ hVVRU://VQmnikkQla.cQm/RTime/a

Ɣ "The DaTk ATVU Qf DiUinfQTmaViQn ThTQWgh a HiUVQTical LenU"a

Ɣ "The KTemlin'U DiUinfQTmaViQn Pla[bQQk gQeU VQ Beijing/a

Ɣ "AnVi-LQckdQYn PTQVeUVU OTiginaVed WiVh TighV-KniV GTQWR WhQ ShaTe BiggeT GQal:a

TTWmR 2020"a

Ɣ "NATO STRATCOMCOE cQnUideTU 'DiUinfQTmaViQn in AUia'"a

Ɣ "AcViXiUVU fighV COVͲD-19 diUinfQTmaViQn in Vhe CaWcaUWU"a

Ɣ "AnaVQm[ Qf a diUinfQTmaViQn camRaign: The cQWR VhaV neXeT YaU"a

Ɣ "RecQgni\ing DiUinfQTmaViQn dWTing Vhe CQXid-19 Pandemic"a

Ɣ "DiUaTming DiUinfQTmaViQn"a

Ɣ "Tech gianVU Tecalled b[ MPU QXeT lack Qf ǶadeSWaVe anUYeTUǷ Qn diUinfQTmaViQn"a

a
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https://www.splcenter.org/reporthate
https://civilrights.justice.gov/report/
https://www.glaad.org/form/report-media-defamation
https://tomnikkola.com/prime/
https://www.russiamatters.org/analysis/dark-arts-disinformation-through-historical-lens
https://www.brookings.edu/blog/order-from-chaos/2020/05/19/the-kremlins-disinformation-playbook-goes-to-beijing/
https://www.snopes.com/news/2020/05/20/michigan-lockdown-protesters/
https://www.snopes.com/news/2020/05/20/michigan-lockdown-protesters/
https://eng.lsm.lv/article/society/defense/nato-stratcomcoe-considers-disinformation-in-asia.a360361/
https://www.atlanticcouncil.org/blogs/new-atlanticist/activists-fight-covid-19-disinformation-in-the-caucasus/
https://www.aljazeera.com/indepth/features/anatomy-disinformation-campaign-coup-200518142503624.html
https://hub.jhu.edu/2020/05/08/thomas-rid-disinformation-in-covid-19-pandemic/
https://warontherocks.com/2020/05/disarming-disinformation/
https://www.expressandstar.com/news/uk-news/2020/05/20/tech-giants-recalled-by-mps-over-lack-of-adequate-answers-on-disinformation/
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Ɣ "'The cQWnVT[ iU in a UVaVe Qf VTaWma': COVͲD-19 haU made Vhe US a bTeeding gTQWnda

fQT RTQRaganda and a gQldmine fQT fQTeign URieU"a

Ɣ "HQWUe DemQcTaVU' cQTQnaXiTWU bill eaTmaTkU $1 milliQn VQ UVWd[ 'diUinfQTmaViQn'"a

Ɣ "DiUinfQTmaViQn ǶYhack-a-mQleǷ dQeUnǷV YQTk Qn UQcial media"a

Ɣ "BelaTWU, MQldQXa, and UkTaine: COVͲD-19 diUinfQTmaViQn in EaUVeTn EWTQRe"a

Ɣ "HQY TikTQk cQWld be a Rla[eT in elecViQn diUinfQTmaViQn"a

Ɣ "EU VackleU cQTQnaXiTWU diUinfQTmaViQn, UeekU TegWlaVQT[ fTameYQTk fQT FacebQQk,a

QVheT UQcial-media cQmRanieU"a

Ɣ "EU demandU Vech gianVU hand QXeT daVa Qn XiTWU diUinfQTmaViQn"a

Ɣ "WeZVQn UeekU UVWd[ Qf COVͲD-19 diUinfQTmaViQn, miUinfQTmaViQn"a

Ɣ "UncQXeTing A PTQ-ChineUe GQXeTnmenV ͲnfQTmaViQn OReTaViQn On TYiVVeT anda

FacebQQk: Anal[UiU Of The #MileUGWQ BQV NeVYQTk"Ƚ AlUQ bTiefl[ abQWV CQXid19a

diUinfQTmaViQn neVYQTka

CQXid19 NaTTaViXeUa

Ɣ "ȽCOVͲD: TQR 10 cWTTenV cQnURiTac[ VheQTieUȽ"a

CoXid19 disinformaVion aroWnd Vhe Yorlda

Places Vo look for non-USA disinformaViona

Ɣ DiUinfQTmaViQn TeRQUiVQTieUa

○ hVVRU://eWXUdiUinfQ.eW/diUinfQTmaViQn-caUeU/Ƚ - RWUUia diUinfQ Qn EUa

○ hVVRU://mediWm.cQm/dfTlabȽ - YQTld diUinfQa

○ hVVRU://cQmRTQR.Qii.QZ.ac.Wk/Ƚ - naViQnUVaVe acVQTU. SRecificall[Ƚ The GlQbala

DiUinfQTmaViQn OTdeTȽ andȽ caUe UVWdieUa

a
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https://www.businessinsider.com/coronavirus-trump-us-disinformation-foreign-interference-2020-4
https://www.businessinsider.com/coronavirus-trump-us-disinformation-foreign-interference-2020-4
https://www.foxnews.com/politics/house-democrats-coronavirus-bill-1-million-study-disinformation
https://www.thetelegraph.com/opinion/article/Editorial-Disinformation-15279496.php
https://www.atlanticcouncil.org/event/belarus-moldova-and-ukraine-covid-19-disinformation-in-eurasia/
https://www.theverge.com/2020/5/12/21255823/alex-stamos-interview-election-2020-security-tik-tok-zoom-vergecast
https://www.oregonlive.com/nation/2020/05/eu-tackles-coronavirus-disinformation-seeks-regulatory-framework-for-facebook-other-social-media-companies.html
https://www.oregonlive.com/nation/2020/05/eu-tackles-coronavirus-disinformation-seeks-regulatory-framework-for-facebook-other-social-media-companies.html
https://www.ft.com/content/e479043f-a197-41f1-86c8-ff6c922e3492
https://www.winchesterstar.com/coronavirus/wexton-seeks-study-of-covid-19-disinformation-misinformation/article_29119442-31ab-5e76-b362-9e65bcfe6141.html
https://www.bellingcat.com/news/2020/05/05/uncovering-a-pro-chinese-government-information-operation-on-twitter-and-facebook-analysis-of-the-milesguo-bot-network/
https://www.bellingcat.com/news/2020/05/05/uncovering-a-pro-chinese-government-information-operation-on-twitter-and-facebook-analysis-of-the-milesguo-bot-network/
https://allianceforscience.cornell.edu/blog/2020/04/covid-top-10-current-conspiracy-theories/
https://euvsdisinfo.eu/disinformation-cases/
https://medium.com/dfrlab
https://comprop.oii.ox.ac.uk/
https://comprop.oii.ox.ac.uk/wp-content/uploads/sites/93/2019/09/CyberTroop-Report19.pdf
https://comprop.oii.ox.ac.uk/wp-content/uploads/sites/93/2019/09/CyberTroop-Report19.pdf
https://comprop.oii.ox.ac.uk/wp-content/uploads/sites/93/2019/09/Case-Studies-Collated-NOV-2019-1.pdf
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Ɣ hVVRU://YYY.neYUgWaTdVech.cQm/cQXid-19-TeUQWTceU/Ƚ - c19 dQmainU fQT UeXeTala

cQWnVTieUa

Ɣ HiXe caUeU, MͲSP eXenVU eVca

○ E.g. TeQRen UVaTVing in AWUVTalia, mQXing VQ Canada eVca

CoWnVr[-b[-CoWnVr[a

Ͳndia:a

Ɣ "Ͳndia & COVͲD-19: MiUinfQTmaViQn and Vhe DQYnUide Qf SQcial Media"Ƚ - YhaVUaRR,a

fake cWTeU, SM TeURQnUible fQT cWTaViQn, UVTQng meUUaging fTQm MQdia

Ɣ "HQY 300 Ͳndian UcienViUVU aTe fighVing fake neYU abQWV COVͲD-19"a

ͲVal[:a

Ɣ "ͲValian MP amRlifieU debWnked COVͲD-19 cQnURiTac[ VheQTieU Qn Vhe flQQT Qfa

PaTliamenV"a

China:a

Ɣ "China in cQTQnaXiTWU RTQRaganda RWUh aU US VieU YQTUen"Ƚ - heTQ UVQT[a

AfTica:a

Ɣ "CQTQnaXiTWU: WhaV miUinfQTmaViQn haU URTead in AfTica?"a

Ɣ "The QVheT COVͲD-19 Randemic: Fake neYU"a

Ɣ NigeTia CenVTe fQT DiUeaUe CQnVTQlȽ - cQWnVeTinga

Vene\Wela:a

Ɣ "The cQTQnaXiTWU infQdemic in LaVin AmeTica Yill cQUV liXeU"a

EcWadQT:a

a
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https://www.newsguardtech.com/covid-19-resources/
https://theasiadialogue.com/2020/04/06/india-covid-19-misinformation-and-the-downside-of-social-media/
https://www.weforum.org/agenda/2020/04/indian-scientists-covid19-false-infomation-coronavirus/
https://medium.com/dfrlab/italian-mp-amplifies-debunked-covid-19-conspiracy-theories-on-the-floor-of-parliament-fa0a88999142
https://medium.com/dfrlab/italian-mp-amplifies-debunked-covid-19-conspiracy-theories-on-the-floor-of-parliament-fa0a88999142
https://www.aljazeera.com/news/2020/03/china-coronavirus-propaganda-push-ties-worsen-200325085419818.html
https://www.bbc.com/news/world-africa-51710617
https://africanarguments.org/2020/03/26/the-other-covid-19-pandemic-fake-news/
https://www.facebook.com/watch/NCDCgov/
https://www.atlanticcouncil.org/blogs/new-atlanticist/the-coronavirus-infodemic-in-latin-america-will-cost-lives/
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Ɣ "AnQVheT XiTWU iU caWUing majQT damage in EcWadQT. ͲVǷU called fake neYU"Ƚ - VaTgeVVeda

b[ bQV faTmU fTQm neibQWTing cQWnVTieUa

Ɣ ͲnfQTmaci°n cheSWeada UQbTe el CQTQnaXiTWUȽ - LaVam cQWnVeTing (caUe liUVU, ina

SRaniUh)a

a
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https://www.miamiherald.com/news/local/news-columns-blogs/andres-oppenheimer/article241929726.html
https://www.chequeado.com/latamcoronavirus/
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Anne[ E. ElecWion DisinformaWionb

a

a

ElecWion DiVinfoUmaWion 1 

Specific ElecWionV 2 
2020 US PUeVideQWial elecWiRQV 2 

ElecWiRQ DiViQfRUmaWiRQa

Ɣ PNa[DQQMU:a

ż JVVRU://YYY.DGNHGTEGPVGT.QTI/D3P/#!VJG-GNGEVKQP-KPHNWGPEG-QRGTaVKQPU-RNa[D

QQMa

ż JVVRU://E[DGT.JaTXaTF.GFW/RWDNKEaVKQP/2020/WU-GNGEVKQPU-FKUKPHQTOaVKQP-VaDNG

VQR-GZGTEKUG-RaEMaIGa

Ɣ BaEMITQWPF TGaFKPIa

a
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https://www.belfercenter.org/D3P/%23!the-election-influence-operations-playbook
https://www.belfercenter.org/D3P/%23!the-election-influence-operations-playbook
https://cyber.harvard.edu/publication/2020/us-elections-disinformation-tabletop-exercise-package
https://cyber.harvard.edu/publication/2020/us-elections-disinformation-tabletop-exercise-package
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ż JVVRU://YYY.KHGU.QTI/Ƚ - GNGEVKQP OQPKVQTKPI YQTNFYKFGa

SRecKfKc ENecVKQPUa

2020 US PTeUKdePVKaN eNecVKQPUa

Ɣ RGaFKPIU:a

ż JVVRU://aDQWV.HD.EQO/PGYU/2020/08/TGUGaTEJ-KORaEV-QH-HaEGDQQM-aPF-KPUVaI

TaO-QP-WU-GNGEVKQP/a

ż JVVRU://YYY.GKRaTVPGTUJKR.PGV/PGYU/VYKVVGTU-RQNKE[-GNGEVKQP-OKUKPHQ-KP-aEVKQPa

ż JVVRU://IQ.TGEQTFGFHWVWTG.EQO/JWDHU/TGRQTVU/EVa-2020-0903.RFHa

ż JVVRU://VYKVVGT.EQO/2020PaTVPGTUJKR/UVaVWU/1294045600619454466?U=20a

ż JVVRU://YYY.aVNaPVKEEQWPEKN.QTI/GXGPV/aTG-YG-TGaF[-HQTGKIP-KPVGTHGTGPEG-FKUK

PHQTOaVKQP-aPF-VJG-2020-GNGEVKQP/a

ż JVVRU://TGIKUVGT.IQVQYGDKPaT.EQO/TGIKUVGT/6278844022176982285a

Ɣ GTQWRU:a

ż ENGEVKQP ͲPVGITKV[ PaTVPGTUJKRa

Ɣ BaEMITQWPF FaVaa

ż JVVRU://XGTKHKGFXQVKPI.QTI/XGTKHKGT/a

a

 
 
 
 

a

a

a
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https://www.ifes.org/
https://about.fb.com/news/2020/08/research-impact-of-facebook-and-instagram-on-us-election/
https://about.fb.com/news/2020/08/research-impact-of-facebook-and-instagram-on-us-election/
https://www.eipartnership.net/news/twitters-policy-election-misinfo-in-action
https://go.recordedfuture.com/hubfs/reports/cta-2020-0903.pdf
https://twitter.com/2020Partnership/status/1294045600619454466?s=20
https://www.atlanticcouncil.org/event/are-we-ready-foreign-interference-disinformation-and-the-2020-election/
https://www.atlanticcouncil.org/event/are-we-ready-foreign-interference-disinformation-and-the-2020-election/
https://register.gotowebinar.com/register/6278844022176982285
https://verifiedvoting.org/verifier/%23mode/navigate/map/ppEquip/mapType/normal/year/2020

