The BigBook of Disinformation Defence v2.0

14. Describing an Incident

TL;DR Describing an Incident

Situation Pictures
Using TTPs

Outputs to Other Groups
Incident Reports
MISP events

Visualisations
Understanding time series
Understanding relative sizes
Understanding connections
Others

—_—

o NOo o b~ SA ODN D

Page 1 CC-by-SA, Copyright CogSecCollab and Threet LLC



The BigBook of Disinformation Defence v2.0

TL;DR Describing an Incident

e Make a situation picture for the incident
e Share information in ways that recipients are used to

e Use visualisations to highlight patterns and connections

Situation Pictures

You have questions, artifacts, a community that you're sharing with. You still need to build
a picture of what is happening - the situation around those artifacts, that most likely

created them - and share that with other people.

Sensemaking includes looking at what we've collected, to work out what's happening and
might happen across the whole incident. One way we do that is by analyzing the
connections between incident objects. The CTI League uses MISP to help with that; other

teams use tools like Maltego.
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Using TTPs

Based on MITRE ATTECKO Navigator
#Plandemic
= ) = A % 3
Q= x B *EAF[Ieom zZ2 0O S
Strategic Objective Develop Develop Microtargeting Develop Channel Pump Priming Exposure Go Physical Persistence Measure
Planning Planning People Networks Content Selection Effectiveness
4items 2items Jiterms 6 items Jitems 10 items 10 tems 8items 10 Rerms 2tems 3 items Jitems
Center of Createfake  Create fake Clickbait Adapt existing  Backstop Bait legitimate Cheerleading Organise remote Continue to Behavior Changes.
1, Gravity experts websites narratives personas influencers domestic social rallies and events  amplify
) Analysis Paid targeted ads media ops ch
e Create funding Conspiracy Facebook Demand Sell merchandssing  Legacy web
Create Master Campag s nasratives unsurmountable content
Narratrves unding nstagram proaf
Create hashtag Create Play the long
Facilitate State Create fake competing Linkedln Dery involvement game
Propaganda Social Meda  Cultivate NarTatives
vofiles | igrorant agents Manipulate Kernel of Truth
Leverage Createfake  online polls
Existing Hisack legitimate research Search Engine
Narratives account Pinterest Optimization
Create fake Fabeicate social
Use concealment videos and Reddit Seed distortions media comment
images
Twitter Use fake experts Flooding
Distort facts
WhatsAgp Use SMS! WhatsApp/ Muzzle socil
Generate Chat apps
information YouTube
pollution
Leak altered
documents
Twitter bots
Memes amplify
Trial content Twitter trolls
amplify and

manipulate

Use hashtag

Based on ATTECKO Narvigator v2 3 4

TTP framework for Plandemic, 2020

We've talked about the AMITT Framework before. It's how we break an incident into

techniques that we can analyze and counter.

We tick the AMITT boxes whilst we're gathering data \(e.g. during the observation part of an
OODA loop\). During Orient, we look at this diagram to work out what’s happening, how we
might respond, and, if we catch an incident early, which downstream techniques might be

used in that incident too.

The example here is Plandemic - a debunked conspiracy theory video which makes some
false claims about the nature of COVID-19. We mapped it in AMITT to help us understand

what capabilities the actor has and potentially how they're resourced.
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Outputs to Other Groups

Data science, data analysis, starts and ends with human beings. We can do beautiful
analysis, but if we don't make it accessible to the people who need to take action from it,

then we haven't done our job.

There's no point building things without thinking about the end users, so let’s talk about
outputs. The ways we present the data we produce, and how we do that, including the
forms/ formats some of the people we interact with are used to, what good visualisations
in this space look like \(and how to create them\), and how to get those outputs to the right

people.

Incident Reports

The most common written output is an incident report, containing a summary, narratives,

techniques, artifacts and objects.

MISP events

We get a misp event that we can share with other groups either directly or by email, via

their threat intelligence tools etc.

We added a few other things to MISP for this.

e Object types for common social media platforms, and code to load these into MISP
using single-line commands in Slack, because speed is everything in a tactical

response.

e New relationship types, to make the graphs that users can traverse in MISP richer.

e Taxonomies to cover things like types of threat actor.
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Visualisations

Eyeballing the data, looking at statistics, and examining machine learning outputs are good,
but part of getting to know data, and explaining it to other people is being able to look at it
visually. There's a lot of work on data visualisation \(read “Storytelling with Data” to see it

done well\), so this section is looking at what disinformation people do with visuals.

Good places to look for what “that chart is” include

e All Charts - python visuals (most data scientists use Python)

e A Periodic Table of Visualization Methods - periodic table of visualisations

Understanding time series

Disinformation operations happen over time, so time-based plots can be useful tools. The
humble bargraph, or its cousin the column plot, is really useful for this. Almost every
visualisation tool has this as an option, e.g.

https://matplotlib.org/3.2.1/api/_as_gen/matplotlib.pyplot.bar.html

Articles over time

Secondary Infektion: number of articles posted over tim

(Sekondary Infektion report, 2020\)
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Bar graphs and line plots can be used for showing a range of entities over time.

Blue Man / Stanislav Melanich Activity

Platform
livejournal.com
cont.ws
maxpark.com
aftershock.news
newsland.com
politikus.ru

Apr-14  Oct-14  Apr-15 Oct-15 Apr-16 Oct-16 Apr-17 Oct-17 Apr-18 Oct-18 Apr-19

The Blue Man’s activity across different platforms, 2014-2019.

I\(Sekondary Infektion report, 2020\)]

If the value range is too large to show easily \(e.g. there's a mix of very small and very large
values that you can't easily plot on one axis\), heatmaps might be more appropriate.
[https://python-graph-gallery.com/91-customize-seaborn-heatmap/](https://python-graph-
gallery.com/91-customize-seaborn-heatmap/)

Articles by Theme over Time

FlectionFos . ....... ..... .....

SRt = ......... .... ........

Secondary Infektion: main themes over time

I[\(Sekondary Infektion report, 2020\)

The use of spider plots for 24-hour data is good too, because they don't have a “start” or

“end” time, making it easier to compare different diurnal patterns.
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Tweet Frequency by Time of Day (UTC) - @StevenLaack
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II\(Sekondary Infektion report, 2020\)]

Understanding relative sizes

Bargraphs can do this too: http://python-graph-gallery.com/barplot/
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Articles by Theme

Failed /unreliable Ukraine

US/NATO aggression

Divides / Weaknesses in
Europe

Insulting Kremlin critics
Migration and Muslims
Defending Russia / Putin
Other

Election Focus

Turkish Aggression
Sports / doping

400 500

Count of Articles

Breakdown of Secondary Infektion articles by theme and number.

I[\(Sekondary Infektion report, 2020\)]

Treemaps show relative sizes as areas.

https://python-graph-gallery.com/200-basic-treemap-with-python/

Ukraine == - -
863 (32%)

United States
362 (14%)

Countries mentioned or targeted by Secondary Infektion, total number of stories.

Sekondary Infektion report, 2020

Colours are an extra, useful, dimension on most plots.
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Articles by Platform
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[ English v

[ Russian

O Soci

[ other Websites

Use of platforms: where Secondary Infektion posted the most.l'7¢]

Sekondary Infektion report, 2020

Understanding connections

Really simple graphics - think powerpoint - can help explain the connections between

objects.
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blog.i[.Jua, June 21, 2018
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La indignacién en Suecia por la o
presion de Londres sobre los s
cientificos 0o s .

“Mpusak Muxaiino”
korrespondent[.Jnet, June 21, 2018

“Peter Blom”
Medium, June 4, 2018

Silence commanded. People in
Sweden are incensed by London's
pressure on scientists N N
- “TiagoRivas”
Globedia, June 5, 2018

“PeterBloms”
o “drichakmikh”

Buzzfeed, June 4, 2018
. gorod.dpl.Jua, June 21, 2018
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e ).
“Peter Blom” “Muxainno Apuvax”
Scoopl.Jit, June 4, 2018 pero.org[.Jua, June 22, 2018

Asimplified diagram of the spread of the article by assets commanded by Secondarylinfektion, from the English-language persona “Peter Blom” or
“Peter Bloms” (left), through the Spanish-language persona “Tiago Rivas” (center) and the Ukrainian-language persona Muxaiino fipuiax (“Mikhailo

Sekondary Infektion report, 2020: nice use of arrows

Simply gridding out pages or accounts with the same visuals or information can be really

powerful if you're describing a network.

Graph diagrams show a large number of nodes and the connections between them - the
“snurfball” images that we sometimes show to explain where the influencers are in an
incident. Tools like Gephi produce these, with a little work, and liberal use of things like the
Force Atlas 2 algorithm to make the network structure easier to see. Graphika produces
“network maps” - one explanation is “The circles represent individual Twitter accounts. The
volume of the circles represent influence by following, while the colours represent political

ideologies.”. This also looks like graph diagrams.

Page 10 CC-by-SA, Copyright CogSecCollab and Threet LLC



The BigBook of Disinformation Defence v2.0

US Right-Wing

r UK Pro-Kremlin

Graphika network map of the Secondary Infektion Twitter assets' followers and the followers of significant amplifiers, mapped April 2020.

Others

Some visualisations are hard to classify - is this a network diagram or the output from a
dimension reduction algorithm? Dimension reduction is a type of machine learning
algorithm that takes a set of objects that exist in many dimensions, and flattens it so it's

easy to see - usually as a two-dimensional plot.

Specialist text analysis: look at things like Scattertext.
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