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Covid19 Disinformation

The CTI League started in response to Covid19-related infosec attacks on medical and
related facilities. This work grew up as Covid19 disinformation did; but just as a lot of Covid
disinformation \(and misinformation\) was created and amplified around the world, so too
were teams and initiatives to counter that disinformation, and to provide clear sources of

information on rapidly changing physical, social and scientific literature environments.

Covid19-related disinformation data feeds

Sites to send covid19 disinformation data to:

e Send URLs to NewsGuard's Coronavirus Misinformation Tracking Center

Narratives

e Wikipedia list of Covid19 rumours

e WHO Covid19 myths list - narratives

e CMU IDEAS Center list of Covid19 disinformation narratives (click dates)

Data

e Ryerson University covid19 misinformation portal:_https://covid19misinfo.org/

o Botswatch dashboard https://covid19misinfo.org/botswatch/

e Uni Arkansas COSMOS Covid19 list_http://cosmos.ualr.edu/misinformation

e Facebook datafeed: Enabling study of the public conversation in a time of crisis

Covid19-related counter-disinformation feeds

e Ryerson University covid19 misinformation portal:_https://covid19misinfo.org/ and

https://covid19misinfo.org/fact-checking/covid-19-fact-checkers/
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https://www.newsguardtech.com/coronavirus-misinformation-tracking-center/
https://en.wikipedia.org/wiki/Misinformation_related_to_the_2019%E2%80%9320_coronavirus_pandemic
https://www.who.int/emergencies/diseases/novel-coronavirus-2019/advice-for-public/myth-busters
https://www.cmu.edu/ideas-social-cybersecurity/research/coronavirus.html
https://covid19misinfo.org/
https://covid19misinfo.org/botswatch/
http://cosmos.ualr.edu/misinformation
https://blog.twitter.com/developer/en_us/topics/tools/2020/covid19_public_conversation_data.html
https://covid19misinfo.org/
https://covid19misinfo.org/fact-checking/covid-19-fact-checkers/
https://covid19misinfo.org/fact-checking/covid-19-fact-checkers/
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e WHO COVID-19 site: https://www.who.int/health-topics/coronavirus

e WHO information network for epidemics

https://www.who.int/teams/risk-communication

e Coronavirus Tech Handbook https://coronavirustechhandbook.com/misinformation

e Experts list https://twitter.com/jeffjarvis/status/1254038157244456961

e Maryland Covid19 rumour control

https://govstatus.egov.com/md-coronavirus-rumor-control

Reports

e ASPI: https://www.aspi.org.au/report/covid-19-disinformation

Covid19 general data feeds

e https://crisisnlp.gcri.org/covid19 - GeoCov19 dataset of covid19 tweets (up to about

3 weeks ago; still collecting)
Covid19 information feeds

e https://explaincovid.org/

e https://learnaboutcovid19.org/ - Meedan site, giving rapid answers to

user-submitted questions

e https://www.who.int/emergencies/diseases/novel-coronavirus-2019 - WHO feed

Covid19 Narratives

The CTI League concentrated on Covid19-related misinformation, and these are the

top-level themes for the 100s of narratives that we saw.

e Covid isn't serious

o Covid doesn't exist
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https://www.who.int/health-topics/coronavirus
https://www.who.int/teams/risk-communication
https://www.who.int/teams/risk-communication
https://coronavirustechhandbook.com/misinformation
https://twitter.com/jeffjarvis/status/1254038157244456961
https://govstatus.egov.com/md-coronavirus-rumor-control
https://govstatus.egov.com/md-coronavirus-rumor-control
https://www.aspi.org.au/report/covid-19-disinformation
https://crisisnlp.qcri.org/covid19
https://explaincovid.org/
https://learnaboutcovid19.org/
https://www.who.int/emergencies/diseases/novel-coronavirus-2019
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o Individual medical targets
e Medical scams
o MMS prevents
o Alcohol prevents
o etc
e Origin myths
o Escaped bioweapon
o Country x created Covid
o US soldiers took Covid to China
e Resolution myths
o Countryy has a Covid cure
e Crossover with conspiracies
o Covid and 5G
o Covid and antivax / anti-Gates
o Helicopters spraying for covid
o Depopulation conspiracy
e Crossover with ‘freedom rights’
o Anti- stayathome
o 2nd amendment
o anti-immigration
o Usual far-rightwing groups
e Geopolitics
o China, Iran: covert + overt

o "“Blue check” disinfo

Narratives are useful because there are a lot fewer narratives than messages, making them

easier \(especially with text-based machine learning techniques\) to track. In 2020, we saw
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a lot of crossover narratives, where existing groups like antivaxxers and hardcore
rightwingers met and joined forces, and conspiracy theories including black helicopters and

5G were recycled and combined into new Covid narratives. Most of this was worth money.

Non-Covid19 disinformation and where to send it

It's almost certain that in the course of looking for Covid-19 related disinformation, we're
going to find disinformation on other topics. While our mandate is specifically Covid-19

related, there are other, area-specific organizations to which we can report disinformation.

e Right-wing extremism/hate speech: Southern Poverty Law Center

e Voter suppression attempts:
o On social media, report the post to the platform using their reporting
mechanisms

o You can also report the issue to the U.S. Department of Justice

e Anti-GLBTQ+:_Gay and Lesbian Alliance Against Defamation

Covid19 disinformation references

Disinformation

e https://tomnikkola.com/prime/

e "The Dark Arts of Disinformation Through a Historical Lens"

e '"The Kremlin's Disinformation Playbook goes to Beijing/

e "Anti-Lockdown Protests Originated With Tight-Knit Group Who Share Bigger Goal:

Trump 2020"
e "NATO STRATCOMCOE considers 'Disinformation in Asia""

e "Activists ficht COVID-19 disinformation in the Caucasus"
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https://www.splcenter.org/reporthate
https://civilrights.justice.gov/report/
https://www.glaad.org/form/report-media-defamation
https://tomnikkola.com/prime/
https://www.russiamatters.org/analysis/dark-arts-disinformation-through-historical-lens
https://www.brookings.edu/blog/order-from-chaos/2020/05/19/the-kremlins-disinformation-playbook-goes-to-beijing/
https://www.snopes.com/news/2020/05/20/michigan-lockdown-protesters/
https://www.snopes.com/news/2020/05/20/michigan-lockdown-protesters/
https://eng.lsm.lv/article/society/defense/nato-stratcomcoe-considers-disinformation-in-asia.a360361/
https://www.atlanticcouncil.org/blogs/new-atlanticist/activists-fight-covid-19-disinformation-in-the-caucasus/
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e "Anatomy of a disinformation campaign: The coup that never was"

e "Recognizing Disinformation during the Covid-19 Pandemic"

e '"Disarming Disinformation"

e '"Tech giants recalled by MPs over lack of ‘adeguate answers' on disinformation"

e "The country isin a state of trauma': COVID-19 has made the US a breeding ground

for propaganda and a goldmine for foreign spies"

e "House Democrats' coronavirus bill earmarks $1 million to study 'disinformation

e '"Disinformation ‘whack-a-mole’ doesn't work on social media"

e '"Belarus, Moldova, and Ukraine: COVID-19 disinformation in Eastern Europe"

e "How TikTok could be a player in election disinformation"

e "EU tackles coronavirus disinformation, seeks regulatory framework for Facebook,

other social-media companies"

e "EU demands tech giants hand over data on virus disinformation"

e "Wexton seeks study of COVID-19 disinformation, misinformation"

e '"Uncovering A Pro-Chinese Government Information Operation On Twitter and

Facebook: Analysis Of The #MilesGuo Bot Network" Also briefly about Covid19

disinformation network
e Tracking URLs

o Far-right exploitation of COVID-19 ISDISD and BBC Click investigation
o Facebook's Algorithm: A Major Threat to Public Health

Covid19 Narratives

e "COVID: Top 10 current conspiracy theories"
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https://www.aljazeera.com/indepth/features/anatomy-disinformation-campaign-coup-200518142503624.html
https://hub.jhu.edu/2020/05/08/thomas-rid-disinformation-in-covid-19-pandemic/
https://warontherocks.com/2020/05/disarming-disinformation/
https://www.expressandstar.com/news/uk-news/2020/05/20/tech-giants-recalled-by-mps-over-lack-of-adequate-answers-on-disinformation/
https://www.businessinsider.com/coronavirus-trump-us-disinformation-foreign-interference-2020-4
https://www.businessinsider.com/coronavirus-trump-us-disinformation-foreign-interference-2020-4
https://www.foxnews.com/politics/house-democrats-coronavirus-bill-1-million-study-disinformation
https://www.thetelegraph.com/opinion/article/Editorial-Disinformation-15279496.php
https://www.atlanticcouncil.org/event/belarus-moldova-and-ukraine-covid-19-disinformation-in-eurasia/
https://www.theverge.com/2020/5/12/21255823/alex-stamos-interview-election-2020-security-tik-tok-zoom-vergecast
https://www.oregonlive.com/nation/2020/05/eu-tackles-coronavirus-disinformation-seeks-regulatory-framework-for-facebook-other-social-media-companies.html
https://www.oregonlive.com/nation/2020/05/eu-tackles-coronavirus-disinformation-seeks-regulatory-framework-for-facebook-other-social-media-companies.html
https://www.ft.com/content/e479043f-a197-41f1-86c8-ff6c922e3492
https://www.winchesterstar.com/coronavirus/wexton-seeks-study-of-covid-19-disinformation-misinformation/article_29119442-31ab-5e76-b362-9e65bcfe6141.html
https://www.bellingcat.com/news/2020/05/05/uncovering-a-pro-chinese-government-information-operation-on-twitter-and-facebook-analysis-of-the-milesguo-bot-network/
https://www.bellingcat.com/news/2020/05/05/uncovering-a-pro-chinese-government-information-operation-on-twitter-and-facebook-analysis-of-the-milesguo-bot-network/
https://www.isdglobal.org/wp-content/uploads/2020/06/COVID-19-Briefing-03-Institute-for-Strategic-Dialogue-12th-May-2020.pdf
https://secure.avaaz.org/campaign/en/facebook_threat_health/
https://allianceforscience.cornell.edu/blog/2020/04/covid-top-10-current-conspiracy-theories/
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Covid19 disinformation around the world

Places to look for non-USA disinformation

e Disinformation repositories

o https://euvsdisinfo.eu/disinformation-cases/ - Russia disinfo on EU

o https://medium.com/dfrlab - world disinfo

o https://comprop.oii.ox.ac.uk/ - nationstate actors. Specifically The Global

Disinformation Order and case studies

e https://www.newsguardtech.com/covid-19-resources/ - ¢19 domains for several

countries
e Hive cases, MISP events etc

o E.g.reopen starting in Australia, moving to Canada etc

Country-by-Country

India:

e '"India & COVID-19: Misinformation and the Downside of Social Media" - whatsapp,

fake cures, SM responsible for curation, strong messaging from Modi

e "How 300 Indian scientists are fighting fake news about COVID-19"

Italy:

e '"ltalian MP amplifies debunked COVID-19 conspiracy theories on the floor of

Parliament"
China:

e "China in coronavirus propaganda push as US ties worsen" - hero story
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https://euvsdisinfo.eu/disinformation-cases/
https://medium.com/dfrlab
https://comprop.oii.ox.ac.uk/
https://comprop.oii.ox.ac.uk/wp-content/uploads/sites/93/2019/09/CyberTroop-Report19.pdf
https://comprop.oii.ox.ac.uk/wp-content/uploads/sites/93/2019/09/CyberTroop-Report19.pdf
https://comprop.oii.ox.ac.uk/wp-content/uploads/sites/93/2019/09/Case-Studies-Collated-NOV-2019-1.pdf
https://www.newsguardtech.com/covid-19-resources/
https://theasiadialogue.com/2020/04/06/india-covid-19-misinformation-and-the-downside-of-social-media/
https://www.weforum.org/agenda/2020/04/indian-scientists-covid19-false-infomation-coronavirus/
https://medium.com/dfrlab/italian-mp-amplifies-debunked-covid-19-conspiracy-theories-on-the-floor-of-parliament-fa0a88999142
https://medium.com/dfrlab/italian-mp-amplifies-debunked-covid-19-conspiracy-theories-on-the-floor-of-parliament-fa0a88999142
https://www.aljazeera.com/news/2020/03/china-coronavirus-propaganda-push-ties-worsen-200325085419818.html
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Africa:

e "Coronavirus: What misinformation has spread in Africa?"

e '"The other COVID-19 pandemic: Fake news"

e Nigeria Centre for Disease Control - countering

Venezuela:

e '"The coronavirus infodemic in Latin America will cost lives"

Ecuador:

e "Another virus is causing major damage in Ecuador. It's called fake news" - targetted

by bot farms from neibouring countries

e Informacion chequeada sobre el Coronavirus - Latam countering (case lists, in

Spanish)
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https://www.bbc.com/news/world-africa-51710617
https://africanarguments.org/2020/03/26/the-other-covid-19-pandemic-fake-news/
https://www.facebook.com/watch/NCDCgov/
https://www.atlanticcouncil.org/blogs/new-atlanticist/the-coronavirus-infodemic-in-latin-america-will-cost-lives/
https://www.miamiherald.com/news/local/news-columns-blogs/andres-oppenheimer/article241929726.html
https://www.chequeado.com/latamcoronavirus/

