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GDI has observed a number of ad tech companies monetising
anti-Ukrainian and anti-Democratic disinformation.

This deck includes examples of ad-funded content promoting a range of harmful adversarial
narratives:

e De-nazification: Ukrainians are “Nazis” and “Banderites” who attack civilians. Russia is
carefully, methodically and surgically eliminating these Nazis.

e Biological threat: The U.S. government has set up bioweapons labs in Ukraine that are
developing “ethnic weapons” to attack Russians.

e Zelenskyy is a terrorist: Ukraine, not Russia, is killing Ukrainian civilians.

These disinformation narratives have been identified across multiple websites in multiple
languages.
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How GDI defines disinformation

e Disinformation is more than overly simple, false dichotomies
such as true vs. false or left vs. right.

e GDI views disinformation through the lens of adversarial
narrative conflict. Adversarial narratives:
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e This definition transcends false binaries and identifies
disinformation explicitly by adversarial narrative topic, such as
anti-immigrant, misogyny, anti-vax etc.

* Your donation can +
GDI 4 make a difference!
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https://disinformationindex.org/wp-content/uploads/2019/08/GDI_Adverserial-Narratives_Report_V6.pdf
https://disinformationindex.org/wp-content/uploads/2019/08/GDI_Adverserial-Narratives_Report_V6.pdf
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Ad tech companies monetising this
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Ad tech publisher policies must be updated and enforced

Most of these publishers' policies do not adequately address the breadth of disinformation
narratives associated with the Ukraine conflict.

Specific publisher policy? Most relevant policy wording
( E I / “Due to the war in Ukraine, we will pause monetization of content
O g e that exploits, dismisses, or condones the war.”

Restricted content: “Is hateful or discriminatory to any groups or
individuals based upon their race, sex, nationality, religious
affiliation, age or sexual orientation”; or, “Promotes, glorifies or
condones violence against others.”

CRITEO
axandr

revcontent.
Yandex

No publicly available policy.

“...does not allow any non-satirical political news which is
demonstrably false or which is meant to intentionally deceive a
consumer.”

Restricted content: “Promoting discrimination based on gender,
race, nationality, religious beliefs, social status or income.”
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Immedlate policy interventions include:

Accountability: Ensure greater accountability for arbitrary actions and inactions by platforms particularly in
relation to international human rights law and other legal obligations.

o« Transparency & Data access: Ensure civil society and vetted third parties can access Platform data for
scrutiny.

o Crisis management mechanism: Develop a crisis management mechanism to oblige Platforms to take
targeted impact assessments and mitigation actions

e European Commission, Council and Parliament trialogue discussion on DSA at a critical stage:
- Article 17 — Strengthening the internal complaint handling mechanism for users.
- Article 26 — Risk assessment, mitigation of risks and algorithms accountability.

* Human Rights: UN Guiding Principles on Business and Human Rights advises companies to carry out
human rights due diligence that involves identifying and mitigating and adverse impacts on human rights. It is
vital to ensure the DSA takes a similar inclusive approach.
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In March, GDI highlighted anti-Ukrainian disinformation on
Oplindia.com
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And that is Ukraine’s lingering “Nazi” problem. Over the years, neo-Nazism
ideology has not only taken root in the Ukrainian conscience but has also gained
the Ukrainian government’s imprimatur. This has naturally raised concerns in
Moscow that was evident in the speech made by Putin days before Russia’s military
offence in Ukraine.
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Browser Extension

After failing to stop Russia from invading Ukraine, the western countries and their
media outlets have unleashed a propaganda war that involves sharing old pictures
from past conflicts to demonise Russia and lavishing praises on Ukrainian

leadership for standing its ground against the invasion, seemingly to paper over

ews

Prostitution, blackmail and
debauchery: How an activist
unearthed the role of
Periyarist-DMK nexus in a sex
scandal

Uttar Pradesh: SP leader
Yogesh Verma keeps a watch
on EVM strong room with
binoculars, leaves netizens
amused

‘Russians to be blamed for
killings, but responsibility to
be shared by West':
Ukrainian President
Volodymyr Zelenskyy blames
western countries for
breaking their promises

India to resume commercial
passenger flight operations
from March 27
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Google subsequently demonetised the specific article but not DI 10
the entire website

Thursday, April 7, 2022 LatestNews AboutUs ContactUs WriteforUs MyVoice f Nv o
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Home > News Reports > Google says it won't allow anti-Ukraine content to make money, removes ads from article.

Editor's picks | Featured | News Reports

Google says it won't allow anti-Ukraine content to make money,
removes ads from article talking about Nazi aspects of Azov Battalion

The tech giant has said that it will not show any ads on pages that has content that in their worldview ‘exploits, dismisses, or condones the war’
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Opindia continues to publish disinformation related to the GDI
Ukraine conflict

Ad served by:
Google

Site:
Oplndia

Disinformation:
Anti-Ukrainian,
Anti-Democratic
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News Reports | World EAN Centre expert

‘Zelenskyy regime using civilians as human shields against advancing
Russian troops’: ASEAN Centre expert at MGIMO Unlver51ty

The remarks were made by Dr Sumsky on Times Now, where he accused the Zelenskyy regime of unleashing a propaganda offe > to paint Russia as a villain

nd impede the pace of progressing Russian troops

“When asked about reports stating that the Russian army has been attacking civilians in -
Ukraine, Sumsky rejected them, saying that it was a part of the Zelenskyy government’s
effort to tarnish the reputation of Russia by disseminating misleading information.
‘Zelensky has made it a point to use civilians as human shields against advancing Russian

troops. These are tactics used by terrorists across the world,” Victor Sumsky said.”
-—V‘l- _—
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March 18, 2022
Biological weapons of mass destruction

GDI

By Jerold Levoritz
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“No one knows or is willing to identify those nations or
people the biolabs in Ukraine, China, and other nations
serve. We know, though, that many would be illegal in the
United States, forcing their supporters to place them outside
our borders. That many are illegal was because they were
either morally evil or were a threat to the human race, by
accident or design.

What Victoria Nuland's testimony and other publicly
available information show is that we have outside U.S.
borders research facilities that are producing or
‘safeguarding’ organisms that can destroy mankind,
although they are described as being engaged in finding
cures — that is, tools to upgrade our ability to respond to
their threats.”
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Brand:
Folifort

Ad served by:
RevContent

Site:
Gateway Pundit

Disinformation:
Anti-Ukrainian,
Anti-Democratic

“BREAKING: Documents Reveal US Department of Defense Was
Funding Ukrainian Biolabs — Russia Releases List of Biological Agents
Tested in US BioLabs in Ukraine, Including Salmonella and E. Coli

On Sunday, March 6, 2022, Russian news agency Ria Novosti released
documents they claim show Ukraine was working on ‘biological weapons’
near the Russian border. Ria Novosti accused the US of instructing Ukraine
to destroy the biological agents before the Russian invasion.

And now we know who was funding the Ukrainian Biolabs. It was the US
Department of Defense. A document from the US Embassy that was
scrubbed from the internet was found in the Wayback Machine.

The document reveals the US Department of Defense was donating to the
Ukrainian diagnostic biolabs.”
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French-language
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Brand:
Kokko

Ad served by:
Google

Site:
voltairenet.org

Disinformation:
Anti-Ukrainian
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Translation:

“Between 2005 and 2014, the DTRA took control of Ukrainian biological
laboratories. The United States has built eight Ukrainian laboratories.

As of 2016, Ukraine conducted biological weapons research in
laboratories built by the DTRA and under its control.”

Kokko : Kamado
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Translation:

“The Pentagon experimented with bat coronaviruses in Ukraine.

During his briefing on March 10, 2022, Russian Defense Ministry spokesman
General Igor Konashenkov clarified that documents from US military biological
laboratories in Ukraine attest that the Pentagon was carrying out ‘work on
pathogens of birds, bats and reptiles, with a new transition to the study of the
possibility of carrying African swine fever and anthrax’.

According to him: ‘In the biolaboratories created and financed in Ukraine, as
the documents show, experiments were carried out with samples of bat

’n

coronaviruses’.
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Translation:

“Biological weapons, which were developed by the Americans in Ukraine, have
an effect on the reproductive system and immunity of the Slavic nation.

[...]

According to [CEO of the Roscosmos corporation Dmitry Rogozin], the specific
purpose of the experiments of the American Pentagon was the development of
‘ethnic weapons' specifically against the Russian population.”
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Ad served by: According to [CEO of the Roscosmos corporation Dmitry Rogozin], the specific
Google werrl purpose of the experiments of the American Pentagon was the development of

‘ethnic weapons' specifically against the Russian population.”
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Ad served by:
Yandex
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Site: Translation:
mk-smolensk.ru
“Russians are hated by neo-Nazism, behind-the-scenes manipulations by overseas
puppeteers, lies against Russia and provocations aimed at aggravating the conflict.
Denazification, demilitarization of Ukraine, giving the country the status of a neutral
state. This is the purpose of the special operation.”
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For More Information:

info@disinformation.org
www.disinformationindex.org
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