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~acebook Downs Inauthentic
Cluster Inspired by QAnon

Introduction

On April 17, Facebook took down a small network of pages, groups, and accounts, based in the
United States, that used coordinated inauthentic behavior to promote a range of conspiracy
theories. Some users also used the network to advertise merchandise, especially T-shirts.

The network appeared to be run by a small group of users who used a mixture of genuine and
fake accounts - sometimes multiple accounts per person - to manage their groups and pages.
Their posts were closely coordinated, with the same content appearing on different assets in the
network all but simultaneously.

As it announced the takedown on May 5, Facebook said, “The people behind this activity used
fake accounts — some of which had already been detected and disabled by our automated
systems — to create fictitious personas, like and comment on their own content making it appear
more popular than it is, manage Pages and Groups, and evade detection and enforcement. (...)
While it did not appear to be the focus of this campaign, some of the individuals behind this effort
attempted to monetize their clickbait content by selling t-shirts and other merchandise.”

Before the takedown, Facebook shared the names of the assets with Graphika for an independent
assessment.

The network focused on the QAnon conspiracy theory popular among some pro-Trump and
far-right circles. Though there are various branches of the QAnon support community who focus
on different aspects of political conspiracy, the overarching theory centers around a secret
government insider known as “Q" who is progressively exposing the machinations of the “deep
state,” a worldwide network of child abusers, satanists, and “globalists” who supposedly control
world governments, private industry, and the media. The conspiracy also focuses closely on
President Donald Trump, whom QAnon supporters largely believe is working toward exposing and
punishing those involved in the deep state in an event known as “The Storm.” This phrase
represents a central tenet of the QAnon theory, having been allegedly referenced by Trump in a
press conference in October 2017 in the presence of high-ranking military officials.
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https://about.fb.com/news/2020/05/april-cib-report/
https://www.npr.org/2018/08/02/634749387/what-is-qanon-the-conspiracy-theory-tiptoeing-into-trump-world
https://www.splcenter.org/hatewatch/2018/01/17/conspiracy-meta-theory-storm-pushes-alternative-envelope-yet-again

The network also dabbled in other conspiracy theories around issues including the 5G mobile
phone network, the US presidential election, and the Covid-19 coronavirus, but their interest in
these appeared more opportunistic and shifted with time. On Covid-19, for example, the network
initially dismissed the “Chinese virus,” then shifted to urging users to wash their hands, and then
shifted further to promoting remedies that had not been checked' and false stories that had been.

NY ER doctor who developed bi-lateral

pneumonia with Covid-19 followed this
protocol and recovered with no side effects.
He is pressing additional studying on this as

Also Disperses and Repels
PM2.5 Pollutant Particles

| 1

treatment.

(]

False infarmation
Crwchac o by indmpardwt Tee -chtken

[ )/ INFECTED DOCTOR TREATED WITL
'O vl - L 4 -7

YOUTUBE.COM
An E.R. Doctor Infected With Covid-19 Back
At Work After Using Hydroxychloroquine...

Torya Lisher

STOP THE VIRUS Shop hew

FAEE FXPAESS SHIPPING]

o Like Page

i 3 Ve cart Trust fact eheckers om F8 B . b g
Y Like & Share i Like A Share

Stories shared to the group Covid-19 Support Group by members of the network on April 12, 2020. Left to
right, promoting a necklace to “kill the virus,” sharing fact-checked misinformation, and promoting a claim
around the efficacy (and absence of side effects) of hydroxychloroquine.

" This is in line with the broader health misinformation spread by QAnon communities on Twitter, notably
the claim that colloidal silver can cure Covid-19. See Melanie Smith, Erin McAweeney and Lea Ronzaud,
“The COVID-19 ‘Infodemic’,” Graphika, https://graphika.com/reports/the-covid-19-infodemic/.
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https://graphika.com/reports/the-covid-19-infodemic/

Coordinated Posting

The network was built around a set of Facebook pages whose names all mentioned QAnon. They
included the handles @RealTrumpQAnon, @RealQAnon41020, and @QAnonTees, which
promoted the QAnon conspiracy theory and T-shirts immortalizing it.

These pages were demonstrably coordinated. Repeatedly, they posted the same content in the
same order, and even at the same time, down to the minute.
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L e
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Political Tweet War on Twitter St Toksr e o Titier @ outr “"f SUN" | MICROCHIPPING B
“Trolks over @BIGates 500,000 shares Monsano T000S infred. “Trolts ovar @RillGatas 500,000 shares Monsants 1000's-injurad
Polmcal Tweet War on Twitter
o 2 amments Qs 5 comments Bshares “Tralls over @8ilIGates 500,000 shares Marganto 1060's injurad...
o Like (1 comment /> Share - 1 Like [ comment A Share S~ 0O

Posts by (left to right) @RealQAnon41020, @Real TrumpQAnon, and @QAnonTees, sharing the same tweet at
the same time. Screenshots taken on April 15, 2020. Note the source of the tweet is @Political TwtWar,
described below in the section on cross-platform activity.

QAnon QAnon wF Qanon Tees
N @ hes @ Thes @

Boogomillll

Boogom| ! Boooam!il
https:/fwitter.comyPoliticalTw...fstatus/ 12502367 15697697280

https:/ftwitter.com/Political Tw... /status/ 1250436 F1HEB7607 280 httos:twittercomPolitical Tw... (61atus/ 12604 26718687697280..

TWITTER.COM TWITTERCOM
| Tweet War on Twitter Political Tweet War on Twitter Political Tweet War on Twitter
UWAKE LR No veccine for AIDS No vaccine for SARS No vacaine fo. "WAKE UPHL Mo vaccine for AIDS Mo vaccine for SARS No vaccine fo "WAKE UPL Mo vaccine for AIDS No vaccine for SARS No veccine fo,

O: & shares Q&= G comments & shates O: 1 share

Boom Goes the Dynamite. Posts by (left to right) @RealQAnon41020, @Real TrumpQAnon, and @QAnonTees,
sharing the same tweet at the same time. Screenshots taken on April 15, 2020. Note the source of the tweet
is @PoliticalTwtWar, described below in the section on cross-platform activity.
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Impeccable timing: posts by (top to bottom) @realQAnon41020, @Real TrumpQAnon, and @QAnonTees
showing the exact date and time of posting.

These were not the only assets to behave in this way. Other pages and groups in the network
acted similarly, revealing a network of simultaneous or nearly simultaneous posting.
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QANON Chosen
4 Aprilat 11:56 . @

®

QAnon
4 April at 11:56° @

D

BUSINESSINSIDER.COM
Treasury Department says in reversal that Americans on

Social Security don't need to file a tax return to get a $1,20...

[\ B

Simultaneous posts from the group QAnon Chosen and the page @RealQAnon41020, both members of the

1 comment

BUSINESSINSIDER.COM
Treasury Department says in reversal that Americans on
Social Security don't need to file a tax return to get a $1,20...

Q7

1 comment
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Mancy Pelesi knew! She and the Demaocrats were in bed with China

Why else was she stalling, holding on te the Articles of Impeachment, refusing
send them to.

See more

@D~

4 comments 8 shares

Share, and share a like: nearly simultaneous sharing by two pages in the network of a post by an unrelated
user. The annotations to the screenshot are the original user's work.
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These pages and groups were managed by a closely intertwined set of accounts, with the same
accounts administering or posting to multiple assets within the network. As a second tier of
management, some of the pages that these accounts administered were themselves registered
as admins on the groups, further reinforcing the network and binding it together.

Group Group
QAnon (No Admin Posting Approval) All Aboard President Trump’s MAGA Express
[ S
Admins and moderators 7 Grcug

COVID-19 Support

& sou trwmt

&' Add Friend

Adming and moderatars -

& o vrsand

& Add Friend

& Add Friend

. =
Crristign Bed Pilied Dealorstie GAnas Fatrts Far
Sioii Amprira

Red Wolf Risen
@
e ummmmw-mhmm ;
0 P

Overlapping admins for QAnon (No Admin Posting Approval), All Aboard President Trump’s MAGA Express,
Red Wolf Risen, and COVID-19 Support (Clockwise from top left)

& Add Friend

Some of the accounts themselves showed strong signs of inauthenticity. Some users appeared
to be running multiple accounts with slight variations on the name and profile picture, a violation
of Facebook'’s terms of service, which mandate one personal account (as opposed to page or
group) per user. Others did not appear to make any attempt to indicate the real identity of the
person behind the account, suggesting that they were dummy accounts created for amplification.
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Timeline About I

Ezekiel 34:28
pter of Ezekiel 34

Timeline About

Timeline About Fi

Three of the personal accounts (as opposed to pages or groups) in the network. All three shared a
combination of one or more of the same personal name, nickname, and profile picture; other content clues
also confirmed that these were three accounts run by one user. We have obscured most details to protect the
identity of the user.
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Facebook said that the takedown was based on the finding of coordinated inauthentic behavior.
Some individual posts were also taken down or labeled as false, or they linked to content that had
been taken down already. At least one account had been temporarily suspended for an unnamed
post but then reinstated, only to be restricted again. This underlines the range of options at the
platforms’ disposal: enforcement is not a binary of take down vs leave up but has a variety of
degrees.

.'n,—_f:u-\.-lunru G ‘ April 8 s B3 A G
Yesterday at 427 FM

Wall avarybady naeds 10 586 thass for sum | bslbege the covanavirus is resl and contsgous bl This vieo shows

ho the media i driving this moes than anything. These are the

hospitals that the madia ars claiming are War 2ones.... 85 you can sae in This content isn't ava.i]nbie l'ig}ll now

this video, they clearly am not war rones.
When this happens, it's usually becawse the owner only shared it with a small
group of people, changed who can see it or it's been deleted.

(S Like @ Share
iy L
Yestarday at 3:52 PM
ok - This content isn't available right now
i
YOUTUBE COM . - i When this happens, it's usually because the owner only shared it with & small
Dr. SHIVA Ayyadurai, MIT PhD Crushes Dr. Fauci Exposes Birx, NOLITUSE.COm group of people, changed who can see It or it's been deleted.
Clintons, Bill Gates, And Tha W.H.O #EmptyHospitals #FilmYourHospital Several Hospitals are
NOT warzones

[} E) 5 Commants &3 Shams |ﬁ bike @ Share

Left to right, posts marked as fact-checked, linking to deleted content on YouTube and linked to deleted
content on Facebook. A further example of fact-checked content is illustrated on page 2, above.

i March 27 at 1R24 PM - G

a30day

W el

[« TORES 4 Comments

Comment from one of the takedown accounts three weeks before the takedown, complaining about bans on
their posts and restrictions on their content.
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Couture and Conspiracies

Much of the content posted by these accounts can be classified as conspiracy theories. Their
core focus was QAnon, as witnessed by the names of so many of their pages and groups -
@realQAnon41020, @QAnonChosenOne, @Real TrumpQAnon, @QAnon (No Admin Post
Approval), and so on. Their posts were also laden with QAnon references, notably the phrases
“‘Many are called, few are chosen,” “The storm is here,” and “Where we go one, we go all” or
H#WWGTWGA.

QANON Chosen

About
Discussion
Members
Events

Photos

Home

Posts

Banners from group QAnon Chosen (top) and pages @QAnonChosenOne and @real TrumpQAnon (middle and
bottom) showing the selection of Q iconography.
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Between this core activity, the group posted on other conspiracy theories and scientifically
unproven claims. This appeared to be more opportunistic in scope and included, for example,
comments on climate change (including portraying climate activist Greta Thunberg as a tool of
billionaire George Soros), US politics, and the impeachment of President Donald Trump.

All Photos

\JILLING To LEAk
Just about

myl'hug forR

THEY DIDNTIKNOW
WE WERE SEEDS.

Photos by page @QAnonChosenOne, showing the range of topics. The left-hand image shows Greta
Thunberg and George Soros; the second from the left shows Democratic Congressman Adam Schiff.

In March 2020, the network’s members began posting a range of content about the novel
coronavirus Covid-19. This was not uniform in tone: some posts attacked the Democratic Party in
the United States for demanding a lockdown, some promoted merchandise that advocated health
measures including hand-washing, and some associated the virus with the 5G mobile phone

network.

B All Aboard President Trump's MAGA Train 2020
11 March - &

i

DONT BE GROSS!

TEESPRING.COM
Wash Your Hands Seriously Don't Be Gross

Discover Wash Your Hands Seriously Don't Be Gross T-Shirt, a custo...

O

QAnon
11 March - @

Let everyone know to wash their hands. Having clean hands protects
us all. Many styles and colors to choose from.

WASH YOUR' HANDS
SERIOUSLY

i)

DON'T BE GROSS!

TEESPRING.COM
Wash Your Hands Seriously Don't Be Gross
Discover Wash Your Hands Seriously Don't Be Gross T-Shirt, a custo...

oos 10 2 comments 1share

Posts in March advertising “wash your hands” merchandise from a T-shirt retailer the network promoted.
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QAnon Tees wee QAnon Tees
: = April 10 at 2:08 AM -

April 10 a1 6:21 AM - 3

5G message over the sky. It's a bold statement too.

I'll just drop this here.

I'm Térdjgis Adhamon), I.m 'Billi Gates,

o~

I m not a doctor

\ ¥
|1
I was B man{is_t' Iiwas a tech
terrorist until Ij nerd until I decided

took over the world there were too
health organisation. many people on earth.

We run the world now with pandemic health policy.

O-.‘ ' 6 1 Comment 141 Shares . 0' 18 10 Commants 80 Shares

Posts in April on the “pandemic health policy” conspiracy and “5G message over the sky,” from @QAnonTees.

- o, : L
> Sa surreal T, b
| 9 B %
Anenymotis 04/15/20 (Wed) 14:57:50 ID: 428af1 (28) 5 G is making all new vlnﬁ!s
Colloidal Silver has been "No.8803894 -ognean »amaLls 2oms0sres struggle t? fumve They ar‘
medically proven to kill evar&- Robert F Kennedy Jr. D i
er % rops Bombshells on Dr. Fauci mutating and attacking us as
destructive bacterial, viral and For Medical Cover Ups and Fraud; Fauci “Poisoned g threat now. 3 \
fungal organism In&a body. an Entire Generation of Americans” #End5G
Robert F. Kennedy Jr, revealed disturbing Information about .
Dr. Anthony Fauci's medical career in the go %
L calling out the celebrated physician for a history of »
9 disturbing practices ranging from costly cover ups to z
.050 Ba 33 Commarts 1 Sharne outAght fraud. 8D

Posts on colloidal silver (a substance promoted by some conspiracy sites as a remedy; in fact, it is
considered potentially dangerous), banning vaccines, and the danger of 5G, from accounts that featured in
the takedown.

Other posts were simply conspiratorial, providing lurid interpretations of everyday occurrences to
build them into a narrative of Satanic evil.
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https://www.nccih.nih.gov/health/colloidal-silver

Madonna singing about Fried Fish was referring to
herself and how she will get the chair, just like
Albert Fish did.

He got the electric chair in January 1936 for
eating children,

Lol B D 21 6 Comments 14 Shares

o Like () comment & Share ‘

Post by one of the users in the network, March 26, 2020.

Commercial Posts

Intertwined with this content were commercial posts that advertised a range of products,
including T-shirts, hand sanitizer, and an “air purifier necklace,” in what appears to have been a
subsidiary attempt to capitalize on the QAnon conspiracy theory and the coronavirus crisis
simultaneously. (Most posts were not about merchandise, suggesting that financial gain was not
the main goal of these pages.)

This Air Purifier Necklace
Works as an Invisible Mask

Where We Ga One We Go All T-Shirt

Medex Labs Hand Sanitizer

Posts by one of the members of the network promoting a range of merchandise, April 2020.
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@ F.'{A.nun S @ QAnon Tees S
14 April at 16:51 - @

14 April at 16:50 - @
Yes We have Q Mask Now. Check It Out!! #WWGTWGA
https://teechip.com/ganonmask

Yes We have Q Mask Now. Check It Out!! #WWGTWGA
https:/fteechip.com/ganonmask

TEECHIP.COM
QAnon Mask WWG1WGA i
QAnan Mask WWGTWGA shirts, apparel, posters are available at... FEECHIRLOM
QAnon Mask WWGTWGA
O3 1 share QAnon Mask WWG1WGA shirts, apparel, posters are available at...

Posts by members of the network advertising QAnon masks.

Although some of this merchandise did promote genuine Covid-19 countermeasures, at the same
time the network’s members were making these posts, they were also posting and amplifying
conspiratorial content, especially attacks on the head of the National Center for Allergy and
Infectious Diseases, Dr. Anthony Fauci, the United States’ leading public voice on the science of
the epidemic. This suggests that the network’s purpose in promoting apparently health-related
products was to sell merchandise on that theme, alongside its efforts to sell merchandise on
other themes, especially the QAnon conspiracy.

QAnon
April 8 a1 9:38 AM . @

Declaration of war against the deep state.
/382659465218 hitps:/twitter m/PoliticalTw.../status/1247B4B8036145659904

Political Tweet War on Twitter Political Tweet War on Twitter

save this here. I'd say Fauci has revealed something to us all *Dr Fauci or Dr Death? You are BUSTED Fraud Fauci!l Now | know thi

Posts by @RealQAnon41020 attacking Dr. Fauci, April 2020.
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Cross-Platform Amplification

Working out from the network of assets that Facebook provided, Graphika uncovered a related
network of assets on Twitter that posted similar content and used some of the same personas.
These personas changed their appearance and, in at least one case, their user handle after
Facebook took down the network on its platform, indicating, at the very least, a desire to hide
from further enforcement action. Terms of service vary from platform to platform, so a takedown
on one platform need not indicate violations on the others.

On Twitter, this network's activity appeared to center around an account called Political Tweet
War (@PoliticalTwtWar). The account provided no personal details or information about the
operator (or operators) behind it, but the members of the QAnon network regularly amplified it on
Facebook (as illustrated above on page 3), and @PoliticalTwtWar returned the compliment.

The account also promoted some of the same merchandise the Facebook network did, in the
shape of the QAnon T-shirts with the same logos, from the same producer.

Political Tweet War @@ Polical TwiWar - Apr 24 ~
Replying to

Check out Where We Go One We Go All T-Shirt ! #QAnon #WWGIWGEA
Available for the next 3 days via i@ Teaspring:

Where We Go One We Go All T-Shirt
Discover Where We Go One We Go All T-Shirt from American Traditional Art
, & custom product made just for you by Teaspring. With world-class pr..

tesspring.com

o (! o =
Political Tweet War i@ Folitical TwiWar - Apr 24 -
Replying to

Check out Where We Go One We Go All T-Shirt ! #0800
Awvailable for the next 3 days via @ Teespring: tsprnoic)

(] £l ) =

Political Tweet War @Folitical TwiWar « Apr 24 v
Replying lo

Check cut Where We Go One We Go All T-Shirt !
Available for the next 3 days via @Teespring: tsprng

Q 11

More couture: T-shirt ads from @PoliticalTwtWar pointing to the same TeeSpring storefront promoted by the
network on Facebook.
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The account’s bio described it as an aggregator: “Through a team of Twitter accounts Political
Tweet War has collaborated all tweets on this account.” A scan of its activity from March 7, 2020
to April 25, 2020 indicates the account posted 24 hours a day, 7 days a week at a relatively high
clip of 64 tweets per day. This may indicate the account was partially automated, operated by
users working in shifts or operated by a highly dedicated user.

Days of the Week Hours of the Day (UTC)

Sunday

Monday

Tuesday
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Thursday
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Saturday

0

100 200 300 400 500 60O
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10 Py I

11 v

0 50 100 150 200 250 300

Post times for @Political TwtWar from March 7 to April 25, 2020, over which period the account posted 3,799
tweets, for an average of 64 per day.

The account appears to have tried to engage with high-profile figures, including President Donald
Trump, his son Donald Trump Jr., and conservative figure James Woods. However, it struggled to
gain followers: as of April 25, 2020, it was following 5,000 others (the maximum allowed for an
account with under 5,000 followers) and promising to “follow back” other Trump supporters while
“going after” leading Democrats, but it had only amassed 3,727 followers - not a negligible

number, but significantly fewer than it was following.

Graphiks

15



% Political Tweet War i T
@PoliticalTwtWar S
RT! RT!! RTI'ZE | FOLLOW BACK TRUMP
SUPPORTERSE

I've been here 2 years & never reached 5000
followers.

| go after @georgesoros @BarackObama
@SpeakerPelosi @SenSchumer
@davidbrockdc @BillGates @UN @DNC

| Support @realDonaldTrump
@DonaldJTrumpdr @FLOTUS
@EricTrump @LaraLeaTrump

| Edit profile

Political Tweet War

tical TwtWar

Political Tweet War is the opposition to the MSM bias. Through a team of Twitter
accounts Political Tweet War has collaborated all tweets on this account.
8 Mount Vernon. VA [{ Joined December 2018

5,003 Following 3,512 Followers

1:03 AM - 21 Apr 2020

82 Retweets 68 Likes |
. _______7/...‘_._ _— T T,
‘

Twesats Following Followers Likes

12.8K 5,000 3,727 11.6K

T li |
Political Tweet War Tweets weets & replies Media

@PoliticalTwt\War B Pinned Twesl

S SYEITIE ST TS ST S

Top, @PoliticalTwtWar's call for retweets, of which it received 82: again, not a negligible number, but not an
indication of mass virality. Bottom, the account’s statistics four days later, showing an increase of 215
followers. The tweet is also informative for the emphasis it places on follow-back arrangements as a way to
increase its following.

To judge by the account holder's own comments, the inability to create a large-scale following
because of Twitter's limit on follower/following relationships was a brake on the account’s
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development - like the fact-checked posts described on Facebook above, an illustration of the
range of measures open to the different platforms.

Political Tweet War ™
% (: Follow ./I ~

@Political TwiWar

Replying 1o

I'm at my limit.. once i reach over 5000 i can
add you all... | just tried again. Still can't
follow anyone yet.

10:18 PM - 23 Apr 2020

Q@ e Q B2
Political Tweet War A k1
i Follow Ji s
@PoliticalTwtWar S

Replying to

Tried to Follow back.. damn Twitter 5000 rule
lol I'll follow you as soon as Twitter removes a
few. That's how Jack rolls round here.

4:35 PM - 20 Apr 2020

suies (R

Tweets by @PoliticalTwtWar in April 2020, lamenting the Twitter rule that prevents accounts with fewer than
5,000 followers from following more than 5,000 others.

It is important to note that none of this Twitter behavior in itself seems to have violated the
platform’s rules: automation is not an offense on its own, and Twitter does not insist on accounts
representing the user’s real identity. It does, however, confirm the network'’s interest in promoting
its content (and T-shirts) across platforms, its deliberate targeting of one particular community
(the Trump family and their supporters), and its relative inability to break through.

Other indicators point to a network that was keen to hide and intended to monetize its presence
on social media. After the Facebook takedown of April 17, two of the individuals whose Facebook
accounts had been taken down changed the names and profile pictures of their Twitter accounts;
one also changed its handle. Another member of the group, who had two personal accounts
taken down, complained that Facebook had taken away their “future livelihood.”

Overall, this was a small community on both Facebook and Twitter. Its behavior was consistent
with a single network of dedicated users whose main purpose was to promote their core
conspiracy theory, that of QAnon, but who also promoted other theories and tried to sell some
merchandise on the side. However, on both platforms, it failed to build a substantial audience,
despite attempts to reach out to high-profile influencers.
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